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System of nonlinear equations in key and output variables.

zi = f(L'(k))

m Use low degree functions g: f - g — 0
= zig(L'(k)) =0

m Use low degree functions h: (f <> 1)-h =0
= (z ® Dh(LiI(k)) = 0
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DEFINITION
The lowest degree of function g for which f - g = 0or

(f ®1)-g = 0is called the algebraic immunity (Al) of .
The function g for which f - g = 0 is called annihilator of f.

= Al(f) < [3]
m Attack complexity is exponential in Al




SYMMETRIC BOOLEAN FUNCTION
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Functions

equal
= VV: v; = (v(0),..., v¢(Nn))
m ANF in terms of homogeneous polynomials oy,

0<k<n
ok(X0, .-, Xn-1) = EB Xiy X,
O<iy<-<ip_1
= SANF:

F(%) = @ _o (K)o, Ar(k) = i vi (i), for 0 < k <
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m v, =(1,1,1,1,...)
val—(010101 )
=(0,0,1,1,0,0,1,1,...)

=(0,0,0,0,1,1,1,1,...)
B 0z = Opa90p2a1 - Ogan_1 = Vg, = V02a0 .. -ngan_l

e.9. Vo = Vs Vs, =(0,0,0,1,0,0,0,1,...)
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= Complexity 2 (7)"

Annihilators

? Is there any structure in annihilators of symmetric
function?
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ANNIHILATORS

Annihilator of f: f -.g =0
mf(X)=1=9(X) =
mf(X)=0=9g(x)=0/1

Annihilator: {Xg, ... Xxk_1 Xk, - -

m sup(o
= sup(p

= sup(g)

)=
)
C

axnfl}

Pol p sym o

{V:wt(V) € i, ...

CHv wt(v) =1}}

{Vv:owt(v) e{iz +1,...

Sk}

s+ 1}
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DEFINITIONS

[ af: hom. sym. pol. of degree i in {Xn_j,...,Xn_1}
[ P|k: pol. in {Xo,...,Xk_1}, product of at most | factors
of
m complement of 1 variable

m 1 variable
m sum of 2 variables

Example P$:
B (X1 ®X2)(X3 ® Xa)(X5 @ Xe)
B (X1 @ 1)Xa(X3 ® Xa)(Xs @ Xe)
B (X @ 1)(X2 ® 1)(X3 ® X4)(Xs © Xe)
B X1X2(X3 @ X4)(Xs D Xg)
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THEOREM

THEOREM

One of the lowest degree annihilators of a symmetric
function can be constructed by means of a linear
combination of the polynomials in ANg.

m Symmetric part: vectors of same weight are zero

m Polynomial part: is equal to one for subset of vectors
with exactly same weight
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EXAMPLE

f is symmetric function in F3°
m Vi(6) = vi(7) = v¢(10) = v(11) = 0
=g=o09 i ihil ff
g = 05%o(X1 ® X2)(X3 ® X4)(Xs ® Xg) is annihilator o
m o) is equal to 1: vectors with weight € {2, 3,6, 7}.

m Xo(X1 @ X2)(X3 ® Xa)(Xs @ X) is equal to 1: subset of
vectors with weight 4

= g is equal to 1: subset of vectors with weight €
{6,7, 10,11}
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EXAMPLE

f is symmetric function in F3°
= Vi(2) = (6) = 0
= (Xo @ 1)(o3 @ 03) is annihilator of f
- vi(2) = vi(6) = 1 )
= (Xo ® 1)(03 & 03) is annihilator of f & 1
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= Complexity: N2-81

TABLE: Comparison of the size of annihilator-set

10] 12 | 14 | 16 18
e 1 " (") | 386 | 1586 | 6476 | 26 333 | 106 762
ANs| | 83 | 177 | 376 | 1005 | 2539
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Properties

PROPERTY 1

THEOREM

Let f be a symmetric Boolean function on F3 with value
vector vi. If vi([3] — 1) = v¢([5] + 1) for all n, or in addition
for n odd v¢([5] — 2) = v¢([3]), then f can not have
maximum Al.

Example n = 7:
m (Xo @ X1)(X2 @ X3)(Xg D X5 D Xg)
= weight € {3,5}

B (Xo ® X1)(X2 © X3)(Xa © X5 & Xp & 1)
= weight € {2,4}
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PROPERTY 2

THEOREM

Forn=2it1_1 where j > 1, the value vector of f should be
of the form (aa®) where a € I, in order to reach the
maximum Al.

Example: n =7
m 03 = weight € {3,7}
m 0y & o3 = weight € {2,6}
m 01 & o3 = weight € {1,5}
m 0g Doy B oy doz = weight € {0,4}
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On the
Algebraic
Immunity of
Symmetric

THEOREM

Let f be a Boolean function on FJ. If wt(f) < S0 () or

2" —wi(f) < 3%, (7), then the Al of f is less or equal than
d.

Boolean
Functions

= n odd = only balanced Boolean functions
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m nodd(n <17):

vi(i) = {

m n even: different classes

0 fori<|[5]
1 fori>[]].
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OUTLINE

MAXxIiMUM Al
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AFFINE EQUIVALENCE

m f(X) and f(Y_A@B), where A is an n x n nonsingular
matrix and b € ) will have the same All.

m f(X) and f (XA @ b) are symmetric if and only if
m be {01}
m n even: A has property that the sum of the elements in
each row and column of Ais equalton — 1
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Functions . . . n .
P The symmetric function f in [, with value vector
Bart F‘r(;.ﬁ(;.c\v

wi(l) = 0 fori< [J] )
| - 1 else

has maximum Al.

Example v; = (0,0,0,0,1,1,1,1), forn=7
Example vy = (0,0,0,0,1,1,1,1,1),forn =8
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Symmetric = Annihilators of f & 1:

Favetions {Xi, X ot with0 <ip <ip < -+ < im <n-1}
(5] 2

An Braeken,

Bart Prenee

= Number of terms in annihilator?

Classes




CLASS 2

Algebraic
Symmenic mn=28 v =(1,0,0,01,1,1,1,0)
Boolean
Functions mn=10:v=(0,1,0,0,0,1,1,1,1,0,1)

An Braeken

Bart Preneel mn=12: Vi = (0, O, 1, O, 0, O, 1, 1, 1, 1, 0, 1, 1)
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S TABLE: Properties of Symmetric function on F) with Maximum Al

Boolean

Functions fOf n even
| Function | Degree | weight max |W |
Class 1 | 2Mogzn] 214+ 2() (h)
2 2
Class 2 || 2Mfg:n] 214 2() (1)
i n—1 1 n2 2 n 2 n
Class3 [ =n 1|27+ 30) - (") | (- 27)
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There exist symmetric functions with
m maximum algebraic immunity
m nonlinearity is very small

= In practice: together with secondary construction



