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Introduction

This document reports on PROGRESS Project "Internet-based monitoring and control of Embedded Systems" and serves as the introduction for the user group meeting on Januari 14. Since I compiled the ‘continuation request’ recently, I rely on that document for the project’s summary.
Work since May
· As described in the continuation request we proceeded with our work on Service Oriented Architectures. Tran Manh studied methods to specificy (user) goals in order to give an implicit expression of  system behavior. In defining a syntax we study a series of examples. The language must support specifying behavior over time and will have some temporal logic as underlying semantics.

· In order to focus our implementation work we developed a small scenario, added as an appendix to this document. Our interest is mainly in how this scenario can be realized as a SOA and what steps need to be taken to program it in e.g. UPnP; technical aspects like face recognition or digital video transmission are borrowed from other projects. Recently, we have acquired some hardware for building these scenarios.
· Mazuryk has started his work, as promised, with an investigation into networked embedded systems, and SOA in particular. He is preparing an overview paper with a taxonomy of these architectures. This work is quite relevant as it shows the need to think and work at a higher abstraction level than a particular SOA. It gives an additional requirement on the language that we study: in addition to specifying service cooperation it must also be possible to specify services themselves. The mapping to a particular SOA implementation then becomes an interpretation or compilation issue. 

· Mazuryk is developing a persistent memory using JXTA, another example of a SOA. The persistent memory will be part of the scenario.

· Huang has extended the result that the synthesis method for POOSL is correctness preserving upto epsilon for all Metric Interval Temporal Logic MITL_R formulas (see the paper at MEMOCODE'03) to interleaved concurrent systems. The synthesis method has been applied to Rotalumis: the high-speed execution engine for POOSL. POOSL models can now be synthesized automatically and the resulting C++ executable has the same real-time behaviour (up to a small epsilon) as the corresponding model. The approach is also compositional, both in the functional and in the timing domain. This means that the behaviour of a component remains unchanged if is integrated with other components of the system. A small case study of a railroad crossing has been performed showing the feasibility of the synthesis method. Jinfeng wil start working on his thesis in 2004.
These new developments are being described but have not been published yet.

Visits, contacts, cooperation

We have contributed to the PROGRESS workshop in October with two posters and a paper. In addition we have prepared the workshop “Domestic appliances”. Interesting output of the discussion was 
· the suggestion to develop an XML variant for describing a particular in-home environment;

· the belief that major points of research needed to be: gateway technology and embedded intelligence.

In our scenario we will take this language suggestion into account, and stay in contact about this with mr. van Straten, from Betronic Amsterdam.
I have contacted mr. Man from PTS software in Bussum since he has expressed interest in our project. I invited him for the user group meeting.

As I mentioned last time I have a contact to setup a project on ‘remote monitoring and control’ specifically for large machines like the ones developedv in the Eindhoven region. This would be a new project, separate from EES.5413 but there would be mutual benefits. Although some progress has been made, this goes very slow as this industry suffers from the economic slow-down.

There were presentations by Huang on the ACM & IEEE international conference on Formal Methods and Models for Codesign, and on the Forum on specificatio nand design languages (see references).

It would be a good discussion point at the meeting how we can align our current work with direct interests of the user group, e.g., by once again studying an example.
Papers
· Jinfeng Huang, Jeroen Voeten, Marc Geilen, Real-time Property Preservation in Approximations of Timed Systems; In: Proceedings of  First ACM & IEEE International Conference on Formal Methods and Models for Codesign, France, June 2003. 

· J. Huang, Jeroen Voeten, Andre Ventevogel and Leo van Bokhoven; Plaform-independent design for embedded real-time systems, In: Proceedings of Forum on specification and Design Languages (FDL 03), Frankfurt, Germany, September 2003. 

· Jinfeng Huang, Jeroen Voeten, Andre Ventevogel and Leo van Bokhoven; Towards correctness-preserving synthesis for real-time software, Proceedings of the 4th workshop on Embedded Systems, STW; 2003-10-01 
See also the website: http://www.win.tue.nl/san, and select research.

Appendix: scenario elements for a home networking context
Technical context

The technical context is an in-home network of a heterogenous nature and of vastly different devices, with communication facilities. Some characterizations and assumptions relevant for our work are:

· There is a clear notion of inside (i.e. belonging to the home domain) and outside (e.g., the internet) and technology is available to separate the two.

· The network is heterogoneous at the physical level; technogies included in the scenario are IEEE 802.3 (ethernet), 803.11 (wireless LAN), 802.15 (BlueTooth), IEEE 1394 (firewire) and powerline.

· There are three classes of traffic: data traffic related to PC and Internet use, multimedia traffic related to consumer electronics products and domotica traffic related to control of appliances and other devices. 

· There are two types of traffic: asynchronous and isochronic traffic. On the former type, no timing constraints are expected; on the latter there are. For simplicity we assume that asynchronous transport is built on top of the Inernet Protocol.

An overview is given in Figure 1. 
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Overall requirements on system behavior

Scenario steps introduce relatively simple interactions with the system. These interactions must be realized within the boundaries of several general requirements expected from such a system but not explicitly mentioned in the scenario steps. These requirements include

· Privacy. This concept has a rather vague interpretation as it often refers to a feeling rather than a factual situation. However, we define it in a more technical way though for the time being we don’t define it formally. For us, privacy refers to the fact that certain information (private information) is
· inaccessible,
· unrecorded,
· unreconstructable
for both the system and (other) users. A situation in which information is stored but accessible only with special permission is not considered private. A situation in which access mechanisms enforce information aggregation is considered private with respect to these mechanisms. For example, if the (electronically, remote) meter reading mechanism provides the remote site with aggregated data this is said to retain privacy. Often, security mechanisms are used to provide privacy. However, the essential ingredient we see in privacy mechanism is the destruction of information. Remark: this seems to call for the study of privacy mechanisms. Is that an interesting question?
· Security. This requirement pertains to confidentiality of information (disclosure of information only to authorized parties) and integrity (what is being sent from one party to another is precisely what is received and vice versa). The exact level of security is part of the specification: the security policy; it tells precisely what is allowed and what not for a given system. The threat model then specifies attacks against this given system that could result in breaking the security. Security mechanisms give protection against these attacks
.

· System autonomy. The system must be able to learn or it must be configured such that it can (co)operate automatically and without user intervention on tasks in which the user is not needed. Networked systems that bring all services to the user interface level are not of much use. 
· Transparent control. A user must be able to see or inquire what goes on in his system. This holds for the level of security, for the information that goes into and out of the system and for the use of resources. Transparent means that this information is presented without unnecessary details but still giving the user full control. This supports the user’s trust in his home system.

Scenario steps

These steps represent a few activities of an end user. They need to be translated into technical steps within the infrastructure. These are mentioned as example after the step. These technical steps again require something from the software.
1. End user enters house with PDA

a. the PDA joins the network, gets recognized, is assigned permissions

i. admission control

ii. user or device based

2. Lighting on (user speaks)

a. speach recognition – probably just a few simple commands

i. need model of infrastructure and of space

b. heating adjusted

i. relate current status to user preferences

3. Turn on TV – relevant messages show up

a. Messages are stored somewhere; switching on TV is seen and related to user activity

i. TV is recognized and used as a display device

4. Someone rings – pic on TV – guest enters

a. Device interaction: show a video along several physical channels

i. The logic of these steps is represented within the system

ii. End-to-end service throughout the network (quality)

b. Security system interaction (guest is recognized)

c. Guest’s hardware joins the network.
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Figure 1: diagram of technical context. The boxes marked with a G are gateways. They are conceptual in the sense that all the gateways might be a single device (even a PC) that also separates “inside” from “outside”, i.e., a so-called residential gateway.
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� The system equipped with these mechanisms is again a new system with a new threat model. This iteration continues until the threat model contains threats that are considered unlikely or acceptable. This whole process of getting the threats to an acceptable level is called risk management.





