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Abstract

Nascimento et al. [19] introduced a quantum information theoretical model for Quan-
tum Secret Sharing (QSS) schemes. In this thesis, we describe existing schemes, such
as the construction using Monotone Span Programs (MSPs) [16], according to this
model. Moreover, the correctness of these schemes is proved in an information the-
oretical way. In particular, we consider the so-called pure state QSS schemes. We
show that for these schemes, the recoverability and secrecy requirement are equiva-
lent, which expands the theorem in [19].

Finally, we investigate the relationship between QSS schemes and quantum error
correcting codes (QECCs). In [15], it was previously shown that Quantum Threshold
Schemes (QTSs) can be constructed from quantum MDS codes. Here, we extend this
theorem by formally proving that pure state QSS schemes are equivalent to quantum
MDS codes. In addition, CSS codes and binary stabilizer codes are considered as a
special case.
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Chapter 1

Introduction

1.1 Background

Cryptography is the science of designing systems that encrypt and decrypt data, formed by
the Greek words kryptós, ’hidden’, and gráphein, ’to write’. One of the purposes of these
so-called cryptosystems, is to protect confidential data, e.g. when communicating over the
Internet in the presence of hackers. Ideally, one wants to use a trapdoor one-way function
for encryption, which has the property that it is computationally hard to invert, unless some
secret information, the trapdoor, is known. It is not known if there exists trapdoor one-way
functions, but some functions are assumed to be one. For example, factoring large integers
and the discrete log problem are assumed to be computationally hard problems and form the
basis of many cryptosystems. This means that the security of these systems is based on as-
sumptions, which have not been proved. So if someone comes up with an algorithm that can
factorize large numbers efficiently, a lot of cryptosystems would become worthless! Moreover,
there already exist algorithms for a quantum computer that could solve these problems much
faster than a classical computer nowadays can.

In quantum crytography, the security of the cryptosystems is based on the laws of quantum
mechanics, instead of mathematical assumptions. This enables us to design systems that are
unconditionally secure, i.e. systems that are even secure in the presence of an eavesdropper
with unlimited computational power. An important and interesting consequence of quantum
mechanics that makes quantum cryptography work, is the so-called no-cloning theorem, which
states that one cannot make an exact copy of an unknown quantum state. This restricts an
eavesdropper, who has managed to intercept the encrypted message, in his possibilities to at-
tack, since the most obvious action, making a copy of the message and send it to the intended
party, is not an option anymore. Furthermore, the fascinating phenomenon of quantum en-
tanglement plays a key role in the field of quantum cryptography. Informally, entanglement is
the property of quantum mechanics which states that the behavior of two quantum particles
can be correlated, although they are spatially separated.

Altogether, quantum mechanics could be able to destroy most known classical systems,
but, on the other hand, also gives rise to a different, more powerful kind of systems, which
makes quantum cryptography definitely worthwhile to consider.

1



1.2 Quantum Secret Sharing

This thesis addresses the following problem. Suppose the president of a bank knows the
combination that gives access to the banks vault. This vault has to be opened regularly, but
unfortunately, the president is often away. Therefore, he wants the remaining staff to have
access to the vault as well, but he does not want to tell them the combination individually.
In the field of cryptography, this problem is known as secret sharing. One wants to share a
secret among a group of players in such a way that specific subgroups can cooperate to recover
the secret, while any other subgroup has no information about the secret at all. These secret
sharing schemes have applications in secret key distribution and are also used in multi-party
protocols. For example, the masterkey of a payment system.

A first (classical) scheme was introduced by Shamir [2]. He used polynomials to show how
to divide a secret into n shares such that at least t of those shares can be used to reconstruct
the secret, while any t− 1 or fewer shares have no information about the secret at all. This
is an example of a (t, n) threshold scheme.

In the quantum analogue, the shares are physical particles, for example photons. These
particles that store the data will be referred to as quantum information. Hillery et al. [11]
introduced the concept of sharing a secret securely in the presence of eavesdroppers using
quantum information. An important difference with the classical case is that with a classical
secret, one wants to recover a sequence of bits, while with a quantum secret, a physical particle
has to be brought into the correct state. Consequently, the designs of Quantum Secret Sharing
(QSS) schemes do not follow in general from the designs of classical schemes, since the laws
of quantum mechanics have to be obeyed. For example, the no-cloning theorem prohibits the
existence of two disjoint sets of shares that are able to recover the secret, since then the secret
can be exactly copied. This opens up a whole new field of research, which will be the subject
of this thesis.

Our main goal will be to treat quantum secret sharing schemes in an information theo-
retical way. The information theoretical description of a QSS scheme, that was introduced
by Nascimento et al. [22], will be our starting-point. Their definition enables us to formally
prove the security of a QSS scheme. Naturally, this security is unconditional. Previous work,
such as the results of Cleve et al. [13], Gottesman [15] and Smith [16], are considered and
several of their theorems are proved according to the definition of Nascimento et al. [22].
Particularly, the Monotone Span Program (MSP) construction for general access structures
in [16] is reformulated and it is shown that every authorized set is able to recover the state of
the secret, while every unauthorized set has information theoretically no information about
the secret at all.

Furthermore, the relationship between QSS schemes and Quantum Error Correcting Codes
(QECC) is examined. It is proved that so-called pure state Quantum Threshold Schemes
(QTS) schemes are equivalent to quantum Maximum Distance Separable (MDS) codes. In
addition, CSS codes and quantum stabilizer codes are considered as a special case.

1.3 Outline of this Thesis

This thesis is organized as follows. In Chapter 2 the basic background material from as well
quantum mechanics as classical cryptography that is used throughout the rest of this thesis
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is explained. The fundamental results in the field of QSS are left out in this chapter and are
considered separately in Chapter 3. Here, we summarize the outcomes of previous articles,
such as the properties of QTS and QSS schemes in general, as appeared in [13] and [15], and
the construction of QSS schemes using quantum teleportation [17]. In particular, the results
in [22] are explained, which will be the basis of the rest of this thesis.

In Chapter 4, we consider a special class of QSS, the so-called pure state schemes. It is
relevant to examine pure state schemes, since every QSS can be described as a pure state
scheme with one share discarded [15]. As a main result, we give an information theoretical
proof of the fact that in a pure state scheme, the authorized sets are the complements of
unauthorized sets and vice versa, as was previously stated in [13].

We examine the construction for general access structures using MSPs [16] in Chapter 5.
First, the classical variant of this scheme is explained. Then the quantum scheme is described
according to the definition of a QSS in [22], which enables us to check the recoverability and
secrecy requirement for a QSS scheme. The verification of these requirements is thoroughly
explained, which proves the correctness of the scheme in an information theoretically way.

In Chapter 6, we investigate QECC and show how they are related to pure state QTS.
First, we prove that so-called (quantum) CSS codes that are build up from classical MDS
codes can be interpreted as a QTS that is made with the MSP construction and vice versa.
Furthermore, we consider binary quantum stabilizer codes and show how the reduced density
matrix of a subsystem of a codeword can be computed be only using the characteristics of a
stabilizer. This makes it possible to compare these codes with QTS, which is done afterwards.
Finally, we prove that pure state QTSs in general can be translated into quantum MDS codes
of dimension 1 and vice versa.

The main results of thesis are summarized in Chapter 7. Also recommendations for further
research on this topic are given. Finally, some ideas for further research are briefly discussed
in Appendix A and B.
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Chapter 2

Preliminaries

The field of quantum cryptography comprehends both physical and mathematical elements.
When designing quantum cryptosystems, the laws of quantum mechanics have to be taken
into account. To prove their security, we need quantum information theory. But the actual
cryptographic terminology is borrowed from the classical field.

The aim of this chapter is to provide the reader with the necessary tools to understand
this thesis. We start by explaining the basics of quantum mechanics that are of importance
in the field of quantum cryptography in Section 2.1. Section 2.2 introduces the density
matrix, which is a useful tool for describing the state of a quantum distribution. Next, the
no-cloning theorem is discussed in Section 2.3. Furthermore, in Section 2.4 we explain the
mathematical formalism of quantum operations. Section 2.5 describes the quantum equivalent
of the Shannon entropy, namely the Von Neumann entropy and mentions its basic properties.
After that, we briefly deal with classical secret sharing in Section 2.6. Furthermore, in Section
2.7, a very short introduction to classical error correction codes is given and in Section 2.8,
the basics of quantum error correction codes are explained. Finally, we consider an important
class of binary quantum codes, called stabilizer codes, in Section 2.9. For a more detailed
discussion on quantum information, we refer the reader to [18]. Classical secret sharing is
treated in [20] and for more information on classical error correcting codes see [1, 12].

2.1 The Postulates of Quantum Mechanics

The state of a classical system is usually described in terms of bits, which are elements of F2.
The first postulate of quantum mechanics describes the state of a quantum system (see for
example [18]).

Postulate 1 The state of a physical system is completely described by a normalized vector
in a Hilbert space.

In quantum mechanics, a vector labeled ψ is denoted by |ψ〉 and its dual vector by 〈ψ|. The
inner product between two vectors |ψ〉 and |φ〉 is then written as 〈ψ|φ〉.

As an example, consider the Hilbert space C2 and let |0〉 and |1〉 form an orthonormal
basis for C2. A vector |ψ〉 ∈ C2 is the quantum analogue of the classical bit, called qubit, and
can be written as

|ψ〉 = a|0〉+ b|1〉,
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where a, b ∈ C and |a|2 + |b|2 = 1 and | · | is the absolute value. We say the vector |ψ〉 is a
superposition of the states |0〉 and |1〉.

It is also possible to consider multiple qubits at once. The state of such a system is
described by the next postulate [18].

Postulate 2 Given n physical systems, where system i is in state |ψi〉 for 1 ≤ i ≤ n, the
joint state of the composite system is given by the tensor product |ψ1〉 ⊗ |ψ2〉 ⊗ · · · ⊗ |ψn〉.

We usually write |ψ1ψ2 . . . ψn〉 instead of |ψ1〉 ⊗ |ψ2〉 ⊗ · · · ⊗ |ψn〉.
On the other hand, suppose the state of the composite system is known. Sometimes it is

not possible to write this state as the tensor product of its subsystems. Consider for example
the state

|ψ〉 =
1√
2

(
|00〉+ |11〉

)
,

which is an element of C2 ⊗ C2 and is called a Bell state or Einstein-Podolsky-Rosen (EPR)
pair. There are no elements |ψ1〉, |ψ2〉 ∈ C2 such that |ψ〉 = |ψ1〉 ⊗ |ψ2〉. A state with these
properties is said to be entangled. Entanglement is one of those properties that enables new
kinds of secret sharing schemes. We will give an example of the use of entangled states in
secret sharing schemes in Section 3.3.

When it is possible to write the state of the composite system as the tensor product of its
subsystems, the composite system is said to be in a product state.

The next postulate describes how the state of a quantum system changes with time [18].
Recall that a matrix U is unitary if U †U = I, where U † is the Hermitian conjugate of U and
I the identity matrix.

Postulate 3 The evolution of a closed quantum system is described by a unitary transforma-
tion. That is, if the state of the system is |ψ〉 immediately before some evolution represented
by the unitary operator U , then the state of the system after evolution is U |ψ〉.

As an example of unitary operations on single qubit systems, we consider the Pauli matrices,
which are defined by

I =
(

1 0
0 1

)
X =

(
0 1
1 0

)
Y =

(
0 −i
i 0

)
Z =

(
1 0
0 −1

)
.

From this definitions it can be verified that the Pauli matrices are indeed unitary and also
Hermitian. Furthermore, a useful relation between them is given by

Y = iXZ (2.1)

and the commutating relations are

XZ = −ZX (2.2)
XY = −Y X (2.3)
Y Z = −ZY, (2.4)
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so two different Pauli operators unequal to I anti-commute with each other. Finally, the X
Pauli matrix is sometimes called the bit flip operator, since it takes the vector |0〉 to |1〉 and
|1〉 to |0〉. The Z matrix leaves |0〉 invariant and adds a so-called phase factor of −1 to the
vector |1〉 and is therefore referred to as phase flip operator. And because of Eq. 2.1, the
Pauli Y matrix first performs a phase flip, followed by a bit flip.

The last postulate deals with quantum measurements [18].

Postulate 4 Quantum measurements are described by a collection {Mi}k
i=1 of measurement

operators. If the state of the system is |ψ〉 immediately before the measurement, then the
probability that outcome i occurs is given by

〈ψ|M †
i Mi|ψ〉,

and the state of the system after the measurement is

Mi|ψ〉√
〈ψ|M †

i Mi|ψ〉
.

The measurement operators satisfy the completeness equation,∑
i

M †
i Mi = I.

An example is the measurement of a qubit in the computational basis {M0,M1}, where M0 =
|0〉〈0| and M1 = |1〉〈1|. Then M †

0M0 +M †
1M1 = M0 +M1 = I, so the completeness relation

is obeyed. If the state of the qubit is |ψ〉 = a|0〉+ b|1〉 immediately before the measurement,
then the probability of obtaining outcome 0 when measuring in the computational basis is

〈ψ|M †
0M0|ψ〉 = 〈ψ|M0|ψ〉 = ||a||2

and the state after measurement is

M0|ψ〉
||a||

=
a

||a||
|0〉.

Analogously, the probability of obtaining 1 is ||b||2 and the state after measurement is in this
case (b/||b||)|1〉. Factors like a/||a|| which have modulus one are called global phase factors.
The statistics of a measurement are the same for states which are equal up to a global phase
factor and therefore this factor is usually ignored.

2.2 The Density Matrix

In the previous section we described the state of a quantum system by a normalized vector
in a Hilbert space. But what if the state of the system is not completely known? In this case
we can describe the state of the system by its density matrix.

Definition 2.1 Let {pi}i be a probability distribution, so pi ≥ 0 for every i and
∑

i pi = 1,
and suppose a quantum system is in state |ψi〉 with probability pi. The density matrix for the
system is then given by

ρ =
∑

i

pi|ψi〉〈ψi|. (2.5)
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So the density matrix is nothing more than the probability distribution of the state of the
quantum system. If the state |ψ〉 of a quantum system is exactly known, then the system is
said to be in a pure state and its density matrix is given by |ψ〉〈ψ|. Otherwise the system is
in a mixed state. It can easily be checked whether the state of the system with density matrix
ρ is pure or mixed. If tr(ρ2) < 1, then the state of the system is mixed and it is pure when
tr(ρ2) = 1, where tr is the trace function. Finally, a system with corresponding n dimensional
Hilbert space is in the totally mixed state if its density matrix equals I/n.

Next, we mention what properties a matrix must have in order to be a valid density matrix
(see [18]). Recall that an operator A is positive iff there is an operator B such that A = B†B.

Theorem 2.2 An operator ρ =
∑

i pi|ψi〉〈ψi| is a density matrix if and only if it satisfies the
conditions

1. tr(ρ) = 1,

2. ρ is a positive operator.

It is also possible to reformulate the postulates of quantum mechanics in terms of density
matrices instead of state vectors. For example, suppose the evolution of a quantum system is
described by the unitary operator U . If the state of the system is |ψ〉 immediately before the
evolution, then after the evolution the system will be in the state U |ψ〉. On the other hand,
if the density matrix ρ =

∑
i pi|ψi〉〈ψi| describes the probability distribution of the state of

the system, then after evolution its state would be
∑

i piU |ψi〉〈ψi|U † = UρU †. Actually, the
state vector description is a special case of the formulation in terms of density matrices, i.e.
with probability distribution {pi}i, such that there is a value j with pj = 1 and pi = 0 for
all possible values of i 6= j. Therefore, the terminology that is used depends on the situation.
Most of the time, we use the state vector description when the state of the quantum system
is completely known and the formulation in terms of density matrices otherwise.

The terminology of density matrices is also useful when considering subsystems of a com-
posite quantum system. Suppose we have physical systems A and B and the state of the
composite system is given by the density matrix ρAB. Then the state of system A is de-
scribed by

ρA = trB(ρAB), (2.6)

which is called the reduced density matrix for system A. The mapping trB is the partial trace
over system B, which is defined by

trB(|a1〉〈a2| ⊗ |b1〉〈b2|) = |a1〉〈a2| tr(|b1〉〈b2|) = |a1〉〈a2|〈b1|b2〉, (2.7)

where |a1〉, |a2〉 and |b1〉, |b2〉 are vectors in the state space of A and B respectively.

Finally, it is sometimes mathematically more convenient to work with pure states instead
of mixed states. Therefore, we can introduce an extra system, which has only a theoretical
meaning, such that the state of the composite system is pure. More concrete, suppose we have
a quantum system A which is in state ρA with orthonormal decomposition ρA =

∑
i pi|i〉〈i|.

Note that every density matrix has an orthonormal decomposition, since it is positive and
therefore Hermitian (see for example [18]). Let R be a system with the same state space

8



as system A and orthonormal basis {|i〉}i. Then consider the following pure state for the
composite system

|RA〉 =
∑

i

√
pi|i〉 ⊗ |i〉. (2.8)

Then we have

trR(|RA〉〈RA|) =
∑

i

∑
i′

√
pi
√
pi′〈i|i′〉|i〉〈i|

=
∑

i

pi|i〉〈i|

= ρA,

so |RA〉 is indeed a purification of ρA. The system R is often called the reference system for
system A.

2.3 No-Cloning Theorem

Making a copy of classical information is so easy to accomplish that one can hardly realize
that this is difficult with a quantum state. Moreover, in 1982, Wootters and Zurek [4] showed
that it actually is impossible to perfectly copy an unknown quantum state. Since this discov-
ery, many refinements of this so-called no-cloning theorem have been developed, but in this
section we only give a proof the simplest version.

Suppose we want to create a copying device for states in C2. Let A be the system which
state we want to copy into the state of some other system B. The unitary transformation Uc

that performs this action should then act as

Uc

(
|0〉A ⊗ |0〉B

)
= |0〉A ⊗ |0〉B,

Uc

(
|1〉A ⊗ |0〉B

)
= |1〉A ⊗ |1〉B.

But then Uc would act on |ψ〉 = a|0〉+ b|1〉 as

Uc

((
a|0〉A + b|1〉A

)
⊗ |0〉B

)
= a|0〉A ⊗ |0〉B + b|1〉A ⊗ |1〉B 6= |ψ〉 ⊗ |ψ〉,

which implies that Uc has failed to copy |ψ〉.

Next, we show that no such copying device exists for any Hilbert space.

Theorem 2.3 For any Hilbert space H, the operator Uc : H → H defined by

Uc

(
|ψ〉 ⊗ |0〉

)
= |ψ〉 ⊗ |ψ〉

is not unitary.

Proof. Suppose Uc is unitary, so U †
cUc = I. Consider two different nonorthogonal states |ψ〉

and |φ〉 in H, i.e. 〈ψ|φ〉 6= 0. Then we have

〈ψ|φ〉 = 〈ψ|φ〉〈0|0〉
= (|ψ〉 ⊗ |0〉)†(|φ〉 ⊗ |0〉)
= (|ψ〉 ⊗ |0〉)†U †

cUc(|φ〉 ⊗ |0〉)
= 〈ψ|φ〉〈ψ|φ〉,
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so 〈ψ|φ〉 = 〈ψ|φ〉2. But this implies that 〈ψ|φ〉 is either equal to 0 or 1, meaning that
|ψ〉 and |φ〉 are either orthogonal or equal to each other, which is in contradiction with the
assumption. So there is no quantum device that can make a copy of two states which are
distinct and nonorthogonal. �

2.4 Quantum Operations

In Section 2.1, Postulate 3 states that the evolution of a closed quantum system is repre-
sented by a unitary operator. In reality, there are no perfectly closed systems, except perhaps
the universe as a whole. Real systems interact with their environment, it is said that noise
occurs. In this section, it is explained what properties an allowable quantum operator must
have, when it acts on an open quantum system.

Let Q be an open quantum system subjected to some evolution. Suppose this evolution
is represented by the quantum operator E , which acts on an initial state ρ as

E(ρ) = ρ′.

Since Q is not closed, the operator E does not necessarily have to be unitary. But what
properties should it have? First, it seems natural to demand that E must be a linear operator.
Second, if ρ is a density matrix describing the state of the system before the evolution, then
ρ′ should be a density matrix matrix as well, otherwise ρ′ would only have a mathematical
meaning. According to Theorem 2.2, a matrix is a density matrix if and only if it is positive
and has trace equal to 1. This implies that E should be trace- and positivity-preserving.

But how can we tell whether these properties are sufficient in order for E to be a valid
quantum operator? To find out, we consider the postulates again. If it were possible to extend
the system Q to a larger, closed system, say QE, such that E can be represented as a unitary
operator U on QE, i.e.

E(ρ) = trE

(
U(ρ⊗ ρE)U †

)
= ρ′,

then U (and therefore also E) would be physically realizable according to Postulate 3. There-
fore we have the following theorem [7].

Theorem 2.4 A mapping is an allowable quantum operator if it has a representation as a
unitary evolution on a larger closed system.

Such a mapping is said to have a unitary representation. Note that the system E can always
be assumed to be in a pure state, since if it were in a mixed state, then we can purify E as
described in Section 2.2.

It turns out that we have to add one extra demand on E in order for it to have a unitary
representation. This property is complete positivity. If H is a quantum system with corre-
sponding Hilbert space of dimension n and IH the identity mapping acting on H, then E is
completely positive if the mapping IH⊗E , which acts on the composite system HQ, preserves
positivity for any n.

Summarizing, we have the following theorem [7].

Theorem 2.5 A mapping has a unitary representation if and only if it is a trace preserving,
completely positive, linear map on density matrices.
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To conclude this section, we give a theorem that is useful for determining when a mapping
fulfills the properties of Theorem 2.5. Recall that V is an isometry if it preserves the distance
between vectors, i.e. 〈ψ|V †V |φ〉 = 〈ψ|φ〉 for all vectors |ψ〉 and |φ〉.

Theorem 2.6 Let the mapping V be an isometry acting on a quantum system Q and let the
mapping ΓV be a mapping on density matrices in Q defined by

ΓV (ρ) = V ρV †.

Then ΓV is a completely positive, trace preserving linear map.

Proof. Since V is an isometry, we have that tr(V ρV †) = tr(ρV †V ) = tr(ρ) for all ρ in
Q and therefore ΓV is trace preserving. Furthermore, let H be a quantum system with
corresponding Hilbert space of arbitrary dimension and let ρ be a positive element in the
composite system HQ. This means there is an element σ living in HQ such that ρ = σ†σ.
Then ρ′ = (IH ⊗ ΓV )ρ = (IH ⊗ V )σ†σ(IH ⊗ V †) = τ †τ , where τ = σ(IH ⊗ V †), hence ρ′ is
positive and therefore we have that ΓV is completely positive. �

2.5 Von Neumann Entropy

In classical information theory, the Shannon entropy is an important measure for the amount
of uncertainty of a random variable. The quantum equivalent for measuring how much un-
certainty there is in the state of a physical system is the Von Neumann entropy.

Definition 2.7 Let ρ be the density matrix describing the state of a quantum system. Then
the Von Neumann entropy of ρ is given by

S(ρ) = − tr(ρ log ρ) = −
∑

i

λi log λi, (2.9)

where {λi}i are the eigenvalues of ρ and 0 log 0 is defined to be equal to 0.

If A is a quantum system in state ρA, then we often denote S(A) to be the entropy of this
state, when we actually mean S(ρA).

The following properties are useful when calculating the entropy of a quantum state [18].

Theorem 2.8 Properties of von Neumann entropy:

1. The entropy is non-negative and it is zero if and only if the state is pure.

2. Suppose a composite system AB is in a pure state, then S(A) = S(B).

3. [subadditivity inequality] Let ρAB be the density matrix of a composite system AB, then

S(AB) ≤ S(A) + S(B), (2.10)

with equality if and only if the system is in a product state, i.e. ρAB = ρA ⊗ ρB.

4. [Araki-Lieb inequality] Let A and B be two quantum systems. Then

S(AB) ≥ |S(A)− S(B)|, (2.11)

where | · | denotes the absolute value.
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5. [strong subadditivity inequality] Let A,B and C be three quantum systems. Then

S(ABC) + S(B) ≤ S(AB) + S(BC). (2.12)

Actually, Property 2 is a direct consequence of Property 1 and the Araki-Lieb inequality, but
is mentioned because of its importance.

Just like in the classical case, we can define the mutual information of two quantum
systems as follows.

Definition 2.9 Let A and B be two quantum systems. Then the quantum mutual information
of A and B is given by

I(A : B) = S(A) + S(B)− S(AB). (2.13)

The quantum mutual information between systems A and B can be interpreted as the amount
of information of A that is revealed by B. Indeed, if the system is in a product state, then the
mutual information is 0. Furthermore, because of the subadditivity inequality, the quantum
mutual information is always greater or equal to 0.

Finally, we show that quantum mutual information is conserved under a unitary transfor-
mation, since the Von Neumann entropy is conserved too.

Theorem 2.10 Let ρXY be the density matrix of a composite quantum system XY , UX⊗UY

a unitary transformation on XY and ρ′XY = (UX ⊗ UY )ρXY (UX ⊗ UY )†. Then

I(X ′ : Y ′) = I(X : Y ).

Proof. Let ρX = trY (ρXY ) and ρ′X = trY (ρ′XY ). Then

ρ′X = trY

(
(UX ⊗ UY )ρXY (UX ⊗ UY )†

)
= UX trY

(
(I ⊗ UY )ρXY (I ⊗ UY )†

)
U †

X

= UXρXU
†
X .

Since a unitary transformation of a matrix preserves its eigenvalues, we have S(X) = S(X ′)
and analogously S(Y ) = S(Y ′) and S(XY ) = S(X ′Y ′), which completes the proof. �

2.6 Classical Secret Sharing

A secret sharing scheme is a protocol that enables a dealer D to distribute a secret S among a
set of players P, such that only specific groups of people are able to reconstruct the secret. A
secret sharing scheme is completely described by its access structure, which is a list of groups
of players that are able to reconstruct the secret. The elements of the access structure are
called authorized sets. A set of players that cannot reconstruct the secret is an unauthorized
set. Every access structure must be monotone.

Definition 2.11 An access structure Γ is called monotone if

(A ∈ Γ and A ⊆ A′) ⇒ A′ ∈ Γ.
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An access structure Γ is completely defined by its minimal sets Γ0, where A ∈ Γ0 if each
proper subset of A is not in Γ. Usually, only the minimal sets of an access structure are given.

Definition 2.12 A secret sharing scheme with corresponding access structure Γ is called
perfect if every set of players in Γ can recover the secret with absolute certainty and every set
not in Γ can get no information about the secret at all.

So either the secret is revealed or it is completely hidden. In this thesis we will mainly con-
sider perfect secret sharing schemes. It will explicitly be mentioned when a scheme is not
perfect.

An alternative way of describing a secret sharing scheme is by its adversary structure.

Definition 2.13 Given a set of players P, an adversary structure A over P is a collection of
subsets of P such that

(B ∈ A and B′ ⊆ B) ⇒ B′ ∈ A.

Every set in A can obtain no information about the secret at all and is called unauthorized.
On the other hand, every set not in A is authorized and can reconstruct the secret. An
adversary structure A is completely defined by its maximal sets, where B ∈ A is a maximal
set if each proper superset of B is not in A.

For perfect secret sharing schemes, the adversary structure is no more than the comple-
ment of the access structure. It will depend on the situation which description is used.

Finally, we give the definition of a special class of secret sharing schemes.

Definition 2.14 A (t, n) threshold scheme, 1 ≤ t ≤ n, is a secret sharing scheme with
corresponding access structure

Γ = {A ⊆ P : |A| ≥ t}. (2.14)

So in a (t, n) threshold scheme, any t of the n users can reconstruct the secret, while a set of
less than t users has no information about the secret at all.

2.7 Classical Error Correcting Codes

The purpose of using error correcting codes is to protect data against noise. Noise occurs
for example when data is sent over a communication channel. The idea is to add extra
information to the data that needs to be protected, it is said that redundancy is added.
An [n, k, d]q classical linear Error Correcting Code (ECC) C is an encoding that maps k
q-ary information symbols into q-ary codewords of length n. The minimum distance d is
the minimum number of positions where two codewords differ. The encoding is completely
described by an n×k matrix G, called the generator matrix. Equivalently, the code is defined
by the parity check matrix H, which is the (n− k)× k matrix satisfying HG> = 0. The dual
of a code C, denoted by C⊥, is generated by the check matrix of C.

Several bounds are known for the parameters of these codes, such as the Gilbert-Varshamov
bound and the Hamming bound. We only mention the Singleton bound here [1].

Theorem 2.15 A classical [n, k, d]q linear ECC satisfies the Singleton bound, given by

d− 1 ≤ n− k. (2.15)
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Codes that satisfy the Singleton bound with equality are called Maximum Distance Separable
(MDS) codes. These codes have some special properties [1]. Note that a q-ary code is
systematic on a set of k coordinates, if every of the qk possible combinations on those k
coordinates occurs exactly once.

Theorem 2.16 Given an [n, k, d] classical code C. Then the following statements are equiv-
alent.

1. C is an MDS code.

2. C is systematic on any k coordinate positions.

3. If [I|G] is the generator matrix for C, then every square submatrix of G is nonsingular.

4. The dual code of C is also an MDS code.

2.8 Quantum Error Correcting Codes

Let HX and HQ be two Hilbert spaces of dimension qk and qn corresponding to quantum
systems X and Q respectively. A Quantum Error Correcting Code (QECC) is a mapping from
vectors inHX to codewords inHQ. The goal of this mapping is to protect an arbitrary state in
HX against noise, which happens for example when the state interacts with its environment.
We assume that the occurrence of noise can be described by a quantum operation E , called
the error operator. A code with distance d is able to correct for located errors induced by an
error operator acting on a set of less than d of the n subsystems of Q.

The Singleton bound for quantum codes is somewhat different than the one for classical
codes [18].

Theorem 2.17 An [[n, k, d]]q QECC satisfies the quantum Singleton bound, given by

2d− 2 ≤ n− k. (2.16)

Note that we used double brackets to emphasize that the code is quantum. Quantum codes
that satisfy the quantum Singleton bound with equality are called quantum MDS codes.

The next theorem is a part of the quantum data processing inequality [7] and is useful in
determining whether the error operator is reversible.

Theorem 2.18 Let Q be a quantum system, R its reference systems that purifies the state
of system Q and E a quantum operation. Then

S(Q) ≥ S(Q′)− S(RQ′), (2.17)

where Q′ is the system Q after applying E. Equality holds if and only if the operation E is
perfectly reversible.

Next, we introduce a large class of quantum error correcting codes, whose construction
is based on classical linear codes [8, 9]. If we have two classical linear codes C1, C2 with
C2 ⊂ C1, then by C1/C2 we denote the cosets of C2 in C1, where the coset of x ∈ C1 is
defined by {x+ y : y ∈ C2}. Two codewords x, x′ ∈ C1 are in the same coset if x− x′ ∈ C2.
Therefore, every coset can be represented by a single element of C1, which is called the coset
leader.
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Theorem 2.19 Let C1 and C2 be [n, k1]q and [n, k2]q classical linear codes, such that C2 ⊂ C1

and C1 and C⊥
2 both correct t errors. The quantum states given by

|x+ C2〉 =
1√
|C2|

∑
y∈C2

|x+ y〉, (2.18)

for every coset leader x of C1/C2 form the basis for an [[n, k1 − k2]]q quantum code, which is
able to correct t errors. This code is called the Calderbank-Shor-Stean code of C1 over C2, or
CSS(C1, C2) code.

Binary CSS codes are a subclass of a larger class of codes, namely stabilizer codes, which is
the subject of the next section.

2.9 Stabilizer Codes

In this section we introduce a special class of binary QECC codes, the so-called stabilizer
codes (see for example [18]). A quantum state |ψ〉 is said to be stabilized by an operator G
if G|ψ〉 = |ψ〉. Let Gn be the Pauli group on n qubits, i.e. Gn consists of all tensor products
of n Pauli matrices, together with the multiplicative factors ±1 and ±i. If S is a subgroup
of Gn and VS is the vector space containing all vectors that are stabilized by the operators in
S, then S is said to be the stabilizer of the space VS .

Theorem 2.20 Let S be a subgroup of Gn that is generated by n− k independent and com-
muting elements G1, . . . , Gn−k ∈ Gn such that −I /∈ S. Then VS is a 2k-dimensional vector
space.

Definition 2.21 A stabilizer code of length n and dimension k is defined to be the vector
space VS stabilized by a subgroup S of Gn with the properties

1. −I /∈ S;

2. S has n− k independent and commuting generators.

The error correcting properties of a stabilizer code are given by the next theorem.

Theorem 2.22 A stabilizer code with stabilizer S can detect an error operator E ∈ Gn iff

• either E anti-commutes with some element of S

• or E is an element of {±S}.

This gives rise to the definition of the minimum distance of a stabilizer code. First, we
introduce the weight of an operator in Gn.

Definition 2.23 Let G = G1 ⊗ · · · ⊗ Gn ∈ Gn. Then the weight of G is the number of
i, 1 ≤ i ≤ n, with Gi 6= I.

Definition 2.24 A stabilizer code is said to have minimum distance d if and only if it can
detect all error operators of weight d− 1 or less.
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Note that the minimum distance is then also the minimum weight of an element in C(S) −
{±S}, where C(S) is the commutator of S, i.e. C(S) = {H ∈ Gn : GH = HG for all G ∈ S}.

Next, we choose the basis for the stabilizer code in a logical way, i.e we construct a so-
called logical basis {|x1, . . . , xk〉}x∈Fk

2
and 2k operators {Xi}k

i=1, {Zi}k
i=1 ⊂ Gn such that for

i = 1, . . . , k we have that Xi and Zi perform a bit flip and phase flip on logical qubit i
respectively, just like the Pauli X and Z operators in the single qubit case. This construction
goes as follows. First, choose operators Z1, . . . , Zk ∈ Gn such that {S ∪ {Z1, . . . , Zk}} forms
an independent and commuting set. Then the logical basis state |x1, . . . , xk〉L is that element
of the stabilizer code that is also stabilized by

〈(−1)x1Z1, . . . , (−1)xkZk〉.

Then Zj indeed acts as the logical Pauli Z operator on logical qubit number j. Moreover,
if we choose Xj ∈ Gn, 1 ≤ j ≤ k, to be those operators that commute with the elements
in {S ∪ {Z1, . . . , Zj−1, Zj+1, . . . Zk}} and anti-commute with Zj , then Xj acts as the logical
Pauli X operator on logical qubit number j.

Now consider the following very useful representation of elements in Gn.

Definition 2.25 Let G = G1 ⊗ · · · ⊗ Gn ∈ Gn. Then the row representation r(G) of G is a
binary vector of length 2n defined by

(r(G)i, r(G)i+n) =


(0, 0) if Gi = I;
(1, 0) if Gi = X;
(0, 1) if Gi = Z;
(1, 1) if Gi = Y,

for 1 ≤ i ≤ n.

For example, r(I ⊗X ⊗ Z) = (0, 1, 0, 0, 0, 1).
Now suppose S is generated by G1, . . . , Gl. Then S can be represented by the so-called

check matrix, which is a l × 2n matrix, whose i-th row is the row representation of Gi,
i = 1, . . . , l. This matrix is very useful, since most properties of S can easily be seen from its
check matrix. For example, if −I /∈ S, then the generators G1 . . . Gl are linearly independent
if and only if the rows of the corresponding check matrix are linearly independent. Note that
the check matrix gives no information about the multiplicative factors of the generators.

Another nice property of the row representation, is that it can easily be seen if two
operators commute.

Theorem 2.26 Let G,H ∈ Gn. Then G and H commute if and only if

r(G)
(

0 I
I 0

)
r(H)> ≡ 0 (mod 2). (2.19)

Finally, we mention that binary CSS codes as introduced in Section 2.8 are a special class
of stabilizer codes. Suppose C1 and C2 are [n, k1] and [n, k2] binary classical linear codes such
that C2 ⊂ C1 and C1 and C⊥

2 both correct t errors. Then the check matrix given by[
H(C⊥

2 ) 0
0 H(C1)

]
, (2.20)

where H(C) is the parity check matrix of C, defines a stabilizer code.
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Chapter 3

Basic Results on QSS

Hillery et al. [11] introduced the concept of QSS. They showed how one can use maximally
entangled three-particle states, i.e. Greenberger-Horne-Zeilinger (GHZ) states, to split quan-
tum information into two parts such that both parts are necessary to reconstruct the original
qubit. This is an example of a ((2, 2)) QTS. We use the double brackets to indicate that the
scheme is quantum.

In this chapter, we describe the main results in the field of QSS. It is shown how the laws
of quantum mechanics can give restrictions, e.g. the no-cloning theorem, when developing
secret sharing schemes, but also give rise to new kinds of schemes, for example by using
entanglement. We start by giving an example of a ((2, 3)) QTS in Section 3.1. In Section 3.2,
various theorems on QSS are given. Moreover, it is explained that, just like in the classical
case, the only restriction on the existence of a QSS is that the corresponding access structure is
monotone, provided the dealer of the shares is allowed to withhold a small number of shares.
Section 3.3 describes the phenomenon of quantum teleportation and shows how it can be
used to share a quantum secret. Next, in Section 3.4, hybrid QSS schemes are considered. In
these schemes, the shares can be either quantum or classical. Finally, a quantum information
theoretical model for QSS schemes is introduced in Section 3.5. This model will be used for
the rest of this thesis.

3.1 A ((2,3)) Quantum Threshold Scheme

Consider the mapping V2,3 : C3 → C3 ⊗ C3 ⊗ C3 defined by

V2,3(α|0〉+ β|1〉+ γ|2〉) =
1√
3

(
α(|000〉+ |111〉+ |222〉) +

β(|012〉+ |120〉+ |201〉) +

γ(|021〉+ |102〉+ |210〉)
)
. (3.1)

First we show that V2,3 induces a valid quantum operator as described in Section 2.4. There-
fore it is sufficient to show that V2,3 is an isometry (Theorem 2.6). Consider two arbitrary
vectors |ψ〉 = α|0〉+ β|1〉+ γ|2〉 and |φ〉 = α′|0〉+ β′|1〉+ γ′|2〉 in C3. Then

〈ψ|V †
2,3V2,3|φ〉 = α†α′ + β†β′ + γ†γ′ = 〈ψ|φ〉, (3.2)

which proves that V2,3 is an isometry.

17



Furthermore, V2,3 can be seen as the encoding of a three-dimensional quantum state
(qutrit), that is the secret, into three other qutrits, which are the shares. Let the secret be in
state |0〉. The state of the shares is then given by

|ψ〉 = V2,3|0〉 =
1√
3
(|000〉+ |111〉+ |222〉). (3.3)

If there is only one share available, its state is described by the reduced density matrix

ρ1 = tr23(|ψ〉〈ψ|)

=
1
3
(|0〉〈0|+ |1〉〈1|+ |2〉〈2|), (3.4)

which is the totally mixed state. No information on the secret can be gained from this state.
On the other hand, suppose two players come together and perform a measurement with the
following measurement operators

{|i〉〈i| ⊗ |j〉〈j| ⊗ I}2
i,j=0, (3.5)

where the identity mapping acts on the third qutrit, since this share is not available. The
total state of the three qutrits is |000〉, |111〉 or |222〉 after the measurement, each with prob-
ability 1/3. The state of two players is then equally likely to be in the states |00〉, |11〉 or |22〉.
The secret can then be reconstructed by subtracting the two states modulo 3 on a quantum
computer. In the same way, it can be shown that this encoding works when the secret is in
a general state α|0〉+ β|1〉+ γ|2〉.

In Section 3.5, necessary and sufficient conditions for the correctness of a QSS scheme are
given. In this way, it can be checked more easily that the above scheme indeed is a ((2, 3))
QTS.

3.2 General Constructions and Theorems

Classical secret sharing schemes exist for every access structure provided it is monotone [5]. In
the quantum case, the no-cloning theorem excludes access structures which contain two sets
that are disjoint, since if the access structure does contain two disjoint sets, then both sets
of players would be able to reconstruct the secret without the shares of the other set, which
would imply that the secret can be copied. In this section, general constructions of secret
sharing schemes with monotone access structures that do not violate the no-cloning theorem
are given. Quantum threshold schemes are considered as a special case. Furthermore, several
properties of QSS schemes are given. These are reconsidered in Chapter 4 and proved in a
quantum information theoretical way. Finally, it is explained how so-called assisted QSS can
be used for access structures that violate the no-cloning theorem.

3.2.1 Quantum Threshold Schemes

A classical (t, n) threshold scheme exists for every positive integers t and n as long as n ≥ t
[2]. Since access structures corresponding to QSS cannot contain two disjoint sets, we have
the following theorem.
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Theorem 3.1 No ((t, n)) quantum threshold scheme exists if 2t ≤ n.

Cleve et al. [13] showed that a quantum threshold scheme exists for every other values of t
and n, i.e. n/2 < t ≤ n. To show this, we first make a distinction between pure and mixed
state QSS schemes. In a pure state scheme the system of all the shares together is in a pure
state for every encoding of a pure state of the secret. When the encoding of a pure state of
the secret is sometimes a mixed state, the scheme is called a mixed state scheme. For pure
state schemes, we have the following theorem [13].

Theorem 3.2 In a pure state quantum secret sharing scheme, the authorized sets are pre-
cisely the complements of the unauthorized sets and vice versa.

The corresponding access structure, where authorized and unauthorized sets are complements
of each other, is called a maximal access structure. The proof of this theorem in [13] is based
on the no-cloning theorem and properties of error-correcting codes. In Chapter 4 a proof in
terms of quantum mutual information is given.

A consequence of this theorem is that for a pure state ((t, n)) threshold scheme, this means
that n− t ≤ t− 1 and n− (t− 1) ≥ t. Therefore, we have the following [13].

Theorem 3.3 Any pure state ((t, n)) quantum threshold scheme satisfies n = 2t − 1, where
t ∈ {1, 2, . . .}.

These threshold schemes can be constructed from quantum error-correcting codes as appeared
in [13]. More attention to this theorem is given in Section 6.3.

Theorem 3.4 If a quantum code with codewords of length 2t−1 corrects t−1 erasure errors,
then it is also a ((t, 2t− 1)) threshold scheme, where t ∈ {1, 2 . . .}.

Quantum codes with these parameters exist for every t ≥ 1, see for example [23]. So we
have found constructions for pure state quantum threshold schemes. But by discarding, i.e.
tracing out, a share in a ((t, n)) threshold scheme, one naturally obtains a ((t, n − 1)) QTS.
Concluding, we have shown the following.

Theorem 3.5 If n/2 < t ≤ n, then a ((t, n)) threshold scheme can be constructed, where
t ∈ {1, 2, . . . }.

3.2.2 General Access Structures

Next, we give constructions of QSS for general access structures. In the classical case, any
monotone access structure can be described by a concatenation of threshold schemes [5],
where concatenating schemes means that the shares of one scheme are the secret for the other
scheme. Consider for example the access structure Γ = {{A,B,C}, {A,D}} and suppose we
want to share the secret S. First construct a (1, 2) threshold scheme for S and let the shares
be given by s1 and s2. After that, construct a (3, 3) threshold scheme for s1 and give each
player in {A,B,C} a share and also repeat this for s2 and {A,D}. In this way, we have
created a scheme for Γ by concatenating threshold schemes.

This construction fails in the quantum case, since no ((1, 2)) QTS exists (Theorem 3.1).
A similar construction can be found in [15] and is obtained by replacing the (1, 2) thresh-
old scheme by a ((r, 2r − 1)) QTS, where r is the number of authorized sets in the ac-
cess structure we want to construct. We schets how this is done for the access structure
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Γ = {{A,B,C}, {A,D}} and secret S. Let s1, s2 and s3 be the shares of a ((2, 3)) QTS that
shares S. Then, let s1 and s2 be the secrets of a ((3,3)) QTS and ((2, 2)) QTS for players
{A,B,C} and {A,D} respectively, as in the classical case. Now let Γ′ be a maximal access
structure that includes Γ, so for example Γ′ = {{A,B,C}, {A,D}, {B,D}, {C,D}}. Assum-
ing there exist a scheme for Γ′, we can share s3 according to Γ′, which then would complete
the construction. Indeed, any authorized set obtains s3 and also at least one of the shares s1
and s2, which is sufficient to reconstruct S. An unauthorized set may obtain s3 but has no
information on s1 and s2. The full proof actually is recursive and is omitted here. For details
see [15].

Just like with threshold schemes, it actually suffices to give constructions for pure state
schemes first and then the mixed state schemes follow from the next theorem.

Theorem 3.6 Every mixed state quantum secret sharing scheme can be described as a pure
state quantum secret sharing scheme with one share discarded. The access structure of the
pure state scheme is unique.

This theorem was proved by Gottesman [15] and the access structure for the corresponding
pure state scheme was given by Smith [16].

Smith [16] gave constructions for pure state schemes by using Monotone Span Programs
(MSP). It is based on the classical construction of secret sharing schemes with MSP (see
for example [6]). In Chapter 5 we will examine this construction and give an information
theoretical proof of its correctness.

Up till now, we only considered monotone access structures that do not violate the no-
cloning theorem. Sing and Srikanth [24] gave a construction for every monotone access struc-
ture, even if they do not satisfy the no-cloning theorem, provided the dealer of the shares is
allowed to withhold a small number of shares, called resident shares. Such a scheme is called
an assisted QSS.

Theorem 3.7 An (assisted) QSS scheme for some access structure Γ = {A1, A2, . . . , Ar}
exists iff Γ is monotone.

Proof. Divide the authorized sets A1, A2, . . . , Ar into partially linked classes, each of which
is characterized by the following:

• Ai and Aj belong to the same class if they have at least one player in common.

• For any two distinct classes, there is at least one pair Ai and Aj , where Ai belongs to
one class and Aj to the other, such that Ai and Aj are disjoint.

Let λ be the minimum possible partially linked classes for Γ. If λ = 1, then Γ does not violate
the no-cloning theorem and constructions are known as mentioned previously. If λ > 1, then
use a ((λ, 2λ− 1)) threshold scheme, where each individual class is assigned a share and the
remaining λ − 1 shares remain resident with the dealer. Two disjoint authorized sets both
need the shares of the dealer to reconstruct the secret and therefore the no-cloning theorem
cannot be violated. �

This construction of assisted QSS is considered as a special case. For the rest of this thesis
we will only consider access structures that do not violate the no-cloning theorem.
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3.3 QSS and Teleportation

In this section we show how teleportation can be used to construct QSS schemes, as was de-
scribed by Bandyopadhyay [17]. The obtained scheme is not a perfect one, since unauthorized
sets can obtain some information about the secret, but not enough to recover it. But first,
we explain the basics of quantum teleportation (see for example [18]).

3.3.1 Quantum Teleportation of an EPR pair

A fascinating application of entanglement is quantum teleportation. Quantum teleportation
is a process of transmitting an unknown quantum state via a previously shared EPR pair
with the help of only two classical bits that are sent over a classical channel. Suppose the two
famous persons from classical cryptology, Alice and Bob, share the EPR pair

|ψ〉AB =
1√
2
(|00〉AB + |11〉AB), (3.6)

where A and B indicate the systems of Alice an Bob respectively and both systems have
corresponding Hilbert space C2. Furthermore, Alice also possesses a qubit |φ〉S ∈ C2 living
in system S given by

|φ〉S = a|0〉S + b|1〉S , (3.7)

which state is completely unknown to her. She wants to send this qubit to Bob without
sending the quantum state itself. Consider the three-particle state of the unknown qubit and
the EPR pair, say |Υ〉SAB = |φ〉S ⊗ |ψ〉AB. Then this state can be written as

|Υ〉SAB = (a|0〉S + b|1〉S)⊗ 1√
2
(|00〉AB + |11〉AB)

=
1√
2
(a|000〉SAB + a|011〉SAB + b|100〉SAB + b|111〉SAB)

=
1
2

( 1√
2
(|00〉SA + |11〉SA)⊗ (a|0〉B + b|1〉B) +

1√
2
(|00〉SA − |11〉SA)⊗ (a|0〉B − b|1〉B) +

1√
2
(|01〉SA + |10〉SA)⊗ (b|0〉B + a|1〉B) +

1√
2
(|01〉SA − |10〉SA)⊗ (−b|0〉B + a|1〉B)

)
. (3.8)

The four states |Φ±〉 = 1√
2
(|00〉± |11〉) and |Ψ±〉 = 1√

2
(|01〉± |10〉) form a so-called Bell basis

for the composite Hilbert space of Alices two qubits. Then we have

|Υ〉SAB =
1
2

[
|Φ+〉SA

(
a
b

)
B

+ |Φ−〉SA

(
a
−b

)
B

+ |Ψ+〉SA

(
b
a

)
B

+ |Ψ−〉SA

(
−b
a

)
B

]
, (3.9)

where (
a
b

)
B

= a|0〉B + b|1〉B. (3.10)
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Now Alice performs a measurement on her two qubits in the Bell basis, which projects her
qubits into one of the four states |Φ±〉, |Ψ±〉 with equal probability. She needs two classical
bits to send her measurement outcome to Bob, who then knows how to rotate his qubit in
order to obtain |φ〉. For example, if Alice measures |Ψ+〉 and communicates this result to
Bob, then the state of Bobs qubit is b|0〉+a|1〉 and he performs the Pauli X operator on it to
obtain |φ〉. So Alice has sent the quantum state |φ〉 to Bob by only transmitting two classical
bits.

3.3.2 Teleportation and Secret Sharing

In [17] it was shown how quantum teleportation can be used to construct a non-perfect ((2, 2))
QTS, i.e. authorized sets can recover the secret and unauthorized sets cannot, although they
might have some information about the secret. This result can naturally be generalized to
the construction of a non-perfect ((n, n)) QTS. Here, we only show how it works for 3 players,
but the generalization follows immediately from this construction.

Let Alice be the dealer of the secret S that we want to share and let P = P1 ⊗ P2 ⊗ P3

be the systems of the 3 players. Suppose Alice and the 3 players initially share a maximally
entangled state

|ψ〉AP =
1
2
(|0000〉AP + |1111〉AP ) (3.11)

and let Alice have a secret state |φ〉S = a|0〉S + b|1〉S , which she only wants to be obtained
by the players if all of them cooperate. The state of the total system SAP can be written as
follows

|Υ〉SAP =
1
2

[
|Φ+〉SA

(
a
b

)
P

+ |Φ−〉SA

(
a
−b

)
P

+ |Ψ+〉SA

(
b
a

)
P

+ |Ψ−〉SA

(
−b
a

)
P

]
, (3.12)

where (
a
b

)
P

= a|000〉P + b|111〉P . (3.13)

Now Alice performs a Bell measurement on her 2 qubits and communicates her result to
the players, who then know which rotations they should perform such that the state of their
particles is described by

|Ψ〉P = a|000〉P + b|111〉P . (3.14)

For example, if the state of the system of the players is a|000〉P − b|111〉P after Alices mea-
surement, they can obtain the desired state by letting the operator Z ⊗ I ⊗ I act on their
qubits.

If not all players cooperate, they do not have enough information to obtain the original
state of the secret again. However, if all 3 players come together, they are able to reconstruct
the secret, which can be seen as follows. Consider the eigenvectors of the Pauli X operator

|x±〉 =
1√
2
(|0〉 ± |1〉). (3.15)
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Then the state |Ψ〉P can be rewritten as

|Ψ〉P =
1√
2

[ 1√
2

(
|0〉1 + |1〉1

)(
a|00〉23 + b|11〉23

)
+

1√
2

(
|0〉1 − |1〉1

)(
a|00〉23 − b|11〉23

)
=

1
2

[
|x+〉1

(
|x+〉2(a|0〉3 + b|1〉3) + |x−〉2(a|0〉3 − b|1〉3)

)
+

|x−〉1
(
|x+〉(a|0〉3 − b|1〉3) + |x−〉(a|0〉3 + b|1〉3)

)]
=

1
2

[(
|x+〉1|x+〉2 + |x−〉1|x−〉2

) (
a
b

)
3

+(
|x−〉1|x+〉2 + |x+〉1|x−〉2

) (
a
−b

)
3

]
, (3.16)

where the index i of a vector refers to player Pi for i = 1, 2, 3 and(
a
b

)
3

= a|0〉3 + b|1〉3. (3.17)

Now the first two players each make a measurement on his qubit in the X basis, i.e. projecting
on |x+〉 and |x−〉, and communicate the result to the third player. If the players had the same
result, the third player knows that his qubit is already in the state of the secret, otherwise he
applies the Pauli Z operator to his qubit.

This scheme can be generalized to a non-perfect ((n, n)) threshold scheme by expanding
the idea of Eq. (3.16). After the measurement of Alice and perhaps the corresponding rota-
tions performed by the players, the first n− 1 players measure in the Pauli X basis and after
communicating the result to the n-th player, this player is able to recover the state of the
secret, just like in the example.

Although it is explained that the n players together are able to recover the secret, it is not
completely clear why a set of less than n players does not have enough information about the
secret. Moreover, it is not specified from which probability distribution the secret is drawn.
Therefore, this scheme is examined a little more in Appendix B.

3.4 Improving and Compressing QSS Schemes

An important issue with secret sharing schemes is the amount of data that is given to the
players. The smaller the amount of data, the better. Since quantum data is hard to deal
with, it is desirable to use as little quantum data as possible. Nascimento et al. [19] showed
how to decrease the amount of quantum data in a quantum secret sharing scheme by using
quantum encryption. Some quantum data is then replaced by classical data. In this sec-
tion, it is briefly discussed how this can be done. Furthermore, Sing et al. [21] proposed
methods for sharing a quantum secret where some players have only classical shares and the
remaining players have (possibly multiple) quantum shares. Here, the total amount of quan-
tum data is not necessarily decreased, but the number of players that have quantum shares is.

First, we explain what we mean by quantum encryption. Let |ψ〉 be a quantum state
consisting of n qubits and K a random sequence of classical bits of length 2n. Furthermore,
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assign to each qubit of |ψ〉 two classical bits of K that determine which transformation is
applied to the respective qubit. For example, 00 corresponds to applying the identity mapping
I, 01 to the Pauli X operator, 10 to the Pauli Z operator and 11 to the Pauli Y operator.
After this encryption, the resulting state |ψ̃〉 is a complete mixture and no information can
be gained from it. Only if one has the classical key K, the original state |ψ〉 can be obtained
from |ψ̃〉.

This kind of encryption can be used to improve quantum secret sharing schemes. A QSS
scheme sharing a secret among n players is improvable if less than n quantum shares are
sufficient to implement it. Such a scheme where the shares can be quantum or classical is a
hybrid quantum secret sharing scheme. The next theorem appeared in [19] and gives a way
to improve a QSS scheme.

Theorem 3.8 A QSS scheme that realizes a monotone access structure Γ among a set of
players P = {P1, P2, . . . , Pn} is improvable if there is at least one i such that Γ|P−Pi does not
violate the no-cloning theorem, where Γ|P−Pi are the sets of Γ with player Pi deleted in every
set.

Proof. As shown for example by Gottesman [15], a QSS scheme for Γ|P−Pi exists since it
does not violate the no-cloning theorem. Encrypt these quantum shares with a classical key
K and share this key with a classical scheme realizing Γ. Sets in Γ|P−Pi can recover the
encrypted shares, but only sets in Γ can recover the encrypted shares and the classical key K
together and therefore also the secret. �

Singh et al. [21] gave examples of ways to compress QSS schemes. A quantum secret
sharing scheme sharing a secret among n players is compressible if less than n q-players are
sufficient to implement it, where the q-players are the players holding one or more quantum
shares.

Theorem 3.9 A QSS scheme realizing an access structure Γ = {A1, A2 . . . , Ar} among a set
of players P = {P1, P2, . . . , Pn} can be compressed to one requiring no more than t = dr/2e
q-players.

Proof. Because of the no-cloning theorem, there are no two sets in Γ which are disjoint.
Divide the sets of Γ into t = dr/2e groups, each containing two sets, with one set left alone if
r is odd. For every group, choose a common player of both sets to be a q-player. All other
players have classical shares, the c-players.

Now let the secret |s〉 consist of n qubits and encode it into state |s̃〉 by using some random
binary sequence K of length 2n. Use a ((t, 2t − 1)) QTS to share |s̃〉 among the t q-players
as follows. The first t shares are given one each to the q-players and the remaining shares
each are shared again according to a maximal access structure Γ′ that includes Γ. The shares
of an authorized set of Γ′ are bundled and only given to the q-player in that set. Finally,
the classical key K is shared with a classical secret sharing scheme with access structure Γ.
Hence, the q-player of an authorized set A is able to reconstruct the t − 1 shares that are
shared according to Γ′ and since he already had a share in his possession, he is able to recover
|s̃〉. The players in A together can reconstruct K and therefore also |s〉. �

24



3.5 Quantum Information Theoretical Approach

In this section, we give the information theoretical description of a quantum secret sharing
scheme as was done by Nascimento et al. [22]. This definition will be used throughout the
rest of this thesis.

Suppose the dealer D in a QSS scheme wants to share a secret S which is assumed to lie in
a q-dimensional Hilbert spaceHS . The dealer chooses S from a set of possible quantum secrets
Ω = {|ψ1〉, |ψ2〉 . . . , |ψq〉}, where |ψj〉 is chosen with probability pj such that

∑q
j=1 pj = 1.

Therefore, the state of S can be described by the density matrix

ρS = p1|ψ1〉〈ψ1|+ p2|ψ2〉〈ψ2|+ . . .+ pq|ψq〉〈ψq|. (3.18)

Let HS have orthonormal basis {|i〉}i∈Fq . Then we usually describe the state of the secret,
given by Eq. (3.18), by its orthonormal decomposition, i.e. there are αi ∈ [0, 1] for i ∈ Fq

such that
ρS =

∑
i∈Fq

αi|i〉〈i|. (3.19)

Let R be the reference system for system S such that the composite system RS is in a pure
state. The secret S is shared among a set of n players P. The Hilbert space corresponding
to the system P of the shares of the players is denoted by HP and the Hilbert space of the
share of a single player j ∈ P by Hj . Furthermore, for every B ⊆ P, HB = ⊗j∈BHj denotes
the Hilbert space corresponding to the subsystem of the players in B. In general, HA is the
Hilbert space corresponding to the quantum system A and ρA is the density matrix that
describes the state of A. If HA has dimension d, then ρA ∈ Md, where Md is the algebra of
d× d matrices over C.

Now consider the following definition of a QSS scheme.

Definition 3.10 A quantum secret sharing scheme distributing a quantum secret S among
a set of players P that realizes an access structure Γ is described by a quantum operator
which generates quantum shares {P1, . . . , Pn} from S and divides these among P such that
the following two requirements are satisfied.

1. recoverability requirement:
For all A ∈ Γ we have that I(R : A) = I(R : S).

2. secrecy requirement:
For all B /∈ Γ we have that I(R : B) = 0.

The following lemma states that the recoverability requirement is equivalent to the ex-
istence of a recoverability mapping, which is a quantum operator that perfectly recovers the
state of the secret from the shares of any authorized set.

Lemma 3.11 Consider a QSS scheme realizing an access structure Γ. Then, using the ter-
minology of Definition 3.10, for every A ∈ Γ we have that

I(R : S) = I(R : A)
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iff there exist a quantum operator R : Mt →Mq such that

R(ρA) = ρS ,

where t is the dimension of the Hilbert space HA corresponding to system A.

Proof. Let A ∈ Γ and let E : Mq → Mt be the quantum operator that describes the
distribution of the shares restricted to players in A, i.e. E(ρS) = ρA. The operator E is
perfectly reversible iff there exist an operatorR : Mt →Mq such thatR(ρA) = ρS . Moreover,
because of the quantum data processing inequality (Theorem 2.18), E is perfectly reversible
iff

S(S) = S(A)− S(RA). (3.20)

Hence, there exist an operator R as defined above iff Eq. (3.20) holds.
We claim that Eq. (3.20) and the recoverability requirement are equivalent, which would

complete the proof. This claim holds since

I (R : S)− I (R : A) =
(
S(R) + S(S)− S(RS)

)
−

(
S(R) + S(A)− S(RA)

)
= S(S)− S(A) + S(RA), (3.21)

where we have used Properties 1 and 2 of the Von Neumann entropy (Theorem 2.8) the fact
that |RS〉 is in a pure state. �

To show the use of Definition 3.10, consider the mapping V2,3 and the ((2, 3)) quantum
threshold scheme of Section 3.1 again. We show that the recoverability and secrecy require-
ment are satisfied for this scheme. Note that this scheme is a pure state one, because of
Theorem 3.3.

Suppose the state of the secret S is given by

ρS =
1
3

(
|0〉〈0|+ |1〉〈1|+ |2〉〈2|

)
=

1
3
I (3.22)

and therefore the purification of S in system RS is

|RS〉 =
1√
3

(
|00〉+ |11〉+ |22〉

)
. (3.23)

Then I (R : S) = S(R) + S(S) − S(RS) = 2S(S) = 2 log 3, where we have used Property 2
of Theorem 2.8. After applying the mapping V2,3 to the state of system S, the state of the
system of the shares P together with the reference system is as follows

|RP 〉 = (I ⊗ V2,3)|RS〉

=
1
3

(
|0000〉+ |0111〉+ |0222〉+ |1012〉+ |1120〉+ |1201〉+

|2021〉+ |2102〉+ |2210〉
)
. (3.24)

Now let Pi be the system of the i-th share, for i = 1, 2, 3. Then

ρP1 = ρP2 = ρP3 =
1
3

∑
i

|i〉〈i| = 1
3
I (3.25)
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and
ρP12 = ρP13 = ρP23 =

1
9

∑
ij

|ij〉〈ij| = 1
9
I. (3.26)

Therefore, S(P12) = 2 log 3 and S(P3) = S(RP12) = log 3, because of Properties 1 and 2 of
the Von Neumann entropy (Theorem 2.8) and the fact that RP123 is in a pure state. This
implies that I (R : P12) = log 3 + 2 log 3− log 3 = 2 log 3 = I (R : S). Hence, the recoverability
property holds for system P12. This can analogously be verified for every system of 2 shares.
Furthermore I (R : P1) = log 3 + log 3 − 2 log 3 = 0 and the secrecy requirement holds for
system P1, which can also be shown for a different system of only 1 share.

Since V2,3 is an isometry we have shown that it represents a ((2, 3)) QTS according to
Definition 3.10.

Nascimento et al. [22] also showed the following.

Theorem 3.12 For quantum secret sharing schemes where the unauthorized sets are the
complements of the authorized sets, the recoverability requirement implies the secrecy require-
ment.

In the next chapter, we will expand this theorem and give a different proof than in [22].

Finally, we mention the definition of the quantum information rate and the average quan-
tum information rate.

Definition 3.13 The quantum information rate of a secret sharing scheme which shares a
quantum secret S over a set of players P realizing an access structure Γ is given by the
following expression

r̂ =
S(S)

maxPi∈PS(Pi)
.

On the other hand, the average quantum information rate is given by

r =
S(S)|P|∑
Pi∈P S(Pi)

.
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Chapter 4

General Properties of QSS Schemes

In this chapter, we focus on the properties of pure state schemes. Recall that with a pure
state scheme, the system of all the shares together is in a pure state, while this does not have
to be the case with a mixed state scheme. QSS schemes in general are mixed state schemes
and the pure state schemes are a special case. But although pure schemes do not cover all
schemes, they play a central role in the theory of quantum secret sharing, since every mixed
state scheme can be described as a pure state scheme with one share discarded [15].

Here we describe QSS schemes by its adversary structure and therefore some terminology
of these structures is given in Section 4.1. For perfect schemes, the adversary structure is
the complement of the access structure as mentioned in Section 2.6. After that, it is shown
in Section 4.2 that the recoverability and secrecy requirement are equivalent for pure state
schemes. Moreover, this also implies that in this case the authorized and unauthorized sets
are complements of each other, as was previously shown in a different way by Cleve et al.
[13]. Finally, Theorem 4.10 summarizes the main properties of pure state schemes.

4.1 Adversary Structures

Consider the following definitions about adversary structures.

Definition 4.1 An adversary structure A over P is Q2 if there are no two sets B1, B2 ∈ A
such that B1 ∪B2 = P.

Definition 4.2 The dual A∗ of an adversary structure A over P is defined by

A∗ = {B ⊆ P : Bc /∈ A},

where Bc = P\B.

Note that the dual of an adversary structure is also downward-closed under inclusion and is
therefore also an adversary structure.

Definition 4.3 An adversary structure A is Q2∗ if its dual A∗ is Q2.

The next theorem is useful in order to determine whether an adversary structure is Q2,
Q2∗ or both. An adversary structure that is both Q2 and Q2∗ is called self-dual.
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Theorem 4.4 An adversary structure A is Q2 iff A ⊆ A∗. On the other hand, A is Q2∗ iff
A∗ ⊆ A. Note that this implies that A is self-dual iff A = A∗.

Proof. Suppose A is Q2 and let B ∈ A. If Bc is also an element of A, then this gives a
contradiction with the assumption that A is Q2, since B ∪Bc = P. So therefore Bc /∈ A and
B ∈ A∗.

On the other hand, suppose A ⊆ A∗ and let B1, B2 ∈ A. Then Bc
1, B

c
2 /∈ A. Now suppose

B1 ∪B2 = P. Then Bc
1 ⊆ B2 which implies that Bc

1 is an element of A, since every adversary
structure is downward-closed under inclusion. This contradicts with our assumption and
therefore A must be Q2.

To prove the second part, we only have to show that (A∗)∗ = A. This holds since for
every B ⊆ P we have that (Bc)c = B. �

Finally, the next theorem is equivalent to the fact that an access structure cannot have
two disjoint elements.

Theorem 4.5 If A is an adversary structure corresponding to a QSS scheme, then A is Q2∗.

Proof. If A is not Q2∗, then also A∗ is not Q2. So there must be at least two sets A1,
A2 ∈ A∗ such that A1 ∪A2 = P. Since Ac

1 and Ac
2 are not in A, both can recover the secret.

But A1 ∪ A2 = P and therefore Ac
1 ∩ Ac

2 = ∅, so there are two disjoint sets that can recover
the secret, which is in contradiction with the no-cloning theorem. �

4.2 Pure State Schemes

In this section, we show some useful properties of pure state QSS schemes. We use the
terminology of Nascimento et al. [22], so S is the system of the secret with corresponding
Hilbert space HS of dimension q, R the reference system such that the state of the composite
system RS is pure and P is the system of the shares with corresponding Hilbert space HP .
First, we prove the following useful lemma.

Lemma 4.6 In a pure state quantum secret sharing scheme the composite system RP is
always in a pure state.

Proof. If the encoding of the secret S is a pure state scheme, then it can be described by a
mapping V : HS → HP defined by

V (|i〉) = |φi〉

for i ∈ Fq, where {|i〉}i∈Fq is a basis for HS and |φi〉 ∈ HP for every i ∈ Fq. Let the secret be
in an arbitrary state ρS =

∑
i αi|i〉〈i| and therefore the system RS is in the state

|RS〉 =
∑
i∈Fq

√
αi|i〉 ⊗ |i〉.

After encoding, the system RP is in the state

|RP 〉 = (I ⊗ V )|RS〉 =
∑
i∈Fq

√
αi |i〉 ⊗ |φi〉,

which is a pure state. �
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Note that this proof fails with a mixed state secret sharing scheme, since then the encoding
can only be described by a mapping from density matrices to density matrices.

With this lemma we can prove the following theorems.

Theorem 4.7 Consider a QSS scheme sharing a secret S over a set of players P. Let
A ⊆ P be an authorized set and B = Ac. If the scheme is pure, then the strong subadditivity
requirement is satisfied with equality for systems R, A and B, where R is the reference system
for S.

Proof. The strong subadditivity requirement for systems R, A and B is given by

S(RAB) + S(A) ≤ S(RA) + S(AB).

Since the system RAB is in a pure state (Lemma 4.6), this is equivalent to

S(A) ≤ S(B) + S(R),

because of the properties of the Von Neumann entropy. Since A is authorized, we have that
I (R : A) = I (R : S) = 2S(R), which is equivalent to S(A) − S(R) − S(B) = 0, by the
Araki-Lieb inequality and the fact that S(RAB) = 0 (Theorem 2.8). Therefore, the strong
subadditivity requirement is satisfied with equality. �

Cleve et al. [13] showed that in a pure state scheme, the authorized and unauthorized
sets are precisely the complements of each other. Next, we give a different proof of their
theorem. Furthermore, this also extends the relation between the recoverability and secrecy
requirement as was stated by Nascimento et al. [22].

Theorem 4.8 In a pure state QSS scheme, the authorized sets are the complements of the
unauthorized sets and vice versa. Moreover, in this case the recoverability requirement and
the secrecy requirement are equivalent.

Proof. Suppose P is the set of all players and let A,B ⊆ P such that A ∪B = P. Now we
have for I(R : S), I(R : A) and I(R : B) that

I (R : S)− I (R : A) =
(
S(R) + S(S)− S(RS)

)
−

(
S(R) + S(A)− S(RA)

)
= 2S(R)−

(
S(R) + S(RB)− S(B)

)
= S(R) + S(B)− S(RB)
= I (R : B),

where we have used the Araki-Lieb inequality and the fact that |RAB〉 and |RS〉 are pure
states and therefore have zero entropy (see Theorem 2.8).

Now the theorem follows immediately. If A is authorized, then I (R : S) = I (R : A) which
implies that I (R : B) = 0, so B is unauthorized. On the other hand, if B is unauthorized,
then I (R : S)− I (R : A) = 0, so A is an authorized set. �

The next theorem is a consequence of Theorem 4.8.

Theorem 4.9 A pure state quantum secret sharing scheme has an adversary structure A
which is self-dual.
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Proof. Because of Theorem 4.5, we only need to show that A is Q2. Let B1, B2 ∈ A. Since
Theorem 4.8 holds, we have that Bc

1, B
c
2 are authorized and therefore cannot be disjoint,

because of the no-cloning theorem. This implies that B1 ∪ B2 6= P, which completes the
proof. �

Finally, we have the following.

Theorem 4.10 Given a Q2∗ adversary structure A and consider the corresponding quantum
secret sharing scheme. Then the following properties are equivalent.

1. A is self-dual.

2. Every set with complement in A is authorized and every set with complement not in A
is unauthorized.

3. There exists a pure state quantum secret sharing scheme for A.

Proof. In the proof of Theorem 4.9 we saw that Property 2 implies Property 1. In Theorem
4.8 it was shown that Property 3 implies Property 2. And Smith [16] showed that for every
self-dual adversary structure, there exists a pure state quantum secret sharing scheme. �

The third property is extensively studied in the next chapter.
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Chapter 5

QSS with Monotone Span Programs

The secret sharing scheme for a general access structure as was proposed by Smith [16] is
examined in this chapter. It is based on a classical secret sharing scheme that uses monotone
span programs (MSPs). We start by introducing MSPs and the classical scheme based on
them in Sections 5.1 and 5.2. Then the scheme of Smith [16] for self-dual adversary structures
is explained in Section 5.3. Moreover, the correctness of this scheme is proved according to the
definition of a QSS scheme by Nascimento et al. [22]. The scheme for an adversary structure
that is only Q2∗ is given in Section 5.4. Finally, examples of pure and mixed state schemes
are given in Sections 5.5 and 5.6.

5.1 Monotone Span Programs

MSPs were introduced by Karchmer et al. [6]. These MSPs define a monotone function as
we will see in this section. Also, a monotone function defines an adversary structure which
relates MSPs to secret sharing schemes as is considered in the next section. First, we give
the definition of a monotone function.

Definition 5.1 A monotone function f is a function from 2{1,...,n} to {0, 1} such that

A ⊆ B ⇒ f(A) ≤ f(B).

A monotone function f defines an adversary structure Af as follows

Af = {B ⊆ P : f(B) = 0} (5.1)

and analogously the monotone function fA that is defined by an adversary structure A is
given by

fA(B) =
{

0 if B ∈ A,
1 if B /∈ A. (5.2)

Definition 5.2 A monotone span program over a set P is a triple (Fq,M, g) where Fq is a
finite field of q elements, M a d× e matrix over Fq and g : {1, . . . , d} → P a function which
labels each row of M by a member of P.

The monotone function f : 2P → {0, 1} defined by a MSP is given by

f(B) = 1 ⇔ e1 ∈ im(MT
B ), (5.3)
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where e1 is the vector (1, 0, . . . , 0)> and MB are the rows of M corresponding to B. For any
matrix M we have im(M>) = ker(M)⊥, where ker(M)⊥ is the dual of ker(M). With this we
see that Eq. (5.3) is equivalent to

f(B) = 0 ⇔ ∃z∈Fe
q
[MBz = 0 ∧ e>1 z 6= 0]. (5.4)

Furthermore, every monotone function, (or equivalently, every adversary structure), can
be computed by a MSP. We show this by an example. Consider the monotone function f
which has value 1 on the sets {{1, 2, 3}, {1, 4}} and each superset of these sets. Let the matrix
M be defined by

M =


0 1 0 0
0 0 1 0
1 −1 −1 0
0 0 0 1
1 0 0 −1


and let mi be the i-th row of M for i = 1, . . . , 5. Furthermore, define g as the function that
assigns rows m1 and m4 to player 1, rows m2 and m3 to players 2 and 3 respectively and
finally row m5 to player 4. Then since e1 ∈ 〈m1,m2,m3〉, e1 ∈ 〈m4,m5〉 and e1 is not in
the rowspace of a set not containing {m1,m2,m3} or {m4,m5}, we have defined a MSP that
computes f .

5.2 Classical Secret Sharing with MSPs

In this section, we introduce a classical secret sharing scheme using MSPs and show that it is
defined correctly, as was done by Karchmer et al. [6]. This will be useful for the correctness
proof of the quantum scheme in the next section.

Consider the classical secret sharing scheme described in Fig. 5.1. Let yB be the con-
catenation of the shares of players in B for any B ⊆ P. Then the following theorem shows
that for any adversary structure A, the scheme described in Fig. 5.1 is defined correctly, i.e.
authorized sets can recover the secret and unauthorized sets have information theoretically
no information about the secret at all.

Theorem 5.3 Consider the classical secret sharing scheme of Fig. 5.1 and let B ⊆ P. If
f(B) = 1, then the secret s can be determined from yB. On the other hand, if f(B) = 0, then
we have for every k ∈ Fq that P{s = k|yB} = 1

q .

Proof. Let B ⊆ P If f(B) = 1, then because of Eq. (5.3) we have that e1 ∈ im(MT
B ), which

implies that there is a vector v such that v>MB = e>1 . So v>yB = v>MBw = e>1 w = s.
On the other hand, if f(B) = 0, then there is a vector z ∈ Fe

q such that MBz = 0
and e>1 z 6= 0 (see Eq. (5.4)). This implies that if MBw = yB for w ∈ Fe

q, then also
MB(w + kz ) = yB for every k ∈ Fq. Moreover, the vectors {w + kz}k∈Fq all have a different
first coordinate since z1 6= 0, i.e. they all give rise to a different value for s. Therefore, if m
is the rank of the rowspace of MB, the equation MBw = yB has qe−m solutions for w ∈ Fe

q

and qe−m−1 of these solutions have first coordinate s for every s ∈ Fq. Hence, every possible
value of the secret is equiprobable, which completes the proof. �
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Terminology
A adversary structure over n players P
f monotone function corresponding to A
(Fq,M, g) MSP corresponding to f , where M is a d× e matrix
MA rows of M corresponding to players A ⊂ P
s the secret which is an element of Fq

Distribution of the shares
Dealer picks a = (a1, . . . , ae−1)> ∈ Fe−1

q arbitrarily and sets
w = (s, a1, . . . , ae−1)>. Then he sends share y i = Miw to
player i for each i ∈ P.

Reconstruction of the secret
For any authorized set A ⊆ P, let v satisfy v>MA = e1 and
say yA is the concatenation of the shares of players in A.
Then

v>yA = v>MAw = e>1 w = s,

which recovers the secret s.

Figure 5.1: Classical Secret Sharing with MSPs

5.3 A Scheme for Self-Dual Adversary Structures

In this section, we start by explaining the QSS scheme for any self-dual adversary as pro-
posed in [16]. After that, we mention the operator that perfectly recovers the secret from an
authorized set. And as main result, the correctness of the scheme is proved directly according
to Definition 3.10 by computing the reduced density matrices of authorized and unauthorized
sets.

5.3.1 Terminology

Let (Fq,M, g) be a monotone span program corresponding to a self-dual adversary structure
A, where M is a d × e matrix. If the columns of M are dependent, there is an equivalent
MSP (Fq,M

′, g) where M ′ has independent columns (and the same first column as M). So
assume, without loss of generality, that the columns of M are independent. Furthermore, let
H be the Hilbert space over the complex numbers C of dimension q, i.e. H = Cd. An element
of Cd is called a qudit. In general, HA is the Hilbert space over C corresponding to system A.

Next, we define a one to one correspondence between vectors in Ft
q and vectors in H⊗t for

a positive integer t.

Definition 5.4 Let the mapping ϑ : Ft
q → H⊗t given by

ϑ
(
(a1, . . . , at)>

)
= |a1, . . . , at〉

be defined in such a way that for any two vectors |a1, . . . , at〉 and |a′1, . . . , a′t〉 in the image
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space of ϑ we have that

〈a1, . . . , at|a′1, . . . , a′t〉 =
{

1 if (a1, . . . , at) = (a′1, . . . , a
′
t),

0 otherwise.
(5.5)

In other words, this means that the vectors in the image space of ϑ form an orthonormal
basis for H⊗t. From now on, by writing |(a1, . . . , at)>〉 for a1, . . . , at ∈ Fq we actually mean

ϑ
(
(a1, . . . , at)>

)
.

Now consider the following.

Definition 5.5 Let M be a d × e matrix with independent columns. The mapping VM :
H⊗e → H⊗d is defined by

VM

(∑
i

αi|ψi
1ψ

i
2 . . . ψ

i
e〉

)
=

∑
i

αi

∣∣∣∣∣M

ψi

1

ψi
2
...
ψi

e


〉
, (5.6)

where |ψi
1ψ

i
2 . . . ψ

i
e〉 ∈ H⊗e and αi ∈ C for every i, 1 ≤ i ≤ q.

Theorem 5.6 The mapping VM from Definition 5.5 is an isometry.

Proof. Let |ψ〉 and |φ〉 be two arbitrary vectors inH⊗e. We prove that 〈ψ|V †
MVM |φ〉 = 〈ψ|φ〉.

Because of Definition 5.4, we have that

〈Mψ|Mφ〉 =
{

1 if Mψ = Mφ,
0 otherwise.

(5.7)

Since the matrix M has independent columns, its kernel only contains the all-zero vector and
Mψ = Mφ implies that ψ = φ. Hence, we have that 〈Mψ|Mφ〉 = 〈ψ|φ〉, which completes
the proof. �

Because of Theorem 2.6, the mapping VM induces an allowable quantum operator.

5.3.2 Description of the Scheme

Now we have all the tools to describe a QSS scheme for any self-dual adversary structure A.
This is done in Fig. 5.2. Details are given here.

Following the terminology of the scheme in Fig. 5.2, suppose the state of the secret ρS has
orthonormal decomposition

ρS =
∑
i∈Fq

αi|i〉〈i|, (5.8)

where αi ∈ [0, 1] and {|i〉}i∈Fq is an orthonormal basis for HS . Then the state of the composite
system RS is given by

|RS〉 =
∑
i∈Fq

√
αi |i〉 ⊗ |i〉. (5.9)
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Terminology
A self-dual adversary structure over the n players in P
f monotone function corresponding to A
(Fq,M, g) MSP corresponding to f , where M is a d × e matrix with independent

columns
Mj rows of M corresponding to player j ∈ P
HS q-dimensional Hilbert space corresponding to the system of the secret S
R reference system such that the system RS is in a pure state
HP dq-dimensional Hilbert space corresponding to the system P of the shares

of the players
Hj Hilbert space corresponding to the system Pj of the shares of player j ∈ P
HE (e− 1)q-dimensional Hilbert space corresponding to an extra system E
IR identity mapping acting on system R
VM isometry from Definition 5.5, with M the matrix from the MSP

State of the secret
Let the state of the secret S be |ψi〉 ∈ HS with probability pi for i ∈ Fq,
i.e. the state of S is described by the density matrix

ρS =
∑
i∈Fq

pi|ψi〉〈ψi|.

Distribution of the shares
First, the dealer prepares system E in the state

|E〉 =
1√
qe−1

∑
a∈Fe−1

q

|a〉.

Then the dealer applies the mapping IR⊗VM : HR⊗HS⊗HE → HR⊗HP

to the composite system RSE, i.e.(
IR ⊗ VM

)(
|RS〉 ⊗ |E〉

)
= |RP 〉.

Finally, the dealer sends qudit i in system P to player g(i) for i = 1, . . . , d.

Reconstruction of the secret
Let A ⊆ P be an authorized set, V the corresponding invertible matrix
from Lemma 5.8 and RV the isometry from Theorem 5.9. Then apply the
mapping RV to the system A, which recovers the state ρS of the secret (see
Section 5.3.3).

Figure 5.2: Pure State Quantum Secret Sharing with MSPs
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The dealer applies the mapping IR ⊗ VM to |RS〉 ⊗ |E〉 and obtains

|RP 〉 =
(
IR ⊗ VM

)(
|RS〉 ⊗ |E〉

)
=

1√
qe−1

(IR ⊗ VM )
(∑

i∈Fq

√
αi |i〉 ⊗ |i〉 ⊗

∑
a∈Fe−1

q

|a1 · · · ae−1〉
)

=
1√
qe−1

∑
i∈Fq

∑
a∈Fe−1

q

√
αi |i〉 ⊗ VM

(
|i〉 ⊗ |a1 · · · ae−1〉

)

=
1√
qe−1

∑
i∈Fq

∑
a∈Fe−1

q

√
αi |i〉 ⊗

∣∣∣∣∣M
(
i
a

)〉
. (5.10)

Since g labels the i-th row of M by player g(i) ∈ P, the i-th qudit in P also corresponds to
player g(i) ∈ P for every i, 1 ≤ i ≤ d. Therefore, the qudits in system P can be rearranged
in such a way that the shares of a single player are in a sequence, i.e.

|RP1 . . . Pn〉 =
1√
qe−1

∑
i∈Fq

∑
a∈Fe−1

q

√
αi |i〉 ⊗

∣∣∣∣∣M1

(
i
a

)〉
⊗ · · · ⊗

∣∣∣∣∣Mn

(
i
a

)〉
. (5.11)

Then the state of the shares of player j, 1 ≤ j ≤ n, is given by

ρj = trR(P\Pj)(|RP1 . . . Pn〉〈RP1 . . . Pn|), (5.12)

where P\Pj = P1 . . . Pj−1Pj+1 . . . Pn.

Now we claim the following.

Claim 5.7 Let A be a self-dual adversary structure and consider the corresponding QSS
scheme described in Fig. 5.2. Then

1. for every A /∈ A, we have that the mapping VM followed by a restriction to system A is
perfectly reversible (existence of a recoverability mapping).

2. for every A /∈ A, we have I(R : S) = I(R : A) (recoverability requirement).

3. for every B ∈ A, we have I(R : B) = 0 (secrecy requirement).

If this is proved, then the scheme of Fig. 5.2 is defined correctly according to Definition
3.10. Although the three propositions of the claim have appeared to be equivalent for a self-
dual adversary structure, as shown in Lemma 3.11 and Theorem 4.8, we prove each of these
propositions directly. The first proposition states that for every authorized set, there exists a
recoverability mapping acting on the state space of the system of that set. This is proved in
Section 5.3.3. The recoverability and secrecy requirement are verified by directly computing
the reduced density matrix in Section 5.3.4.

From now on, let A be an authorized set for a self-dual adversary structure A and B the
complement of A, which therefore is unauthorized (Theorem 4.10). Rearrange the qubits in
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Eq. (5.11) such that the first ones correspond to authorized players and the last to unautho-
rized ones. Then after this permutation, the state of system RP is given by

|RP 〉 =
1√
qe−1

∑
i∈Fq

∑
a∈Fe−1

q

√
αi |i〉 ⊗

∣∣∣MA

(
i
a

)〉
⊗

∣∣∣MB

(
i
a

)〉
, (5.13)

where MA and MB are the rows of M corresponding to A and B respectively.

5.3.3 Recoverability Mapping

In this section, we give the proof of the first proposition of Claim 5.7. This is done by giving
the mapping that perfectly recovers the state of the secret from the shares of an authorized set
A. Furthermore, note that because of Lemma 3.11, the existence of this mapping is equivalent
to the recoverability requirement. And because the scheme is pure, the recoverability require-
ment is equivalent to the secrecy requirement (Theorem 4.8) and therefore the existence of
the recoverability mapping implies that the scheme is correct according to Definition 3.10.

First, we repeat Lemma 3 from Smith [16].

Lemma 5.8 Consider a self-dual adversary structure A and let A be an authorized set and
B its unauthorized complement. Let M be the matrix of a MSP corresponding to A and MA

and MB the rows of M corresponding to A and B respectively. Then there exists an invertible
matrix V such that

1. v>1 MA

(
s
a

)
= s;

2.
(
V ′MA

MB

) (
s
a

)
is distributed independent of s,

where v1 is the first row of V , s ∈ Fq, m the number of rows of MA, a a random vector in
Fm−1

q and V ′ the matrix V with the first row deleted.

Proof. First, let v1 ∈ Fm
q and z ∈ Fe

q be chosen such that v>1 MA = e>1 , e
>
1 z 6= 0 and

MBz = 0, where e1 = (1, . . . , 0) (see Eq. (5.3) and Eq. (5.4)).
Consider the m − 1-dimensional space W = {w ∈ Km : w>MAz = 0}. Then W cannot

contain v1, since e>1 z 6= 0. Pick an arbitrary basis {v2, . . . , vm} for W and let V be the
m×m matrix with i-th row v i, i = 1, . . . ,m. Then V is invertible since it is a square matrix
and its rows are independent. Furthermore, the first requirement on V is satisfied.

To check the second requirement, let

N =
(
V ′MA

MB

)
and y =

(
V ′MA

MB

) (
s
a

)
.

ThenNz = 0 and e>1 z 6= 0, so analogous to the proof of Theorem 5.3, y reveals no information
on the value s of the secret and therefore is independent of s. �

Now the following theorem gives the recoverability mapping.
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Theorem 5.9 Consider the mapping RV : H⊗m → H⊗m defined by

RV

(∑
i

αi|ψi
1 · · ·ψi

m〉
)

=
∑

i

αi

∣∣∣∣∣V
ψi

1
...
ψi

m

〉
, (5.14)

where V is the invertible matrix from Lemma 5.8, |ψi
1ψ

i
2 . . . ψ

i
m〉 ∈ H⊗m and αi ∈ C for every

i, 1 ≤ i ≤ mq. Then RV is an isometry that perfectly recovers the state of the secret when
acting on the shares of an authorized set.

Proof. Analogous to Theorem 5.6 and the fact that V has independent columns, we have
that RV is an isometry and because of Theorem 2.6 an allowable quantum operator.

Say V ′ is the matrix V with the first row v1 deleted and apply RV on the system of
authorized set A, where MA has m rows to obtain

|RAB〉 = (IR ⊗RV ⊗ IB)

 1√
qe−1

∑
i∈Fq

∑
a∈Fe−1

q

√
αi |i〉 ⊗

∣∣∣MA

(
i
a

)〉
⊗

∣∣∣MB

(
i
a

)〉
=

1√
qe−1

∑
i∈Fq

∑
a∈Fe−1

q

√
αi |i〉 ⊗

∣∣∣VMA

(
i
a

)〉
⊗

∣∣∣MB

(
i
a

)〉

=
1√
qe−1

∑
i∈Fq

∑
a∈Fe−1

q

√
αi |i〉 ⊗

∣∣∣v>1 MA

(
i
a

)〉
⊗

∣∣∣V ′MA

(
i
a

)〉
⊗

∣∣∣MB

(
i
a

)〉

=
∑
i∈Fq

√
αi |i〉 ⊗ |i〉 ⊗

1√
qe−1

∑
a∈Fe−1

q

∣∣∣V ′MA

(
i
a

)〉
⊗

∣∣∣MB

(
i
a

)〉

= |RS〉 ⊗ 1√
qe−1

∑
a∈Fe−1

q

∣∣∣V ′MA

(
0
a

)〉
⊗

∣∣∣MB

(
0
a

)〉
, (5.15)

where we have used Lemma 5.8 for the last equality. We see that the first player of A recovered
the state of the secret, which completes the proof. �

5.3.4 Recoverability and Secrecy Requirement

In this section we prove the correctness of the QSS scheme of Fig. 5.2 by directly computing the
recoverability and secrecy requirement for authorized sets A and its unauthorized complement
B. In order to compute the entropies of systems A and B, we need to determine the density
matrices of the systems. First, we give some properties of the matrices MA and MB, which
we need later. Note that the terminology of Section 5.3.1 and Fig. 5.2 is still used here.
Furthermore, we assume that the dimension of the columnspace, the rank, of MA is l and the
rank of MB is m.

Lemma 5.10 Let A be an authorized set and assume that the rank of MA is equal to l and
M has e independent columns. Then, for every y ∈ im(MA), the equation MAu> = y has
qe−l solutions and every solution has the same first coordinate.
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Proof. For every y ∈ im(MB), the equation MAu> = y naturally has qe−l solutions for u.
Assume MAu> = MAu ′> for u ,u ′ ∈ Fq. Then since A is an authorized set, there exists a
vector v such that v>MA = e>1 , where e>1 = (1, 0, . . . , 0). Therefore, v>MAu = v>MAu ′ and
we have that u1 = u′1 which completes the proof. �

Lemma 5.11 Let B be an unauthorized set and assume that the rank of MB is equal to m
and M has e independent columns. Then for every x ∈ im(MB), the equation MBu> = x has
qe−m solutions and qe−m−1 of these solutions have first coordinate k for every k ∈ Fq.

Proof. Since B is an unauthorized set, there is a vector z ∈ Fe
q such that MBz = 0 and

e>1 z 6= 0, where e>1 = (1, 0, . . . , 0). Therefore, if MBu = x for x ∈ im(MB), then also
MB(u + kz ) = x for every k ∈ Fq. Since z1 6= 0, the vectors {u + kz}k∈Fq all have a different
first coordinate. Hence, for every k ∈ Fq and x ∈ im(MB), there are qe−m−1 vectors with
image x on MB and first coordinate k, which completes the proof. �

Computation of the Von Neumann Entropy of subsystem A

In order to calculate the entropy of subsystem A, we have to determine the eigenvectors with
corresponding eigenvalues of the reduced density matrix ρA.

Lemma 5.12 Let Bi
x be the set of vectors |i〉 ⊗ |a1 · · · ae−1〉 such that

MB(i, a1, . . . , ae−1)> = x,

where i ∈ Fq, a ∈ Fe−1
q and x ∈ im(MB). Then the eigenvectors of ρA are given by

|φi
x〉 =

1√
qe−m−1

∑
|i〉⊗|a〉∈Bi

x

∣∣∣MA

(
i
a

)〉
, (5.16)

where M has e independent columns and the rank of MB is m.

Proof. The density matrix for subsystem A can be obtained from Eq. (5.13) and is given
by

ρA = trRB |RAB〉〈RAB|

=
1

qe−1

∑
i,i′∈Fq

∑
a,a′∈Fe−1

q

√
αiαi′ 〈i|i′〉 ·

∣∣∣MA

(
i
a

)〉〈
MA

(
i′

a′

)∣∣∣ · 〈MB

(
i
a

)∣∣∣MB

(
i′

a′

)〉
. (5.17)

Because of Definition 5.4, the terms where i 6= i′ do not contribute anything to the density
matrix, so set i = i′. Furthermore, we only have to consider the elements where∣∣∣MB

(
i
a

)〉
=

∣∣∣MB

(
i
a′

)〉
,
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since otherwise the inner product between these two vectors is zero. Thus, we have for ρA

ρA =
1

qe−1

∑
i∈Fq

αi

∑
x∈im(MB)

∑
|i〉⊗|a〉∈Bi

x

∑
|i〉⊗|a′〉∈Bi

x

∣∣∣MA

(
i
a

)〉〈
MA

(
i
a′

)∣∣∣
=

1
qe−1

∑
i∈Fq

αi

∑
x∈im(MB)

( ∑
|i〉⊗|a〉∈Bi

x

∣∣∣MA

(
i
a

)〉)( ∑
|i〉⊗|a〉∈Bi

x

〈
MA

(
i
a

)∣∣∣)
=

1
qm

∑
i∈Fq

αi

∑
x∈im(MB)

|φi
x〉〈φi

x|. (5.18)

Left to show is that these vectors |φi
x〉 are correctly normalized. Consider two different vectors

|i〉 ⊗ |a〉, |i〉 ⊗ |a′〉 ∈ Bi
x. It is impossible that MA(i, a1, . . . , ae−1)> = MA(i, a′1, . . . , a

′
e−1)

>,
since already MB(i, a1, . . . , ae−1)> = MB(i, a′1, . . . , a

′
e−1)

>, which then would contradict with
the fact that M has independent columns and therefore its kernel only contains the all zero
vector. Furthermore, because of Lemma 5.11 and the assumption that MB has rank m, the
cardinality of Bi

x is qe−m−1 for every i ∈ Fq,x ∈ im(MB). Hence, 〈φi
x|φi

x〉 = 1. �

So the vectors |φi
x〉 are eigenvectors of ρA. In order to calculate the entropy of system

A, we have to determine the corresponding eigenvalues as well. Therefore, we investigate for
which i, i′ ∈ Fq and x ,x ′ ∈ im(MB) we have that |φi

x〉 = |φi′
x′〉.

Lemma 5.13 Consider two vectors

|φi
x〉 =

1√
qe−m−1

∑
|i〉⊗|a〉∈Bi

x

∣∣∣MA

(
i
a

)〉
and |φi′

x′〉 =
1√

qe−m−1

∑
|i′〉⊗|a′〉∈Bi′

x′

∣∣∣MA

(
i′

a′

)〉

and suppose there are vectors |i〉 ⊗ |a〉 ∈ Bi
x and |i′〉 ⊗ |a′〉 ∈ Bi′

x′ such that∣∣∣MA

(
i
a

)〉
=

∣∣∣MA

(
i′

a′

)〉
.

Then we have that |φi
x〉 = |φi′

x′〉.

Proof. Suppose ∣∣∣MA

(
i
a

)〉
=

∣∣∣MA

(
i′

a ′

)〉
for |i〉⊗|a1, . . . , ae−1〉 ∈ Bi

x and |i′〉⊗|a′1, . . . , a′e−1〉 ∈ Bi′
x′ . We claim that with this assumption,

we have that for every |i〉 ⊗ |b1, . . . , be−1〉 ∈ Bi
x, there exist a vector |i′〉 ⊗ |b′1, . . . , b′e−1〉 ∈ Bi′

x′

such that ∣∣∣MA

(
i
b

)〉
=

∣∣∣MA

(
i′

b′

)〉
and thus |φi

x〉 = |φi′
x′〉.

Let |i〉 ⊗ |b1, . . . , be−1〉 ∈ Bi
x and consider the vector (i′, b′1, . . . , b

′
e−1) = (i′, a′1, . . . , a

′
e−1) +

(i, b1, . . . , be−1)− (i, a1, . . . , ae−1). Then

MA(i′, b′1, . . . , b
′
e−1)

> = MA(i′, a′1, . . . , a
′
e−1)

> +MA(i, b1, . . . , be−1)> −MA(i, a1, . . . , ae−1)>

= MA(i, b1, . . . , be−1)>.
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We have proved our claim if |MA(i′, b′1, . . . b
′
e−1)

>〉 ∈ Bi′
x′ . This holds because

MB(i′, b′1, . . . , b
′
e−1)

> = MB(i′, a′1, . . . , a
′
e−1)

> +MB(i, b1, . . . , be−1)> −MB(i, a1, . . . , ae−1)>

= x′ + x− x = x′.

�

Now we have all the tools to compute the entropy of the state of system A.

Theorem 5.14 Let matrix M have e independent columns and let the rank of matrices MA

and MB be l and m respectively. Then we have

S(A) = S(S) + (m+ l − e) log q. (5.19)

Proof. Consider the vector |φi
x〉 for i ∈ Fq and x ∈ im(MB). We investigate how many

times this vector is repeated in Eq. (5.18). Let |i〉 ⊗ |a1, . . . , ae−1〉 ∈ Bi
x and suppose

MA(i, a1, . . . , ae−1)> = y . If MA(i, a′1, . . . , a
′
e−1)

> = y for (i, a′1, . . . , a
′
e−1) 6= (i, a1, . . . , ae−1),

then |i〉 ⊗ |a ′〉 /∈ Bi
x, since the kernel of M only contains the all-zero vector. On the other

hand, if |i〉 ⊗ |a ′〉 ∈ Bi
x′ 6= Bi

x, then |φi
x〉 = |φi

x′〉 because of Lemma 5.13.
Hence, for every u 6= (i, a1, . . . , ae−1) with Mu> = y the vector |φi

x′〉 is equal to |φi
x〉,

where x′ = MBu>. Moreover, for every y ∈ im(MA), the equation MAu> = y has qe−l

solutions and the first coordinate of each solution is the same according to Lemma 5.10. Con-
sequently, for every i ∈ Fq the vector |φi

x〉 occurs exactly qe−l times in Eq. (5.18). Therefore,
we can write for ρA

ρA =
qe−l

qm

∑
i

αi

∑
t

|φi
t〉〈φi

t|, (5.20)

where the vectors |φi
t〉, with 1 ≤ t ≤ qm+l−e and 1 ≤ i ≤ q, are all different. Moreover, the

vectors |φi
t〉 are all eigenvectors of ρA, each with eigenvalue αi/q

m+l−e. Hence, we have for
the entropy of system A

S(A) = −qm+l−e ·
∑

i

αi

qm+l−e
log

αi

qm+l−e

= −
∑
i∈Fq

αi logαi +
∑
i∈Fq

αi(m+ l − e) log q

= S(S) + (m+ l − e) log q, (5.21)

which completes the proof. �

Computation of the Von Neumann Entropy of subsystem B

We start by computing the eigenvectors of the reduced density matrix of subsystem B.

Lemma 5.15 Let Ai
y be the set of all vectors |i〉 ⊗ |a1 · · · ae−1〉 such that

MA(i, a1, . . . , ae−1)> = y,
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where i ∈ Fq, a ∈ Fe−1
q and y ∈ im(MB). Then the eigenvectors of ρB are given by

|ψi
y〉 =

1√
qe−l

∑
|i〉⊗|a〉∈Ai

y

∣∣∣MB

(
i
a

)〉
, (5.22)

where M has e independent columns and the rank of MA is l.

Proof. The density matrix for system B can also be obtained from Eq. (5.13) and is given
by

ρB = trRA |RAB〉〈RAB|

=
1

qe−1

∑
i,i′∈Fq

∑
a,a′∈Fe−1

q

√
αiαi′ 〈i|i′〉 ·

∣∣∣MB

(
i
a

)〉〈
MB

(
i′

a′

)∣∣∣.〈MA

(
i
a

)∣∣∣MA

(
i′

a′

)〉
. (5.23)

Again, because of Definition (5.4) we have for the non-zero inner products that i′ = i and∣∣∣MA

(
i
a

)〉
=

∣∣∣MA

(
i
a′

)〉
.

The above equality only holds when there is a vector y ∈ im(MA), such that |i〉⊗|a〉, |i〉⊗|a′〉 ∈
Ai

y, so we can write for ρB

ρB =
1

qe−1

∑
i

αi

∑
q∈Im(MA)

∑
|i〉⊗|a〉∈Ai

y

∑
|i〉⊗|a′〉∈Ai

y

∣∣∣MB

(
i
a

)〉〈
MB

(
i
a′

)∣∣∣
=

1
qe−1

∑
i

αi

∑
q∈Im(MA)

( ∑
|i〉⊗|a〉∈Ai

y

∣∣∣MB

(
i
a

)〉)( ∑
|i〉⊗|a〉∈Ai

y

〈
MB

(
i
a

)∣∣∣)
=

1
ql−1

∑
i∈Fq

αi

∑
q∈Im(MA)

|ψi
y〉〈ψi

y|. (5.24)

If |i〉⊗|a〉, |i〉⊗|a′〉 ∈ Ai
y, thenMA has the same image on (i, a1, . . . , ae−1) and (i, a′1, . . . , a

′
e−1),

hence their image on MB must be different, since otherwise the kernel of M would contain a
vector unequal to the all-zero vector. Furthermore, because of Lemma 5.10, the cardinality
of Ai

y is qe−l and we have that the vectors |ψi
y〉 are correctly normalized for i ∈ Fq and

y ∈ im(MA). Hence, we have proved that |ψi
y〉 are the eigenvectors of ρB. �

The eigenvectors of ρB are known, but we do not know the corresponding eigenvalues. The
following lemma states when two vectors |ψi

y〉 and |ψi′
y′〉 are equal. The proof goes analogously

to the proof of Lemma 5.13 and is omitted here.

Lemma 5.16 Consider two vectors

|ψi
y〉 =

1√
qe−l

∑
|i〉⊗|a〉∈Ai

y

∣∣∣MB

(
i
a

)〉
and |ψi′

y′〉 =
1√
qe−l

∑
|i′〉⊗|a′〉∈Ai′

y′

∣∣∣MB

(
i′

a′

)〉
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and suppose there are vectors |i〉 ⊗ |a〉 ∈ Ai
y and |i′〉 ⊗ |a′〉 ∈ Ai′

y′ such that

∣∣∣MB

(
i
a

)〉
=

∣∣∣MB

(
i′

a′

)〉
.

Then we have that |ψi
y〉 = |ψi′

y′〉.

The entropy of ρB is then given by the following theorem.

Theorem 5.17 Let matrix M have e independent columns and let the rank of matrices MA

and MB be l and m respectively. Then

S(B) = (m+ l − e) log q. (5.25)

Proof. Let i ∈ Fq,y ∈ im(MA) and consider |ψi
y〉. We investigate how many vectors |ψi′

y′〉 are
equal to |ψi

y〉. Suppose |i〉⊗ |a〉 ∈ Ai
y with MB(i, a1, . . . ae−1)> = x. If MB(i′, a′1, . . . a

′
e−1)

> =
x for (i′, a′1, . . . a

′
e−1) 6= (i, a1, . . . ae−1), then |i′〉 ⊗ |a ′〉 /∈ Ai

y, since the kernel of M only
contains the all-zero vector. On the other hand, if |i′〉 ⊗ |a ′〉 ∈ Ai′

y′ 6= Ai
y, then |ψi

y〉 = |ψi′
y′〉,

because of Lemma 5.16.
The equation MBu = x has qe−m solutions for u and for each k ∈ Fq, qe−m−1 of these

solutions have first coordinate k (Lemma 5.11). This implies that for every k ∈ Fq, there
are qe−m−1 vectors |ψk

y′〉 equal to |ψi
y〉 and the vector |ψi

y〉 occurs qe−m times in total in Eq.
(5.24). Hence, the eigenvalue of |ψi

y〉 is given by

1
ql−1

∑
i∈Fq

αi · qe−m−1 =
1

ql+m−e
.

In general, the foregoing implies that the matrix ρB has ql/qe−m = qm+l−e eigenvectors, each
with eigenvalue 1/qm+l−e. Therefore, the entropy of system B is given by

S(B) = −qm+l−e · 1
qm+l−e

log
1

qm+l−e
= (m+ l − e) log q.

�

Recoverability Requirement

Finally, we have done all the calculations to check the recoverability requirement, which says
that for every authorized set A we must have I (R : A) = I (R : S).

I (R : S) = S(R) + S(S)− S(RS) = 2S(S)− 0 = 2S(S);
I (R : A) = S(R) + S(A)− S(RA) = S(S) + S(S) + (m+ l − e) log q − S(B) = 2S(S),

where we have used Properties 1 and 2 of the Von Neumann entropy (Theorem 2.8) and the
fact that |RS〉 and |RAB〉 are pure states.
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Secrecy Requirement

Although the secrecy requirement follows from the recoverability requirement in this case, it
can also directly be checked

I (R : B) = S(R) + S(B)− S(RB) = S(S) + (m+ l − e) log q − S(A) = 0.

5.4 The Scheme for Q2∗ Adversary Structures

Let A be a Q2∗ adversary structure. In [16] (and previously by Gottesman in [15]) it was
shown, that A can be extended to a self-dual adversary structure by adding an extra player
and therefore can be implemented as described in Section 5.3. The scheme for A can then be
obtained by tracing out the share of the player that was added.

Theorem 5.18 For any Q2∗ adversary structure A over a player set P, the structure A′

over the set P ′ = P ∪ {τ} given by

A′ = A ∪ {B ∪ {τ} | B ∈ A∗}

is self-dual and its restriction to P yields A.

Proof. Since A∗ ⊆ A (Theorem 4.4), the restriction of A′ to P yields A.
To prove that A′ is Q2, suppose that A ∈ A′. First consider the case that τ ∈ A and

say A = B ∪ {τ}, where B ∈ A∗. Then τ 6∈ P ′\A and since P ′\A = P\B 6∈ A we have that
P ′\A 6∈ A′ and therefore A ∈ A′∗.

On the other hand, if A ∈ A′ and τ 6∈ A then A ∈ A and τ ∈ P ′\A, say P ′\A = B ∪ {τ}.
Since P\B = A ∈ A, the set B is not in A∗ which implies that P ′\A ∈ A′ and therefore
A ∈ A′∗. According to Theorem 4.4 we now have that A′ is Q2.

In order to prove thatA′ isQ2∗, suppose that A ∈ A′∗. Assume τ ∈ A and say A = B∪{τ}.
We then have P ′\A 6∈ A′ which implies that P\B = P ′\A 6∈ A. Therefore, B ∈ A∗ and
A ∈ A′.

If A ∈ A′∗ and τ 6∈ A, then τ ∈ P ′\A and say P ′\A = B ∪ {τ}, where B 6∈ A∗ since we
assumed that P ′\A /∈ A′. Then A = P\B ∈ A ⊆ A′, which completes the proof. �

Let A′ be the self-dual adversary structure obtained by adding an extra share τ to A
according to Theorem 5.18. Consider the pure state scheme for A′ as described in Fig. 5.2
and let M be the matrix of the MSP corresponding to A′. Furthermore, let M̃ be the matrix
M with the rows for player τ , say Mτ , deleted. Then the state of system RP , where P is the
system of the players corresponding to A, can be described as follows

ρRP = tr |RP ′〉〈RP ′|

=
1
qe

∑
i,i′∈Fq

∑
a,a′∈Fe−1

q

|i〉〈i′| ⊗
∣∣∣M̃ (

i
a

)〉〈
M̃

(
i′

a′

)∣∣∣ · 〈Mτ

(
i
a

)∣∣∣Mτ

(
i′

a′

)〉
, (5.26)

where |RP ′〉 is given by Eq. (5.11). Every unauthorized set in A remains unauthorized in A′,
since A ∈ A implies that A ∈ A′. Furthermore, if A /∈ A, then P\A ∈ A∗ and P\A∪{τ} ∈ A′,
which implies that (P\A ∪ {τ})c = A /∈ A′, since A′ is self-dual. Hence, every authorized set
in A is also authorized in A′.
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Now let A /∈ A, so A is authorized and say B is the complement of A in P . Furthermore,
let B′ = B ∪ {τ}, so B′ ∈ A′ because A′ is self-dual. Then we have

ρR = trAB(ρRAB) = trAB′(|RAB′〉〈RAB′|)
ρA = trRB(ρRAB) = trRB′(|RAB′〉〈RAB′|)
ρRA = trB(ρRAB) = trB′(|RAB′〉〈RAB′|).

Hence, the density matrices for systems R, A and RA are the same as in the pure state case.
Therefore the recoverability requirement also holds for the mixed state scheme.

Analogously, the density matrix for an unauthorized set remains the same, so also the
secrecy requirement holds.

5.5 Example of Pure State Scheme

Consider the following 3× 2 matrix with elements in F3

M2,3 =

 0 1
1 1
2 1

 . (5.27)

We see that e1 = (1, 0) is an element of the rowspace of at least two different rows of
M2,3 and not in the rowspace of a single row. Therefore, M2,3 corresponds to a MSP
that is defined by the monotone function f2,3 : 23 → {0, 1} given by f2,3(A) = 1 ⇔ A ∈
{{1, 2}, {1, 3}, {2, 3}, {1, 2, 3}}, so f2,3 just describes a (2, 3) threshold scheme.

Let the mapping VM2,3 : C3 → C3 ⊗ C3 ⊗ C3 be the mapping corresponding to M2,3 as
defined by Definition 5.5. Note that this is the same mapping as the mapping V2,3 defined by
Eq. (3.1). If the state of the secret S is given by ρS = 1

3

∑
i∈Fq

|i〉〈i| and |RS〉 = 1√
3

∑
i∈Fq

|i〉⊗
|i〉, then we have for the reference system R and the system of the shares P

|RP 〉 =
1√
3
(IR ⊗ VM2,3)

(
|RS〉 ⊗

∑
a∈F3

|a〉
)

=
1
3
(IR ⊗ VM2,3)

((
|00〉+ |11〉+ |22〉

)
⊗

(
|0〉+ |1〉+ |2〉

))
=

1
3

(
|0〉 ⊗ (|M2,3(0, 0)T 〉+ |M2,3(0, 1)T 〉+ |M2,3(0, 2)T 〉) +

|1〉 ⊗ (|M2,3(1, 0)T 〉+ |M2,3(1, 1)T 〉+ |M2,3(1, 2)T 〉) +

|2〉 ⊗ (|M2,3(2, 0)T 〉+ |M2,3(2, 1)T 〉+ |M2,3(2, 2)T 〉)
)

=
1
3

(
|0000〉+ |0111〉+ |0222〉+ |1012〉+ |1120〉+ |1201〉+

|2021〉+ |2102〉+ |2210〉
)
. (5.28)

Suppose A = {1, 2} and B = {3}, so A is authorized and B unauthorized. Then M2,3
A =

{{0, 1}, {1, 1}} and M2,3
B = {{2, 1}}, so l = 2 and m = 1. Since M2,3 has 2 independent

columns, Theorem 5.14 says S(A) = log 3 + (2 + 1− 2) log 3 = 2 log 3, which we had already
seen in Section 3.5. Furthermore, the entropy of system B is given by Theorem 5.17, thus
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S(B) = log 3. Finally, S(S) = S(R) = log 3 and analogous to the computations in Section
3.5, we now have that the recoverability and secrecy requirement are satisfied for A and B
respectively.

The entropy of the density matrix of a single share S(Pi) is equal to log 3 for every
i = 1, 2, 3. Therefore, the quantum information rate r̂, defined by Eq. (3.13), is equal to 1,
which in this case is also equal to the average quantum information rate.

5.6 Example of Mixed State Scheme

Consider the adversary structure A = {{}, {1}, {2}} of a ((2, 2)) threshold scheme. Then
A∗ = {{}}, so A is Q2∗. By adding an extra player according to Theorem 5.18, we obtain
the self-dual adversary structure A′ = {{}, {1}, {2}, {3}}. Note that this is the adversary
structure of a ((2, 3)) threshold scheme. Therefore, the scheme for A can be obtained by
tracing out the third share in Eq. (5.28) and the following mixed state for system RP is
obtained

ρRP =
1
3
|ψ1〉〈ψ1|+

1
3
|ψ2〉〈ψ2|+

1
3
|ψ3〉〈ψ3|, (5.29)

where

|ψ1〉 =
1√
3
(|000〉+ |112〉+ |221〉)

|ψ2〉 =
1√
3
(|011〉+ |120〉+ |202〉)

|ψ3〉 =
1√
3
(|022〉+ |101〉+ |210〉).

Then if both shares are available, the density matrix of the system A of the two shares is

ρA =
1
9

∑
i,j∈F3

|ij〉〈ij|, (5.30)

so S(A) = 2 log 3. Since ρR = 1
3

∑
i∈F3

|i〉〈i|, we have S(R) = log 3 and S(RA) = S(RP ) =
log 3, so the recoverability requirement holds.

If only one share is available, then the system B of that share is in the state 1
3I, hence

S(B) = log 3. Furthermore, ρRB = 1
9

∑
i,j∈F3

|ij〉〈ij|, thus S(RB) = 2 log 3 and the secrecy
requirement is satisfied.

Finally, the quantum information rate and average quantum information rate are also
equal to 1 in this case.
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Chapter 6

Quantum Threshold Schemes and
Quantum Error Correcting Codes

Classical threshold schemes are related to classical MDS codes. More precisely, a linear (t, n)
threshold scheme over Fq can be constructed from any linear [n+1, t, n+2−t]q MDS code and
vice versa [3]. In this chapter, it is shown that there are also connections between threshold
schemes and MDS codes in the quantum case. We start in Section 6.1 by explaining that
CSS codes which are built from classical MDS codes give rise to QTS that are made with the
MSP construction of Fig. 5.2 and vice versa. Furthermore, in Section 6.2, the reduced density
matrix of a codeword in a stabilizer code is considered. It is proved that this matrix commutes
with every reduced element of the stabilizer, where a reduced element is an element of the
stabilizer where the system not under consideration is traced out. It is explained how this
property can be used to show that a [[5, 1, 3]]2 QECC induces a QTS. Attention is also given
to the generalization of this result, but unfortunately this generalization is not proved yet.
Finally, Theorem 3.4, which states that pure state QTSs can be constructed from quantum
MDS codes, is reconsidered and proved with the information theoretical definition of a QSS
scheme (Definition 3.10). Also the reversed statement is shown.

6.1 QTSs from MSPs and CSS Codes

In this section, an equivalence relation between QTS and CSS codes is given. Only QTS that
are made with the MSP construction from Fig. 5.2 are considered. We start by constructing
a matrix from a CSS code that is needed for the MSP construction. Then this matrix is
used to show that a CSS code over two classical MDS codes with parameters [2t − 1, t, t]q
and [2t − 1, t − 1, t + 1]q can be interpreted as a ((t, 2t − 1)) QTS. Finally, it is proved that
a ((t, 2t − 1)) QTS made with the MSP construction can be translated into a [[2t − 1, 1, t]]q
quantum MDS code.

Lemma 6.1 Let C1 and C2 be classical MDS codes with parameters [2t − 1, t, t]q and [2t −
1, t− 1, t+ 1]q respectively, such that C2 ⊂ C1. Furthermore, let the (2t− 1)× t matrix M be
defined by

M = [x|G>],

where x is an element of C1 which is not in C2 and G is a generator matrix for C2. Then
the vector e1 = (1, 0, . . . , 0) is in the rowspace of at least t rows from M and not in any set
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of less than t rows.

Proof. Let A ⊂ {1, 2, . . . , 2t − 1} have cardinality t and say MA are the rows from M
corresponding to A. We prove that e1 is contained in the space spanned by the rows of
MA. This is done by showing that there exists a vector w ∈ F2t−1

q , with wi = 0 if i /∈ A for
i = 1, . . . 2t− 1, such that w>M = e1, i.e w>x = 1 and w>G> = (Gw)> = 0.

The generator matrix G for C2 is the check matrix for the dual of C2, say C⊥
2 . Since C2

is an MDS code, C⊥
2 is an MDS code as well and therefore C⊥

2 is systematic on every set of
t coordinates (Theorem 2.16). This implies that C⊥

2 contains a set of q codewords, say W ,
with zeros on the t− 1 coordinate positions which are not in A.

We show that if w ∈W , then w>x 6= 0. Suppose there is a vector w ∈W , with w>x = 0.
Then since w>G> = (Gw)> = 0, we have w>M = 0. The t× (2t− 1) matrix M> = [x |G>]>

is a generator matrix for C1, since C2 ⊂ C1 and x ∈ C1,x /∈ C2. Because w>M = 0, the
foregoing implies that w ∈ C⊥

1 . But C⊥
1 has minimum distance t+ 1 and therefore contains

no codewords of weight lower than t + 1, which contradicts with the fact that w has weight
at most t. Hence, for every w ∈W , we have w>x 6= 0.

Let w ∈ W and suppose w>x = k 6= 0. Then w>M = (w>x,w>G>) = (1, (Gw)>) =
k−1e1. Hence, e1 is contained in the rowspace of MA.

To prove the second part, let B ⊂ {1, 2, . . . , 2t− 1} have cardinality t− 1. We show that
e1 is not contained in the rowspace of MB, where MB are the rows of M corresponding to
B. Suppose e1 is contained in the rowspace of MB. Then there exist a vector w, with wi = 0
if i /∈ B for i = 1, . . . 2t − 1, such that w>M = e1. Since Gw = (w>G>)> = 0, we have
that w ∈ C⊥

2 . Then because C>
2 is systematic on a set of t coordinates, it contains only one

vector with zeros on the t coordinates not in B, which therefore must be the all-zero word.
Hence, w = 0, which contradicts with the fact that w>x = 1. Therefore, e1 cannot be in the
rowspace of a set of less than t rows from M . �

Lemma 6.2 Let C1 and C2 be classical MDS codes with parameters [2t − 1, t, t]q and [2t −
1, t− 1, t+ 1]q respectively, such that C2 ⊂ C1. Then the states

{|ix + C2〉}i∈Fq , (6.1)

where x ∈ C1 and x /∈ C2, form an orthonormal basis for the CSS code of C1 over C2.

Proof. First we show that these states form a basis for CSS(C1, C2) and then we show that
it is an orthonormal one.

The codewords {ix}i∈Fq can be chosen to be the coset leaders for C1/C2, since ix − i′x /∈
C2, for i, i′ ∈ Fq, i 6= i′. Therefore, the vectors ∪i∈Fq{|ix +C2〉} form a basis for CSS(C1, C2)
(Theorem 2.19).

Left to show is that 〈ix + C2|jx + C2〉 is equal to 1 if i = j and 0 otherwise. We have

〈ix + C2|jx + C2〉 =
1
qt−1

∑
y,y′∈C2

〈ix + y |jx + y ′〉,

where

〈ix + y |jx + y ′〉 =
{

1 if ix + y = jx + y ′,
0 otherwise.
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Suppose ix+y = jx+y ′ or equivalently (i−j)x = y ′−y . Then (i−j)x is an element of C1 and
not of C2, while y ′−y ∈ C2. Hence, i = j and y ′ = y . Thus 〈ix+C2|jx+C2〉 = qt−1/qt−1 = 1
if i = j and 0 otherwise. �

The next theorem shows that the codewords of a CSS code can be used to share a secret
with a ((t, 2t− 1)) QTS.

Theorem 6.3 Let C1 and C2 be classical MDS codes with parameters [2t− 1, t, t]q and [2t−
1, t − 1, t + 1]q respectively, such that C2 ⊂ C1. Then the CSS code of C1 over C2 can be
interpreted as a ((t, 2t− 1)) quantum threshold scheme over Fq.

Proof. Let Q be the system of the codewords of CSS(C1, C2) and let Q be in an arbitrary
state ρQ, given by its orthonormal decomposition (see Lemma 6.2)∑

i∈Fq

αi|ix + C2〉〈ix + C2|,

where αi ∈ [0, 1] for every i ∈ Fq and x ∈ C1, x /∈ C2. Let the system of the players P
be equal to Q. We show that these players can share the secret ρS =

∑
i∈Fq

αi|i〉〈i| with a
((t, 2t− 1)) QTS.

Let R be the reference system that purifies the state of system Q. Then the state of the
composite system RQ is given by

|RQ〉 =
∑
i∈Fq

√
αi |i〉 ⊗ |ix + C2〉

=
∑
i∈Fq

√
αi |i〉 ⊗

1√
qt−1

∑
y∈C2

|ix + y〉

=
∑
i∈Fq

√
αi |i〉 ⊗

1√
qt−1

∑
a∈Ft−1

q

|ix + (a>G)>〉

=
1√
qt−1

∑
i∈Fq

∑
a∈Ft−1

q

√
αi |i〉 ⊗ |ix +G>a〉

=
1√
qt−1

∑
i∈Fq

∑
a∈Ft−1

q

√
αi |i〉 ⊗

∣∣∣M (
i
a

)〉
, (6.2)

where G is the generator matrix of C2 and M = [x |G>]. The MSP (Fq,M, g), where g is the
identity mapping, corresponds to the adversary structure of a (t, 2t − 1) threshold scheme,
because of Lemma 6.1. Moreover, the state of system RQ is identical to the state obtained
after applying the mapping IR⊗VM to the system RS, where IR is the identity mapping and
VM the mapping from Definition 5.5 with M = [x |G>]. Therefore, analogous to the proof in
Section 5.3.4, the recoverability requirement is satisfied for every set of at least t players and
the secrecy requirement is fulfilled for every set of at most t− 1 players from P. �

Next, we consider the translation of a QTS made with the MSP construction into a CSS
code.

Theorem 6.4 Given a ((t, 2t−1)) QTS that is constructed with a (2t−1)× t matrix M over
Fq as described in Fig. 5.2, where M has t independent columns. Then this can be interpreted
as a [[2t− 1, 1, t]]q quantum MDS code.
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Proof. Say M = [m1|M ′], where m1 is the first column of M and M ′ are the last t− 1
columns. Let C1 be the classical code with generator matrix M> and say C2 has generator
matrix M ′>. Since M has independent columns, we have that C2  C1. We show that if we
share a secret S, where its state is given by ρS =

∑
i∈Fq

αi|i〉〈i|, using the matrix M and the
scheme of Fig. 5.2, the state of the system of the shares P is a codeword of the CSS code of
C1 over C2, which can correct for t− 1 erasures.

After the distribution of the shares for ρS =
∑

i∈Fq
αi|i〉〈i|, the state of system RP , where

R is the reference system for S, is given by

|RP 〉 =
1√
qt−1

∑
i∈Fq

∑
a∈Ft−1

q

√
αi |i〉 ⊗

∣∣∣M (
i
a

)〉
=

∑
i∈Fq

√
αi |i〉 ⊗ |im1 + C2〉 (6.3)

(see Section 5.3.2 and Eq. 6.2). Then we have

ρP =
∑
i∈Fq

αi |im1 + C2〉〈im1 + C2|.

This state is an element of the CSS code of C1 over C2 according to Lemma 6.2. Left to show
is that this code can correct for t− 1 erasures. Therefore, by Theorem 2.19, it is sufficient to
show that both C1 and C⊥

2 have minimum distance t.
Suppose there is a codeword y in C1 of weight less than t, so y has at least (2t−1)−(t−1) =

t zero entries. There is a vector x of length t such that x>M> = y>, i.e. Mx = y. Since
e1 is contained in an arbitrary set of t rows from M and not in any smaller set, every set
of t rows from M is independent. Hence, the t equations of Mx = y that correspond to the
zero coordinates of y form an independent set with t degrees of freedom. This implies that
x = 0. Therefore, also y = 0 and thus dC1 ≥ t. Together with the classical Singleton bound
this gives dC1 = t and C1 is a classical MDS code with parameters [2t− 1, t, t]q.

On the other hand, suppose there is a codeword z of weight less than t in C⊥
2 , so M ′>z = 0

or z>M ′ = 0. It is not possible that z>m1 = 0, otherwise z would be an element of C⊥
1 ,

which has minimum distance t + 1 because it is an MDS code. But now, if z>m1 = k, then
z>M = ke1, which contradicts with the properties of M , since z has weight less than t.
Therefore, dC⊥

2
≥ t and combining this with the Singleton bound, we have that dC⊥

2
= t. �

6.2 The Reduced Density Matrix of a Stabilizer Code

In this section it is shown that the reduced density matrix of a codeword in a stabilizer code
commutes with the reduced elements of the stabilizer. By examining a [[5, 1, 3]]2 quantum
code and by only using the characteristics of a stabilizer, we explain how this property can be
used to actually compute the reduced density matrices for several subsystems. This enables
us to calculate the entropy of the subsystem and by checking the recoverability requirement,
it can be seen that this code induces a ((3, 5)) threshold scheme. The general case is also
considered, but is not completely proved yet.

The following lemma is very useful for determining the reduced density matrix of the state
of a system when this state is stabilized by tensor products of Pauli operators.
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Lemma 6.5 Let G ∈ Gn act on a composite quantum system Q = Q1 ⊗ Q2 and say G =
G1 ⊗ G2, where Gi acts on system Qi, i = 1, 2. Suppose |ψ〉 is a state of system Q that is
stabilized by G. If ρ2 = tr1(|ψ〉〈ψ|), where tr1 is the trace over system Q1, then

G2ρ2 = ρ2G2. (6.4)

Proof. Assume that the Hilbert space corresponding to system Q2 has dimension k. Let A
be an arbitrary quantum operator acting on the state space of system Q2 and tr2 the trace
over system Q2. Then we have

tr2(ρ2A) = tr2
(
tr1(|ψ〉〈ψ|)A

)
= tr2

(
tr1(G|ψ〉〈ψ|G†)A

)
= tr2

(
G2 tr1

(
(G1 ⊗ Ik)|ψ〉〈ψ|(G†

1 ⊗ Ik)
)
G†

2A
)

= tr2
(
G2 tr1

(
(G†

1G1 ⊗ Ik)|ψ〉〈ψ|
)
G†

2A
)

= tr2
(
G2ρ2G

†
2A

)
, (6.5)

where we have used that the trace function is cyclic and the fact that G†
1G1 = I if G1 is

a tensor product of Pauli matrices. Since this holds for any A acting on the state space of
system Q2 we have that

ρ2 = G2ρ2G
†
2 (6.6)

and the proof follows from the fact that G†
2G2 = I. �

The importance of this lemma is shown in the next example.

6.2.1 The [[5, 1, 3]]2 Stabilizer Code

Consider the [[5, 1, 3]]2 quantum code with stabilizer S, whose generators are given by
X Z Z X I
I X Z Z X
X I X Z Z
Z X I X Z


and say the logical X and Z operators of the code are[

X X X X X
Z Z Z Z Z

]
.

Furthermore, let |0L〉 and |1L〉 be those two elements in the stabilizer code that are also
stabilized by Z and −Z respectively. Then X and Z act as the logical X and Z operators
on |0L〉 and |1L〉. Moreover, note that X and Z commute with all the elements in S and
anti-commute with each other.

Next, we prove that this code induces a ((3, 5)) threshold scheme. Therefore, let S be
the system of the secret and P the system of the codewords, or equivalently the system of
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the players of the threshold scheme. Then the equivalence can be shown by the following
encoding V3,5 : C2 → C5 of the secret, defined by

V3,5(|0〉) = |0L〉 (6.7)
V3,5(|1〉) = |1L〉. (6.8)

Suppose the secret to be shared is in the state

ρS =
1
2
|0〉〈0|+ 1

2
|1〉〈1| (6.9)

and together with its reference system

|RS〉 =
1√
2
|0〉 ⊗ |0〉+

1√
2
|1〉 ⊗ |1〉. (6.10)

After the encoding V3,5, the state of system RP is

|RP 〉 =
1
2
|0〉 ⊗ |0L〉+

1
2
|1〉 ⊗ |1L〉, (6.11)

or the state of system P alone

ρP =
1
2
|0L〉〈0L|+

1
2
|1L〉〈1L|. (6.12)

First, we show that the first three players form an authorized set. Therefore, we have to
show that I (R : P123) = I (R : S) = 2 log 2. Let M2k be the space of 2k × 2k matrices over C
and let ρ123 ∈M8 be the reduced density matrix of the first 3 qubits in P . The 64 operators

{R1, . . . , R64} = {I,X, Y, Z}⊗3 (6.13)

form a basis for M8, hence ρ123 can be expressed as

ρ123 =
64∑
i=1

αiRi (6.14)

for certain αi ∈ [0, 1].

In order to use Lemma 6.5 for the computation of ρ123, we need the next lemma as well.

Lemma 6.6 Let ρ ∈ M2k , {Ri}4k

i=1 a basis for M2k and say ρ =
∑4k

i=1 αiRi for certain
αi ∈ [0, 1]. If G ∈ G2k such that it commutes with ρ, then it has to commute with every Ri

for which αi 6= 0.

Proof. Suppose Gρ = ρG. Then

4k∑
i=1

αiGRi =
4k∑
i=1

αiRiG.

Since the Pauli matrices either commute or anti-commute with each other, we have that

RiG = βiGRi
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where βi = ±1. Therefore
4k∑
i=1

αiGRi =
4k∑
i=1

αiβiGRi

and because G is a tensor product of Pauli matrices and therefore invertible, we have

4k∑
i=1

αiRi =
4k∑
i=1

αiβiRi.

Since the operators Ri form a basis for M2k we can conclude that βi = 1 for every i with
αi 6= 0 and thus for these i we have that Ri commutes with G. �

Because of Lemma 6.5 we have that ρ123 has to commute with every operator in the group
S ′ spanned by 

X Z Z
I X Z
X I X
Z X I

 .
Note that if A commutes with B and C, then A also commutes with BC, so if ρ123 commutes
with these 4 operators, it commutes with the whole group S ′. Because of Lemma 6.6, the Ri

in Eq. (6.14) with αi 6= 0 have to commute with the elements in S ′. Hence, we can solve a
linear system of equations, to find the Ri that commute with the elements of S ′ (see Theorem
2.26). The equations are given by

1 0 0 0 1 1
0 1 0 0 0 1
1 0 1 0 0 0
0 1 0 1 0 0

 ·
(

0 I
I 0

)
·


r1
r2
...
r6

 ≡ 0 (mod 2). (6.15)

Note that these equations form an independent set. The solutions are given by

Ri = r1(1, 1, 1, 0, 1, 0) + r2(0, 1, 0, 1, 0, 1), (6.16)

where r1, r2 ∈ {0, 1} so
Ri ∈ {III,XY X,ZXZ, Y ZY } (6.17)

and
ρ123 = α0III + α1XYX + α2ZXZ + α3Y ZY, (6.18)

for certain αi ∈ [0, 1]. Furthermore, since ρ123 is a density matrix we have tr(ρ123) = 1 which
implies that α0 = 1

8 .

In order to complete the calculation of ρ123, we compute the reduced density matrices of
the first three qubits of |0L〉〈0L| and |1L〉〈1L|. Say

tr45(|0L〉〈0L|) =
1
8
III + α0

1XYX + α0
2ZXZ + α0

3Y ZY (6.19)

and
tr45(|1L〉〈1L|) =

1
8
III + α1

1XYX + α1
2ZXZ + α1

3Y ZY. (6.20)
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Since |0L〉 is stabilized by Z, tr45(|0L〉〈0L|) has to commute with ZZZ because of Lemma
6.5. This implies that α0

1 = α0
2 = 0. Furthermore, |1L〉 is stabilized by −Z so tr45(|1L〉〈1L|)

commutes with −ZZZ and also α1
1 = α1

2 = 0.

Finally, we know that X|0L〉 = |1L〉 so

XXXXX|0L〉〈0L|X†X†X†X†X† = |1L〉〈1L|

tr45

(
XXXXX(|0L〉〈0L|X†X†X†X†X†

)
= tr45(|1L〉〈1L|)

XXX tr45

(
(I3 ⊗XX)|0L〉〈0L|(I3 ⊗X†X†)

)
X†X†X† = tr45(|1L〉〈1L|)

XXX tr45(|0L〉〈0L|)X†X†X† = tr45(|1L〉〈1L|). (6.21)

This implies that α0
3 = −α1

3 and

ρ123 =
1
2

(1
8
III + α0

3Y ZY +
1
8
III − α0

3Y ZY
)

=
1
8
III.

So S(ρ123) = 3 log 2.

Next we show that ρ45 = 1
4I. Analogous to the calculation of ρ123 we know that ρ45 has

to commute with every element in the group spanned by
X I
Z X
Z Z
X Z

 .
Note that these operators are independent. Furthermore, they span the space M4 and since
ρ45 ∈M4 and is a density matrix, this implies that ρ45 = 1

4I.

Finally, we are able to verify the recoverability requirement for the first three shares if the
secret is in the totally mixed state as was given by Eq. (6.9).

I (R : A123) = S(R) + S(A123)− S(RA123)
= log 2 + 3 log 2− S(A45)
= 4 log 2− 2 log 2
= I (R : S). (6.22)

Since this threshold scheme is pure, the recoverability requirement is sufficient in order for
the scheme to be correct (Theorem 4.8).

Furthermore, this also works for a different set of 3 qubits, since the generators of S remain
independent if we leave out at most 3 arbitrary subsystems of P . In other words, the linear
system of equations given by the commutating relations remains independent if the reduced
density matrix of at least 2 qubits is considered.

This implies that a set of 2 arbitrary qubits is unauthorized, since

I (R : A12) = S(R) + S(A12)− S(RA12)
= log 2 + 2 log 2− S(A345)
= 3 log 2− 3 log 2
= 0. (6.23)
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Analogously, it can also be seen that the reduced density matrix of a single qubit is in the
totally mixed state and therefore a set of 4 qubits is authorized and a single qubit on its own
is unauthorized.

6.2.2 Generalization to a [[2t− 1, 1, t]]2 Stabilizer Code

To generalize this method, we need to know what happens with the stabilizers if we trace
out subsystems. More concretely, we would like that the stabilizers of a [[2t − 1, 1, t]]2 code
remain independent if we trace out at most t subsystems. This has not been proved yet and
therefore the generalization of the method of the previous section is based on the following
assumption.

Consider a [[2t − 1, 1, t]]2 stabilizer code with (2t − 1) × 2(2t − 1) checkmatrix C, where
t ∈ {1, 2 . . .}. Let D be the (2t + 1) × 2(2t − 1) matrix, which is the matrix C together with
r(X) and r(Z), where X and Z are the logical Pauli X and Z operators.

Assumption
Let A ⊂ {1, 2, . . . , 2t− 1}, with |A| ≥ t− 1. Define D′ to be the (2t+ 1)× 2|A| submatrix of
D, obtained by taking the i-th and (2t − 1 + i)-th column from D for every i ∈ A. Then D′

has independent rows.

Note that this assumption implies that if C ′ is the matrix D′ with the rows that correspond
to X and Z deleted, then C ′ also has independent rows.

Consider an arbitrary stabilizer code with parameters [[2t− 1, 1, t]]2 and let the stabilizer
S be generated by {G1, . . . , G2t−2} with corresponding (2t − 2) × 2(2t − 1) check matrix C.
Furthermore, let X and Z be the logical Pauli X and Z operators, whose construction is
given in Section 2.9, and let D be the matrix C after adding the rows r(X) and r(Z). Say
|0L〉 and |1L〉 are the vectors in the code that are also stabilized by Z and −Z respectively.
We prove that this code induces a ((t, 2t− 1)) threshold scheme.

Let S be the system of the secret and P the system of the codewords, or equivalently the
system of the players of the threshold scheme. Then, the equivalence can be shown by the
following encoding Vt,2t−1 : C2 → C2t−1 of the secret, that is defined by

Vt,2t−1(|0〉) = |0L〉 (6.24)
Vt,2t−1(|1〉) = |1L〉. (6.25)

Suppose the secret that is to be shared is in the state

ρS =
1
2
|0〉〈0|+ 1

2
|1〉〈1|. (6.26)

After applying the mapping Vt,2t−1, the density matrix of the system of the shares P is given
by

ρP =
1
2
|0L〉〈0L|+

1
2
|1L〉〈1L|. (6.27)

First, we compute the reduced density matrix ρt−1 ∈M2t−1 of an arbitrary set B of t− 1
qubits from ρP . Let C ′ be the submatrix of C obtained after taking the 2(t− 1) columns of
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C corresponding to B. Then row j of C ′ corresponds to the element

G′
j = trBC (Gj) ∈ G2(t−1)

for j = 1, . . . , (2t− 2).
Since ρt−1 ∈M2t−1 , it can be written as

ρt−1 =
4(t−1)∑
i=1

αiRi, (6.28)

where {Ri}4(t−1)

i=1 = {I,X, Y, Z}⊗(t−1) and αi ∈ [0, 1] for i = 1, . . . , 4(t−1). Because of Lemma
6.5, ρt−1 has to commute with G′

j for j = 1, . . . , (2t− 2). This implies, according to Lemma
6.6, that for every i = 1, . . . , 4(t−1) with αi 6= 0 we have that Ri has to commute with G′

j for
every j = 1, . . . , 2(t − 1). This results in the following linear system of 2t − 2 equations and
2(t− 1) unknown

C ′
(

0 I
I 0

) 
r1
r2
...

r2(t−1)

 = 0.

These equations are independent because of the assumption. Only the identity matrix is a
solution to this set of equations and combined with the fact that tr(ρt−1) = 1 we have

ρt−1 =
1

2t−1
I,

so S(ρt−1) = (t− 1) log 2. Analogous to these calculations, for a set of less than t− 1 qubits,
say t′, we have S(ρt′) = t′ log 2.

Next, consider an arbitrary set A of t qubits and the reduced density matrix ρt = trAc(ρP ),
which can be written as

ρt =
4t∑

i=1

αiRi, (6.29)

where {Ri}4t

i=1 = {I,X, Y, Z}⊗(t) and αi ∈ [0, 1] for i = 1, . . . , 4t. Analogous to the forgoing,
we have to solve a system of 2t − 2 independent equations in 2t unknown. This leaves us 2
degrees of freedom, so 22 possibilities for Ri. Note that I⊗t is one of those possibilities, since
it commutes with every operator. Therefore, for i = 1, 2, 3, there are Ri ∈ {I,X, Y, Z}⊗t,
Ri 6= I⊗t, such that

ρt = αI⊗t + β1R1 + β2R2 + β3R3

Then because tr(A ⊗ B) = tr(A) tr(B) we have that tr(Ri) = 0, i = 1, 2, 3 and tr(ρt) = 1
implies that α = 1/2t.

Next, let D′ be the columns from D corresponding to the qubits in A. Since |0L〉 and
|1L〉 are stabilized by Z and −Z respectively, Lemma 6.5 states that trAc(|0L〉〈0L|) and
trAc(|1L〉〈1L|) have to commute with trAc(Z). Because of our assumption, both these com-
mutating relations are independent of the previous 2t− 2 we had for ρt. Hence, there is only
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1 degree of freedom left and there is an operator Rj ∈ {R1, R2, R3} such that

trAc(|0L〉〈0L|) =
1
2t
I⊗t + β0

jRj (6.30)

trAc(|1L〉〈1L|) =
1
2t
I⊗t + β1

jRj . (6.31)

Finally, let X ′ = trAc(X). Since X ′ and Rj are tensor products of Pauli matrices they
either commute or they anti-commute. If Rj also commutes with X ′, then it commutes with
2t independent operators because of the assumption, which would imply that Rj = I⊗t and
therefore would give a contradiction. Hence, Rj anti-commutes with X ′. Therefore, we have

X
(
|0L〉〈0L|

)
X
† = |1L〉〈1L| (6.32)

which implies that
X
′ trAc

(
|0L〉〈0L|

)
X
′† = trAc

(
|1L〉〈1L|

)
(6.33)

and after substituting Eq. (6.30) and Eq. (6.31)

X
′
( 1

2t
I⊗t + β0

jRj

)
=

( 1
2t
I⊗t + β1

jRj

)
X
′ = X

′
( 1

2t
I⊗t − β1

jRj

)
, (6.34)

so β0
j = −β1

j . Finally, we have

ρt =
1
2

trAc(|0L〉〈0L|) +
1
2

trAc(|1L〉〈1L|) =
1
2t
I⊗t (6.35)

and S(ρt) = t log 2.

We proved that the reduced density matrix ρt′ of a set of t′, t′ ≤ t qubits from ρP is
equal to the identity matrix and therefore S(ρt′) = t′ log 2. This enable us to calculate the
recoverability requirement, which is sufficient because of Theorem 3.3 and Theorem 4.8. Let
A be an authorized set of t qubits. Then we have

I (R : A) = S(R) + S(A)− S(RA)
= log 2 + t log 2− (t− 1) log 2
= I (R : S).

Furthermore, since the state of system RP is pure, we can also verify the recoverability
requirement if A is a set of more than t qubits, say t′. Then S(A) = S(RAc) = ((2t − 1) −
t′) log 2 and S(RA) = ((2t− 1)− (t′ + 1)) log 2. Hence, we have I (R : A) = 2 log 2 = I (R : S).

6.3 Pure State QTS and Quantum MDS Codes

In this section, a general relation between quantum MDS codes and pure state QTSs is pre-
sented. Recall that only a ((t, 2t − 1)) QTS can be a pure one, where t ∈ {1, 2, . . .}, by
Theorem 3.3.
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A quantum code can correct for erasures on a subsystem of the system of the codewords
means that the operator that induces the erasures is perfectly reversible. The quantum data
processing inequality gives a necessary and sufficient condition for a quantum operator to be
perfectly reversible and therefore is very useful in the field of quantum error correcting codes
(see Theorem 2.18).

A different condition for quantum erasure correcting is given by Theorem 6.8. To prove
this theorem, we need the following lemma first.

Lemma 6.7 Let A and B be two quantum systems and consider the composite system AB.
If subsystem A or B is in a pure state, then the composite system AB is in a product state.

Proof. Wlog, let system B be in a pure state. Then using the properties of the Von
Neumann entropy, given in Theorem 2.8, we have

S(B) = 0, (6.36)
S(AB) ≤ S(A) + S(B) = S(A), (6.37)
S(AB) ≥ |S(A)− S(B)| = S(A), (6.38)

and combining these results

S(AB) = S(A) = S(A) + S(B). (6.39)

So the system AB is in a product state if subsystem B is in a pure state. �

Cerf et al. [10] already proved the necessity of the following condition for quantum erasure
correction. The full proof is given here.

Theorem 6.8 Let Q be a quantum system and let R be its reference system, such that RQ
is in a pure state. Erasures can be corrected on some subsystem Qe of Q if and only if
I(R : Qe) = 0.

Proof. Let Q = QuQe and say we can correct for erasures on Qe. This means that every
quantum operation acting on Qe and leaving Qu invariant is perfectly reversible. Let E be a
quantum operator that converts the system Qe into an arbitrary pure state and let ρR′Q′

uQ′
e

be
the system ρRQuQe after applying I⊗I⊗E . Then ρR′Q′

uQ′
e

is in the product state ρR′Q′
u
⊗ρQ′

e

because of Lemma 6.7 and S(R′Q′
uQ

′
e) = S(R′Q′

u) + S(Q′
e) = S(RQu) + S(Q′

e). Analogously,
we have that S(QuQ

′
e) = S(Qu) + S(Q′

e). Furthermore, because of Theorem 2.18 we have
S(Q) = S(Q′)− S(R′Q′) and therefore

0 = S(Q)− S(Q′) + S(R′Q′)
= S(R)− S(QuQ

′
e) + S(RQuQ

′
e)

= S(R)− S(Qu)− S(Q′
e) + S(RQu) + S(Q′

e)
= S(R)− S(RQe) + S(Qe) = I (R : Qe), (6.40)

which completes the first part of the proof.
On the other hand, suppose I (R : Qe) = 0 for some subsystem Qe of Q. Let E be a

quantum operator acting on Qe. Then E has a representation as a unitary evolution on a
larger system, say RQE, where E is initially in a pure state as described in Section 2.4. Let
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R′Q′E′ be the system RQE after this unitary evolution. Then because of Theorem 2.10 we
have

I (R′ : Q′
eE

′) = I (R : QeE). (6.41)

Since E was initially in a pure state, we have

I (R : QeE) = S(R) + S(QeE)− S(RQeE)
= S(R) + S(Qe) + S(E)− S(RQe)− S(E)
= I (R : Qe), (6.42)

because of Lemma 6.7. Furthermore, the strong subadditivity property for system R′Q′
eE

′ is
given by

S(R′Q′
eE

′) + S(E′) ≤ S(R′E′) + S(Q′
eE

′), (6.43)

which is equivalent to
I (R′ : Q′

eE
′)− I (R′ : E′) ≥ 0, (6.44)

and we have
0 ≤ I (R′ : E′) ≤ I (R′ : Q′

eE
′) = I (R : Qe). (6.45)

Thus if I (R : Qe) = 0 then also I (R′ : E′) = 0, which is equivalent to S(Q) = S(Q′)−S(R′Q′)
and therefore because of Theorem 2.18 erasures can be corrected on Qe. �

Now we have the tools to prove the main theorem of this section. In [13], it was already
proved that a ((t, 2t−1)) QTS over Fq can be constructed from a [[2t−1, 1, t]]q. An information
theoretical proof is given here. Also the reversed statement is proved.

Theorem 6.9 A ((t, 2t − 1)) QTS over Fq can be translated into a [[2t − 1, 1, t]]q quantum
MDS code and vice versa.

Proof. Consider a ((t, 2t − 1)) QTS with system S of the secret, HS the q-dimensional
Hilbert space corresponding to S, reference system R and system of the players P . Then
because of Definition 3.10, for every set of at most t − 1 players B, we have I(R : B) = 0.
According to Theorem 6.8, we have that erasures can be corrected on the shares of any set
of t− 1 players. Hence, all possible sets of shares in P together form a [[2t− 1, 1, t]]q QECC.

On the other hand, consider a [[2t − 1, 1, t]]q quantum MDS code. We claim that each
codeword can be the shares for a ((t, 2t − 1)) QTS. Indeed, if Q is the composite system of
the codewords and R the reference system, then for every set Qe of at most t− 1 of the 2t− 1
subsystems of Q we have I (R : Qe) = 0 (Theorem 6.8). Hence, the secrecy requirement is
satisfied. Moreover, because of Theorem 4.8 and the fact that a ((t, 2t − 1)) QTS is a pure
state scheme (Theorem 3.3), we also have that the recoverability mapping is satisfied. �
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Chapter 7

Conclusions and Recommendations

Quantum secret sharing schemes have appeared to be an interesting field of research, which
characteristics cannot in general be copied from its classical variant. Moreover, we have seen
that properties from quantum mechanics, such as quantum entanglement, give rise to new
kinds of schemes which are unconditionally secure.

The aim of this thesis was to treat QSS schemes in an information theoretical way. We
used the description of a QSS that was formulated in [22] and expressed already known
schemes and constructions in this manner. Using this description, we formally proved a the-
orem that appeared in [13], which states that for pure state schemes, the authorized sets are
the complements of unauthorized sets and vice versa (Theorem 4.8). In this way, we were also
able to show that the recoverability requirement and the secrecy requirement are equivalent
for pure state schemes, which extended the theorem in [22].

The MSP construction for general access structures [16] was expressed in a formal way.
The recoverability and secrecy requirement were verified for this scheme by directly comput-
ing the reduced density matrices for authorized and unauthorized sets. Therefore we have
proved that this QSS is unconditional secure.

The information theoretical description of a QSS scheme also enabled us to compare QTS
with quantum MDS codes. We proved that the codewords in a CSS code over two classical
MDS codes can considered to be the shares of a pure state QTS that is made with the MSP
construction and vice versa (Theorems 6.3 and 6.4).

Furthermore, we have seen that the codewords in a [[5, 1, 3]]2 stabilizer code fulfill the
recoverability requirement which was proved by directly computing the reduced density matrix
of a codeword. We only needed to use the characteristics of a stabilizer to do this. This proved
that the [[5, 1, 3]]2 stabilizer code can be interpreted as a ((3, 5)) QTS. The generalization of
this result is based on a unproved assumption, which is left for further research.

The most general relation between QTS and quantum MDS codes was given by Theorem
6.9, which stated that [[2t− 1, 1, t]]q quantum MDS codes can be translated into ((t, 2t− 1))
QTS over Fq and vice versa. In [15] it was previously shown that a ((t, 2t − 1)) QTS can
be constructed from a [[2t − 1, 1, t]] quantum code. We proved this theorem and its reverse
statement in a formal, information theoretical way.
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Finally, we give some ideas for further research. First of all, the outcomes of Section 6.2
have not been generalized yet. The correctness of the assumption that was made, still needs
to be shown in order to complete the generalization. This might be done by examining the
check matrix of the stabilizer and the commutator a little further, where the check matrix
of the commutator is just the check matrix of the stabilizer with the row representations of
the logical Pauli X and Z added. In Appendix A, we have included some material on this
check matrix of the stabilizer, which might give some ideas on how to complete the proof.
Furthermore, the observations in Appendix A possibly give more insight in the characteristics
of a stabilizer code, which could be used to relate these codes to QSS schemes. Moreover, this
could perhaps be used to consider non-binary stabilizer codes and investigate their relationship
with QTS.

Lastly, the QSS scheme using teleportation of Section 3.3 has not been reformulated in the
information theoretical setting of [22]. Ideas on how this could be done are given in Appendix
B. It might also be interesting to investigate if it is possible to construct more QSS schemes
using quantum teleportation in this manner.
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Appendix A

The Commutator of a Binary
Stabilizer Code

Let Q be an [[n, k, d]]2 stabilizer code with stabilizer S and check matrix

n− k {
[
G1︸︷︷︸
n

G2︸︷︷︸
n

]
. (A.1)

Then if r is the rank of G1, then there is an equivalent code with check matrix

r {
n− k − r {

[
I A1 A2 B 0 C
0︸︷︷︸
r

0︸︷︷︸
n−k−r

0︸︷︷︸
k

D︸︷︷︸
r

I︸︷︷︸
n−k−r

E︸︷︷︸
k

]
, (A.2)

which is obtained from [G1|G2] by performing linear row and column operations. The codes
that these matrices generate are thus the same up to relabeling of the qubits. The form of
the matrix in Eq. (A.2) is called the standard form of the check matrix.

Next, we investigate the check matrix of the commutator C(S) of S . Consider the k× 2n
matrix [

0 0 0 A>
2 0 I

]
(A.3)

The operators represented by this matrix commute with all the elements in the stabilizer,
since I · (AT

2 )T +A2 · I ≡ 0 (mod 2) (Theorem 2.26). Furthermore, the elements of the k× 2n
matrix [

0 E> I C> 0 0
]
. (A.4)

are also in the commutator of S. Finally, since S is included in its commutator, the check
matrix of the commutator is given by

r {
n− k − r {

k {
k {


I A1 A2 B 0 C

0 0 0 D I E

0 0 0 A>
2 0 I

0︸︷︷︸
r

E>︸︷︷︸
n−k−r

I︸︷︷︸
k

C>︸︷︷︸
r

0︸︷︷︸
n−k−r

0︸︷︷︸
k

 . (A.5)

Note that this matrix has independent rows and therefore this matrix spans an n+ k dimen-
sional space as is the dimension of the commutator.
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Furthermore, since the stabilizers commute, we have that

D> +A1 +A2E
> = 0, (A.6)

B> +A2C
> +B + CA>

2 = 0. (A.7)

Now by using appropriate row operations and the commutation relations as mentioned above,
the check matrix of the commutator is equivalent to

r {
n− k − r {

k {
k {


I D> 0 B> 0 0
0 0 0 A>

1 I 0
0 0 0 A>

2 0 I

0︸︷︷︸
r

E>︸︷︷︸
n−k−r

I︸︷︷︸
k

C>︸︷︷︸
r

0︸︷︷︸
n−k−r

0︸︷︷︸
k

 . (A.8)

Binary CSS code

This clear form of the check matrix of the commutator enables us to examine the minimum
distance of the stabilizer code in a structured way. This will be shown by considering the
binary CSS code. Recall that the minimum distance is defined to be the minimum weight of
an element in C(S)− {±S}.

Consider the optimal CSS code, obtained from the classical MDS codes C1 and C2 of
length n and dimension k1 and k2 respectively such that C2 ⊂ C1 and dC1 = dC⊥

2
. Then the

check matrix of the stabilizer is given by (see Eq. 2.20)

k2 {
k2 {

[
I A1 A2 0 0 0
0︸︷︷︸
k2

0︸︷︷︸
k2

0︸︷︷︸
k1−k2

D︸︷︷︸
k2

I︸︷︷︸
k2

E︸︷︷︸
k1−k2

]
(A.9)

and therefore we can define

k2 {
k2 {

k1 − k2 {
k1 − k2 {


I D> 0 0 0 0
0 0 0 A>

1 I 0
0 0 0 A>

2 0 I

0︸︷︷︸
k2

E>︸︷︷︸
k2

I︸︷︷︸
k1−k2

0︸︷︷︸
k2

0︸︷︷︸
k2

0︸︷︷︸
k1−k2

 (A.10)

to be the check matrix of the commutator, where we have used that k2 = n−k1, which follows
from the fact that dC1 = dC⊥

2
.

Since [IA1A2] is the generator matrix of C2 and C2 is an MDS code, we have that every
square submatrix of the matrix [A1A2] is invertible. Analogously for the matrix [DIE]. This
implies that A1, A2, D and E contain no zeros and therefore the minimum weight of an
element of C(S) is the minimum of the minimum weights of the spaces generated by[

I D> 0
0 E> I

]
and

[
A>

1 I 0
A>

2 0 I

]
.

Both matrices generate an [n, k1, k2 + 1] MDS code, because of Theorem 2.16. This implies
that the minimum weight of the commutator is k2 + 1 and since not all of these minimum
weight operators are in the stabilizer, the minimum weight of the code is k2 +1 and therefore
this CSS code is a quantum MDS code.
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Appendix B

The QSS Scheme using
Teleportation reformulated

Consider the QSS scheme from Section 3.3.2. The state of the secret S that one wants to
share is assumed to be in the state a|0〉 + b|1〉. However, this situation is not very realistic,
since usually we want to share a secret which state is drawn from a (discrete) probability
distribution. Furthermore, it is not precisely explained why an unauthorized set has some
but not enough information to recover the secret. Therefore, we investigate how this scheme
can be reformulated according to the description of a QSS as mentioned in Section 3.5.

Suppose the probability distribution of the state of the secret S is given by the density
matrix ρS ∈M4, which orthornormal decomposition is given by

ρS = α0|0〉〈0|+ α1|1〉〈1|, (B.1)

for α0, α1 ∈ [0, 1] such that α0 + α1 = 1, and therefore

|RS〉 = α0|00〉+ α1|11〉. (B.2)

Next, the dealer (Alice) lets the secret interact with her part of the maximally entangled state

|ψ〉AP =
1
2
|0000〉+

1
2
|1111〉, (B.3)

then performs a Bell measurement on her two qubits and communicates her result to the
players, who then know which rotations to perform. The state of system RP after this
rotations is given by

|RP 〉 = α0|0000〉+ α1|1111〉. (B.4)

Actually, this process is equivalent to applying the isometry V3,3 : C2 → C2⊗C2⊗C2 defined
by

V3,3(a|0〉+ b|1〉) = a|000〉+ b|111〉, (B.5)

where a, b ∈ C, to the system S. However, the difference is, that with this mapping the dealer
actually has to send quantum shares to the players, while otherwise she only has to perform
a Bell measurement and sending two classical bits.
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Next, we calculate the mutual informations in order to determine which sets of players
are authorized. Let Pi be the system of player i = 1, 2, 3. Then

ρP1 = α0|0〉〈0|+ α1|1〉〈1| (B.6)
ρP12 = α0|00〉〈00|+ α1|11〉〈11| (B.7)
ρP123 = α0|000〉〈000|+ α1|111〉〈111| (B.8)

which implies that

I (R : P1) = S(R) + S(P1)− S(RP1)
= S(S) + S(S)− S(S)
< I (R : S), (B.9)

I (R : P12) = S(R) + S(P12)− S(RP123)
= S(S) + S(S)− S(S)
< I (R : S), (B.10)

I (R : P123) = S(R) + S(P123)− S(RP123)
= S(S) + S(S)− 0
= I (R : S). (B.11)

Hence, a set of less than 3 players has some information about the secret, but not enough
to recover it, while all 3 players together have enough information to recover the secret.
Therefore, we have shown that this scheme is a non-perfect ((3, 3)) QTS.

These observations can naturally be generalized to a non-perfect ((n, n)) QTS.
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