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Lab session 1. Public key generation and web of trust building 
 

 

(xkcd.com) 

OpenPGP (PGP=`Pretty Good Privacy’) is common asymmetric encryption standard and GnuPG 
is an application of OpenPGP used for encryption and digital signature of messages. At the 
Friday Lab session (bring your laptop): 

1. (Preparation; you can do this step ahead of time already:) Install a PGP tool (see eg 
GnuPG) and generate a public key.  

2. Bring your key and get some signatures from others; thus creating a web of trust 
spanning the class. 

3. Test it by sending a signed file. Check a signature for a key you have and one for which 
you don’t to see the difference. 

4. Test it by sending an encrypted file. Try decrypting a file made for you / not made for 
you to see the difference. 

 

Background information: http://cryptnet.net/fdp/crypto/keysigning_party/en/keysigning_party.html 

 


