
HINTS FOR THE CHALLENGE

3/7/2013



Hint 1

• The images are watermarked.



Hint 2

• The images are watermarked.
• An easy bitwise embedding method is used

• A method that has been mentioned.
• Check the slides if needed

• Examine the images with a hex editor for patterns
• e.g. http://sourceforge.net/projects/hexplorer



Ascii Character Codes:



Hint 3

• The images are watermarked.
• An easy bitwise embedding method is used

• A method that has been mentioned.
• Check the slides if needed

• Examine the images with a hex editor for patterns
• e.g.  http://sourceforge.net/projects/hexplorer

• Look at the least significant bit of each image byte
• Combine these into 8-bit chars (see previous page)
• Skip first 62 bytes (image header(*))
• You will know it when successful
− watermarks are recognizable texts

(*) Actual header size is variable; 
this size is just suitable for the images used.



Extraction - Pseudo Code
• To extract use the following pseudo code:

imCount = 63;  # first 62 bits skipped (header)
while( imCount < imBytes.length - 8) {

unsigned byte b = 0;
for (int j = 0; j < 8; j++) 

b += (imBytes[ imCount++ ] & 1) >> j;
if (b == ‘\n’) break;
appendCharToString( watermark, (char) b );

}
return watermark;
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Hint Final

• The target image is watermarked with a public key
• Who’s key is it ?

• To claim it: Embed your public key instead
• Have a colleague who has your public key and solved the 

part above as well test your claimed image.


