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Before I forget  

! This has nothing to do with IST, it is a 
general rule 
! Homologatievakken moeten gehaald zijn voordat aan 

het afstudeerproject kan worden begonnen. Regel: 
maximaal 10 ECTS open bij beginnen aan het 
afstudeerproject, maar dat geldt alleen voor reguliere 
vakken.  

! Met ingang van dit jaar werken we met *verplichte* 
inschrijving voor vakken via OASE. Studenten 
moeten zich aanmelden voor het vak begint 

! Inschrijving voor een vak betekent geen automatische 
inschrijving voor een eventueel tentamen, dat moeten 
studenten via de reguliere manier nog steeds doen. 
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Special Master Program IST 

! 4 semesters (2 years) 
! 30%: obligatory courses 
! 15% (at least): optional courses (security) 
! 30%: more choice in the courses (local) 
! 25%: master thesis 

! Cooperation with Nijmegen (RU) and 
Twente (UT) 
! Some traveling and some telelecturing involved. 
! Most Kerckhoff’s courses offered on Monday and 

Friday.  



What You Should Do (1st year students) 

! Mail info@kerckhoffs-institute.org to register 
! otherwise lecturers at the other universities may not know you 
! see second slide 

! Register officially with TU/e, RUN & UT 
! otherwise your marks cannot be transferred 

! Regularly check www.kerckhoffs-institute.org/ 
! otherwise you may not be up to date on the schedules 

! Consider Algebra as homologation 
! otherwise you may not be able to pass Cryptography I 

! Join the Kerckhoffs student association Auguste 
! otherwise you will not be able to share your problems with your peers 

in an effective manner 

! Join the mailing list  
! https://listserv.surfnet.nl/archives/kerckhoff.html 
! otherwise we  will not be able to reach you. 



How to Register 

! Mail info@kerckhoffs-institute.org, providing 
! first name (full) 
! initials 
! last name (full) 
! email address (the one you read) 
! date of birth 
! “home University” (RU, UT, TU/e) 
! student number at each of the three universities 

n  if you don’t have it yet, leave this blank. 
n  if you don’t have it you might have forgotten to register 

! previous education (one line) 

 

12-11-1966 

Kerckhoffs Institute - design template 

5 



What You Should Do (2nd year students) 

! You have to decide the topic of your master thesis 
! and look for a lecturer/professor 
! and a company if you want to do this externally (we can help) 
! abroad is also possible (but you have to organize it yourself, and get it 

approved)  

! Go to the student administration HG 6.33 
! tell them you are going to graduate 
! there are a number of things you have to do, they will give you the 

right info 
! in particular, you’ll have to get your list of courses “approved” by the 

“examencommissie” (not a problem if you have followed the rules, but 
it has to be done).  



Year 1 



Year 2 



Our local courses 

! Distributed Trust Management 
! Physical Aspects of Computer Security 
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Now, the theory 

! Intro: Information Security & Cryptography 
! security is ubiquitous 
! cryptography is a fundamental tool 

! IST master program 
! master thesis projects 
! employers 



“Security	
  is	
  everywhere”	
  

! Smart	
  cards,	
  SIM	
  card,	
  RFID	
  chips	
  
! DECT,	
  GSM,	
  UMTS	
  phones	
  	
  
! VoIP,	
  Skype	
  
! Wifi,	
  Bluetooth	
  
! Digital	
  Pay	
  TV,	
  DVD,	
  BluRay	
  
! iPod	
  (DRM	
  =	
  Digital	
  Rights	
  Management)	
  
! SSL	
  –	
  Secure	
  Web	
  Servers	
  
! Electronic	
  carkeys	
  
! Electronic	
  banking,	
  voNng,	
  aucNons	
  



InformaNon	
  Security	
  

! A	
  very	
  broad	
  topic	
  

Food

Technical 
- cryptography 
- network security 
- smart cards 

Organizational 
- EDP auditing 
- management 
- awareness 

 

SLE 
-laws, rules 

- human factors 



InformaNon	
  security	
  -­‐	
  levels	
  

tactical 

stra- 
tegic 

operational 

policy 

plan 

procedure 

balancing risk against cost 



Security	
  Trends	
  

General cyber attacks – Less structured 
• Notoriety and fame 
• Hacking economy 

Directed cyber attacks – Structured hackers:  
• Direct and targeted money gain 
• Social/political activism 
• Vengeance 

Strategic information warfare 
• Major economic gain 
• Cyber terrorism 
• Asymmetric warfare 

u  Probe 

u  System compromise 

u  System control 

u  DoS 

u  Worm 

GRP I 
• Mainstream 

GRP II 
• Organized crime 
• Competitors 
• Activists 
• (Ex) Employees 

u 
Concentrated 
DDoS 

u 

Direct 
Corruption 

u 
Exploitation 
of 0-day 
vulnerabilities 
(Stuxnet) 

u 

Poisoned 
Data 

GRP III 
• Nation states 
• High-level 
Terrorism 

u 
Disruption 

IMPACT HIGH 
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! Since	
  2008	
  
! Coding	
  and	
  crypto	
  (Math)	
  

n  coding	
  theory	
  
n  hash	
  func1ons	
  
n  e-­‐vo1ng	
  
n  …	
  

! Security	
  (Computer	
  Science)	
  
n  trust	
  management	
  &	
  access	
  control	
  
n  physical	
  aspects	
  of	
  security	
  
n  side-­‐channel	
  a9acks	
  
n  …	
  

! Young,	
  big	
  and	
  dealing	
  with	
  hot	
  topics	
  





Security	
  vs	
  Cryptography	
  

Crypto 
- Hash functions 
-  Breaking crypto 

Technical Security  
-  e.g. intrusion detection 
-  e.g. key management  

Information Security 
- eg. access control 

-  e.g. privacy 

Wiskunde: Coding and Crypto 

 
Informatica: Security 

 

SLE 



Network/computer	
  security	
  	
  
vs.	
  cryptography	
  

! Breach	
  of	
  security:	
  
! try	
  to	
  get	
  direct	
  access	
  to	
  the	
  secret	
  key	
  rather	
  than	
  
breaking	
  the	
  cryptography	
  

! try	
  to	
  bypass	
  the	
  cryptography	
  altogether	
  
! try	
  to	
  influence/break	
  random	
  number	
  generaNon	
  
! e.g.,	
  viruses,	
  Trojan	
  horses,	
  Denial	
  of	
  Service,	
  buffer	
  
overflows,	
  password	
  sniffing,	
  Tempest	
  (or,	
  van	
  Eck	
  
phreaking)	
  

! In	
  between:	
  side-­‐channel	
  a^acks	
  such	
  as	
  Kocher’s	
  
DifferenNal	
  Power	
  Analysis	
  (usually,	
  for	
  smart	
  cards)	
  



Kerckhoffs'	
  Principle	
  

! Formulated	
  6	
  principles	
  of	
  pracNcal	
  cipher	
  design:	
  
1.  The	
  system	
  should	
  be,	
  if	
  not	
  theoreNcally	
  unbreakable,	
  unbreakable	
  

in	
  pracNce.	
  	
  
2.   The	
  design	
  of	
  a	
  system	
  should	
  not	
  require	
  secrecy,	
  and	
  compromise	
  

of	
  the	
  system	
  should	
  not	
  inconvenience	
  the	
  correspondents	
  
3.  The	
  key	
  should	
  be	
  rememberable	
  without	
  notes	
  and	
  should	
  be	
  easily	
  

changeable	
  	
  
4.  The	
  cryptograms	
  should	
  be	
  transmi^able	
  by	
  telegraph	
  	
  
5.  The	
  apparatus	
  or	
  documents	
  should	
  be	
  portable	
  and	
  operable	
  by	
  a	
  

single	
  person	
  	
  
6.  The	
  system	
  should	
  be	
  easy,	
  neither	
  requiring	
  knowledge	
  of	
  a	
  long	
  list	
  

of	
  rules	
  nor	
  involving	
  mental	
  strain	
  	
  

Auguste Kerckhoffs (1835-1903) was a  
Dutch linguist and cryptographer 



Master	
  Thesis	
  (1)	
  

! Concrete	
  examples:	
  
! @Chipper:	
  DifferenNal	
  Power	
  Analysis,	
  get	
  hold	
  of	
  a	
  
secret	
  key	
  from	
  a	
  smart-­‐card	
  

! @Interpay:	
  use	
  of	
  smart	
  cards	
  for	
  anonymous	
  
payments	
  

! @BriNsh	
  Telecom:	
  electronic	
  voNng	
  
! @AIVD:	
  cybersecurity	
  
! @Chess:	
  secure	
  communicaNon	
  in	
  ad-­‐hoc	
  sensor	
  
netwerken	
  

! …	
  



Afstuderen	
  (2)	
  

! VoIP	
  SPAM	
  
! Quantum	
  cryptography:	
  	
  

n  using	
  photons	
  for	
  transmi<ng	
  data	
  securely	
  
! Digital	
  Rights	
  Management:	
  	
  

n  limits	
  and	
  possibili1es	
  of	
  code	
  obfusca+on	
  
! Study	
  of	
  algebraic	
  aBacks	
  on	
  block	
  ciphers	
  such	
  as	
  
AES	
  (Advanced	
  EncrypNon	
  Standard)	
  

! ImplementaNon	
  of	
  ByzanFne	
  agreement	
  for	
  a	
  
secure	
  broadcast	
  channel	
  

! Fox-­‐IT	
  (digital	
  forensics).	
  

	
  



Potential Employers 

! CMG, Origin, CAP Gemini, IBM, … 
! Certicom, Entrust, RSA Security, Verisign, 

Cryptovision, Cryptomathic, Sectra, … 
! Accenture, PWC, KPMG, Ernst&Young, ... 
! Intertrust, Philips: copyright protection, 

watermarking, digital right management (DRM) 
! Overheid (NSA, NBV), universiteit, instituten 
! Banken, Interpay, … 
! Militaire industrie, TNO, … 
! Multinationals Shell 
! Telecoms: KPN, BT, AT&T, … 



 
Prof. dr. Sandro Etalle, s.etalle@tue.nl 

 Security Group 
dr. ir. L.A.M. (Berry) Schoenmakers, berry@win.tue.nl 

 Coding and Crypto group 
 
Dept. of Math. and CS 
Eindhoven University of Technology 
P.O. Box 513 
5600 MB Eindhoven 
Netherlands  
 
http://www.win.tue.nl/~setalle/ http://www.win.tue.nl/~berry/  

Contact	
  details	
  

www.securitymaster.nl    or  
www.kerckhoffs-institute.org 
 




