Verifying Large SDL-Specifications
using Model ChecKing

Natalia Sidorova. and Martin Steffen

! Dept. of Math. and Computer Science,
Eindhoven University of Technology,
The Netherlands
n.sidorova@tue.nl

? Inst. fir angewandte Mathematik und Informatik
Christian-Albrechts-Universitat
Kiel, Germany
ms@informatik.uni-kiel.de



O

O

O

O

O

Outline

Motivation

Mascara protocol
Model-checKing environment
Verification methodology
Verification results

Conclusions

10th SDL FORUM, JUNE 26-29, 2001, COPENHAGEN

2



Model Checking in Practice

Model checking problem:
Does system S satisfy property f?

Method: state-space exploration

U

Pros: a “push-button technology”

and
Cons: applicability to relatively small

finite state systems only

Task: to verify (model-checK) the control
layer of the wireless ATM

communication protocol Mascara
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Abstraction and
Compositional Technigues

Abstraction:

Does system S satisfy property f ?

abstract
interpretation

“preservation”
F T ey
& N\

- 7

abstraction

Safe abstractions:

Every property checKed to be true on the
abstract model holds for the concrete one
as well.
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Abstraction and
Compositional Technigues

Compositional approach:

Divide et impera!

Mascara_Cortiol_MT |

e —
S T
p—
F [ansameses. ] [
e
[secscrzcoony ] [jsaresecy R SRS
—
GG Mk y MCRE2TY
[orezmany
Commeny
el
s | - R
T——
> hadccamond
i
e e e il
S e,
- M, [ el
[veare raen ]
e
[ ey
[~k ]
s [ oncamss) ]
&
MRCRIMIC),
[movcanmcs) ]
Lo o MGHC_MMDC NS | MRGL
o
j— 2
L 1 s i [ ]
Y
[ressure rizre ]
Y
oo
Tl —_—, 1 WGHCMSS
-
mmmmmmm
Trrorvonty 1
[ wonozucns ]
e
[woseomomy ]
.
DO 0 DMACM)
MPOL_ERRCRS [memmmm ] [ 0]
S et aow
4
e Yepons
[ ] i o
[imrcnen
et
e e
AcatchiskionvaMT_cortrolpr View. 2/ Page:2

5

10th SDL FORUM, JUNE 26-29, 2001, COPENHAGEN



Mascara Protocol

[ ragaramma b e
AWM Comtra | ATH

Access platform
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awnitch

Terminal '*1‘:_

Foint

A medium-access layer for wireless ATM
communication in local area networKs,

developed within the WAND project

(Intracom)

* Cell-delineation
* Transmission frame adaptation

* Header error control

Cell-rate decoupling
* Operating over radio [inks
Mobility features
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Mascara Protocol (continued)

ATM Layer

= ]

Layer Control
Protlocol

Encap

Message

ulation

MASCARA
Control

Control Segmentation &

Reassl,emblv

Wireless Data Link Control

MAC Data Pump

Physical Medium Dependent Layer
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Mascara Control

Function: to maintain and to manage

associations and connections

Sub-entities:

Dynamic Control

sets up and tears down associations and
connections, performs address management and
resource allocation

Steady-State Control

monitors current associations and the quality of
radio environment, initiates in time handovers
(change of associations)

Radio Control

upon a request instructs the radio modem to tune
into a specific radio frequency and reports back_
whether it succeeded or not

Generic Mascara Control
brings into operation and terminates the entire

MAC layer.
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Model-checking Environment

ObjectGeode design <_)f the _SDL—specnjcann, synt.ax checking.,. .
debugging using the ObjectGeode simulator facilities
sdl2if automatic translation of the SDL-specification
into the Intermediate format (IF)
LIVE automatic transformation of the IF specification
reducing the state space of the model
tonml automatic translation of the obtained
ltepm IF-specification into DT Promela/Promela
Spin/DTSpin model checking the model
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Bottom-up Verification

o« How to break-up complex program into smaller
entities?

o How to close the smaller components in order
to feed them into the model-checKing

environment?

a How to simplify and abstract these components
to withstand the state-space explosion?

o How to proceed from the verification of small
components to the verification of blocKs
constructed out of these components?
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Modelling Environment

(control abstractions)

environment model

ISolated
component

Chaotic environment
o all traces are allowed |1 abstraction is safe;
a can be constructed fast and routinely

a the structure of the entity under investigation
is left untouched

a it can cause ‘false-negatives”

o redundant behaviour can increase the state
space

Solution: embedded chaotic environment
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Inputs from the Environment

)

A B C
/* input / input 7 input
from en— from en— from withi
vironment * vironment * *f
‘further further further
A actions' B actions' C actions'

C
TP ; i
_r /* from within
f* timer added < the system */ <

for process P *

on—determ.
decision’

further
C actions’

'no signals from
the environment within

‘imitate an ‘imitale an - P
input of A’ input of B the current time slice
SET SET SET
(Now,T_P) (Now,T_P) (Now-+1.T_P)
further further g
A actions’ B actions’
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Transformation of timers
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Applying Safe Abstractions

CONCRETE MODEL ABSTRACT MODEL

abstraction
>

model-checker
analys‘e\ / \

counter-example vyes
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Data Abstractions

ldea:

Replace data values by descriptions (abstract
values) and “mimic” operations. Then every
universal property checKed to be true on the

abstract system holds for the concrete system
as well.

a, b OVal
«0p U Val x Val
Y. «Val - p(Val) Melo)
concretisation a~-"—"—""-- =P
function y: P(Val) - 4 Val
abstraction
function
—=
v, V', w O Val V. Vv "
op U Val x val op

(a, y) Galois Insertion

[Cousot & Cousot 77

Clarke, Grumberg & Long 92
Graf & Loiseaux 92

Dams, Gerth & Grumberg 94]
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Time abstraction

3-values abstraction:

s off on(NOW)\
P (A

1,23 .. -1 off on(NOW-+1)

Spin ? DT Spin

Time-dependant property | verification of
the concrete model in DT Spin

Property that should hold for all timer

settings |1 werification of abstract model
in Spin

No clear dependence on time [1 2?7
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Time abstraction (continued)

No clear dependence on time L]
Do you really think the property holds?

If yes, try to verify the abstract model first;
if the property is proved then stop,
otherwise switch to the concrete model

Reason:

An abstraction adds some behaviour ;

if the property is disproved, it should be checked
whether the erroneous trace given by Spin is a
real error or a false error caused by adding
behaviour.

DT Spin guarantees that timers expire in the

correct order U less “false-negatives”
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An Example:
Abstracting Radio Control

Property (formalized in LTL)

“Whenever, after initialisation,
the radio control manager receives a

request AcquireNewAP(newchannel)

the RCM-process responds either
positively or negatively (AcquireNewAPoK_
or AcquireNewAPKo).

Moreover, the answer is sent in a given
amount of time after getting the request.”

was proved for the component closed in a
chaotic environment with the only restriction
on the number of signals that can be send
per time unit.
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An Example:
Abstracting Radio Control

(continued)

pracess ACHM

TIMER T_RCM;

ACOUIRE_NEW_aP
( It )

SET (HOW.k, T_RCM] ACOUIA E_NEW_AF‘_L‘:IK> ACOLIREN EW_.AP_HD>

E

Abstract Radio Control Manager
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Verifying Mascara

Reachability checks: 4 distinguished state
will be eventually reached”.

* Analysis of the unreachable code detected
by Spin

* Assertion violations

Safety properties:
“Nothing bad may happen”.

» Variables are not out of range

Liveness properties:
‘Something good has to happen”.

Response properties: “Every request
is eventually confirmed”  and
“Every acknowledgment is caused

by a previous request.

 Bounded response properties:
The confirmation comes within some defined

amount of time.
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Errors found

programming errors
e Forgotten branches in case distinctions
« Mal-considered limit cases in loops

race conditions
ambiguous receiver
unspecified reception
variables out of range

components waiting for a reception
confirmation that does not come

10th SDL FORUM, JUNE 26-29, 2001, COPENHAGEN

21



A Time-Dependent Safety Property

Safety requirement:

‘never the access point relinquishes an
association before the mobile terminal does”

In LTL: Ij(‘bmt-lost - q)ap-lost)

Omtiost — the access point gives up the
association sending the signal M7 _Lost.

®ap-lost — the mobile terminal gives up the
association.

The property holds if min(Tase) > max(Tom)

Tar> (Max_Time_periods + 1) «T iaq_porr +
( I /‘ZUZL_ M ax —1) T frame_start

Taa< (Max_Cellerrors) «T goe perios +
(Max_AP_Index+1) «T xear
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Conclusions

* Model-checking is an effective way of
debugging.

* Reports of a model-checker about
unreachable code are a cheap and easy way

for the following debugging.

 Shortest trail option greatly simplifies the
analysis of the cause of the error.

 Verifying simple properties is very fruitful
for finding errors.
 Tools supporting abstractions are needed!

Just with applying the Live tool, the state

space is in average reduced by one order
of magnitude.
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