Project: Verification of Complex Hierarchical Systems (VOCHS)
Principal Investigator: dr.ir. T.A.C. Willemse
Funding Organisation: NWO (2010–2014)
Summary of the Research Project
The Compact Muon Solenoid (CMS) research group at CERN is responsible for one of the four
experiments in the Large Hadron Collider in Geneva. The software, controlling this experiment,
consists of 20,000 finite state machines, which are strictly hierarchically organised. The complexity
of the software has grown out of hand and it is not predictable anymore. This is becoming a
nuisance. Consequently, the CMS research group currently invests in the verification thereof by
translating the finite state machines to mCRL2, which is a behavioural specification and analysis
methodolgy which we have developed.
Verification of small constellations of state machines is quite straightforward. However, the
verification of the entire system consisting of 20,000 parallel components is of a different category,
which cannot be done by CERN alone, but requires our skill and experience. We are convinced
that the hierarchical architecture enables us to prove the correctness of this massive control system.
As the Large Hadron Collider will become fully operational in the coming years, an urge is felt to
get the software right.
In tackling this problem, we pursue two main approaches concurrently. The first approach is
to employ (symbolic) PBES technology that we have developed for the verification of modal properties. Our second approach is to employ the sheer power of parallel processing using (distributed
clusters of) multi-core cpus for solving BESs resulting from modularised PBESs.
This project is geared towards the verification challenge at CERN; its underlying purpose is
to increase the verification capabilities as a whole.
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Description of the Research Project

1.1

Scientific Quality

Background
The CMS research group at CERN1 is responsible for the Compact Muon Solenoid (CMS) experiment. This is one of the four groups at CERN responsible for particle detection experiments
conducted using the Large Hadron Collider (LHC), which will become operational in mid November 2009. The CMS detector has a diameter of 15 meters and weighs approximately 12,000 tonnes.
The experiment is monitored and controlled in real-time by a complex hierarchical control system
consisting of approximately 20,000 finite state machines that is primarily responsible for switching
the experiment on and off.
The CMS research group observed that the complexity of this control system has grown out
of hand. The system repeatedly lost track of parts of the experiment due to ‘inadvertent’ oversights in the software of these finite state machines. Realising that the problems that the CMS
research group are facing could not be solved solely by increasing the effort in (re)programming
the finite state machines, but are fundamental to the complexity of the entire system, we have
been approached to analyse the control system.
A first experiment showed that the finite state machines could straightforwardly be modelled
in mCRL2, see [32]. Moreover, relying on process algebraic reasoning and model checking, we
were able to thoroughly analyse the behaviours of combinations of a small number of non-trivial
finite state machines. Based on our findings, the CMS research group has decided to invest in a
systematic translation of the finite state machines to mCRL2. To this end, it has assigned one
(and soon maybe two) persons to this task; furthermore, they have started to make an inventory
of functional and performance properties that the CMS control system should satisfy.
Clearly, the CMS research group is currently exploring which technologies can be used to bring
their massive control system into check; they are willing to invest time and learn alien technology.
A successful application at CERN will draw substantial attention to the behavioural modelling
and analysis techniques developed within computer science.
1 See

http://cms.cern.ch/
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The problem that we foresee is that current technology will fall short when verifying the
correctness properties for the full control system consisting of approximately 20,000 finite state
machines. Our current technology works well with moderately complex systems, but thus far, no
systems of this scale have been verified. It is obvious that a successful verification of the properties
will be a huge challenge.
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Figure 1: Architecture of the real-time monitoring and control system of the CMS experiment
The architecture of the CMS control system follows the SMI++ Framework [19]. In fact,
this architecture is used in all four LHC experiments, and is quite common in other large scale
experiments. A characteristic of this architecture is the regularity and relatively low complexity of
individual finite state machines; the main source of complexity is in the cooperation of these finite
state machines. Cooperation is strictly hierarchical, consisting of several layers, see Figure 1 for
a schematic overview. At the top, there is only a single controlling finite state machine. Devices,
which can be hardware or software, are typically found only at the bottom. Commands are refined
and propagated down the hierarchy and status and alarms are sent upwards. It is our conviction
that a successful verification of the full control system can only be achieved by taking advantage
of this hierarchical architecture.
Methodology
The verification of systems as complex as the ones at CERN can be achieved only through the use
of an expressive and flexible mathematical framework. The framework of Parameterised Boolean
Equation Systems (PBESs), first studied in [42] is ideally suited for the task at hand. This
framework provides the theoretical backbone to successful verification tool sets, including the
CADP tool set2 and the mCRL2 tool set3 .
The general approach to verification using PBESs is illustrated in Figure 2: it is a modular
process in which first several specifications (e.g., a behavioural specification and a modal formula)
are combined to yield a PBES. The second step in the process is to use a suitable solution technique
for PBESs. As a third step, the PBESs can be mapped to the simpler formalism of Boolean
Equation Systems (BESs) [40]. The innovation in this methodology is that all artefacts can be
manipulated with dedicated techniques at each stage.
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Figure 2: Verification approach using Parameterised Boolean Equation Systems
2 See
3 see

http://www.inrialpes.fr/vasy/cadp/
http://www.mcrl2.org

3

Many complex verification problems can be mapped onto the above verification methodology.
Prime examples thereof are the verification of first-order modal µ-calculus formulae for process
algebras such as Lotos, µCRL and mCRL2, see [43, 23, 27, 29]; the problem of deciding behavioural process equivalences such as strong, weak and branching bisimilarity for infinite state
systems [39, 14]; and static analysis of program code [22].
A study into the foundations of the PBES framework was conducted by Groote and Willemse,
see [28, 30]. The theory of PBESs revolves around the concept of a solution. Automated solution techniques for PBESs, based on symbolic approximation and Gauß Elimination have been
investigated by Groote and Willemse in [27, 29]. Further approaches to solving and manipulating
PBESs are pattern-matching [28, 30], weakening, strengthening, see [30], invariants, see [45, 46]
and automated static analysis techniques [44].
In practice, an important step towards computing the solution of a PBES is through enumeration, see [42, 15, 43]. This reduces the problem of solving a PBES to the problem of solving a BES.
The latter problem is known to coincide with solving a Parity Game, see e.g. [40]. Algorithms
for solving the Parity Games can therefore be used for solving BESs, and vice versa 4 . A bunch
of solving algorithms are known from the literature, e.g. Zielonka’s algorithm (ZA) [53], Small
Progress Measures (SPM) [35], and Strategy Improvement (SI) [51].
Interestingly, all known solving algorithms use exponential time in the worst case. However,
the question whether a polynomial algorithm exists at all, is a long standing open problem (the
problem is known to be both in NP and in co-NP).
Challenges
The main challenge in verifying the CMS control system is in tackling the sheer size of the verification problem. This, we are convinced, is where we can employ the full strength and flexibility of
the PBES framework. Unlike many frameworks, the PBES framework allows for two orthogonal
strategies to address verification problems, which we address below in detail.
a) Symbolic Strategies A PBES typically is a finite, symbolic representation of a verification
problem. As such, it is open to symbolic solution preserving or reflecting manipulations that aim
at reducing the computational complexity that is associated to solving the PBES. Inspired by the
verification problems we expect to address in the CMS control system, we foresee the following
lines of research in this area:
1. The hierarchical structure of the CMS control system will lead to high degree of confluence in
the state space. Confluence reduction at the level of a symbolic description of the state space
has been reported to lead to exponential reductions in state space size, see e.g. [9], although
typical reductions are often less extreme.
However, there are two twists to using this technique. A first disadvantage of this technique is
that most confluence reductions only preserve a subclass of all possible properties one wishes
to express. For instance, livelock-freedom is not reflected under many confluence reductions.
Second, confluence reductions based on state spaces are not sufficiently powerful, since they
are blind to the specific property that is to be verified. The latter dynamically characterises
when actions are important to the property and when they are not. For instance, distinguishing
a
b
between a transition p0 −
→ q and a transition p1 →
− q is needed only for (sub)properties that
refer explicitly to actions a and/or b.
Both problems disappear in the framework of PBESs: the translations to PBES typically
code all relevant process and property information, and prune all irrelevant information. The
challenge remains to formalise a notion of confluence for PBESs. Starting point for this will be
the work on confluence reductions for processes, e.g. [9, 26].
4 Henceforth,

wherever we write BESs, one should also read Parity Games.
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2. Real-time verification using PBES technology is currently not well supported, meaning that
it is unlikely that we can verify the performance properties for the CMS control system that
are currently being defined. A major problem is the fact that enumerative strategies do not
work on dense domains. However, several starting points are available for solving this in the
framework of PBESs.
Of particular interest are the regions and zones concepts that can be found in the setting of
Timed Automata [1], which have inspired the development of Kronos [12] and Uppaal [38, 6],
and Parametric Timed Automata [2, 33], which have inspired tools such as TReX [4] and
IMITATOR [3]. Moreover, we expect that the high degree of hierarchy in the overall CMS
control system, will lead to effective combinations of the techniques for computing zones and
efficient symbolic reachability algorithms. Here, e.g. [10, 11] serve as a starting point.
A further challenge is to define abstract interpretation techniques for soundly approximating
the solution of a PBES, and apply these to verify performance properties. An inspiration to
this approach is the work conducted in [31, 34].
3. Proving the correctness of symbolic manipulations on PBESs ultimately relies on showing
a mathematical correspondence between PBESs before and after these manipulations. Such
proofs are notably hard to give due to the complexity of the concept of solution of a PBES, see
e.g. [30, 15, 45, 44], but may become easier by employing finer-grained equivalences.
This calls for a study of equivalence relations for PBESs that are finer than the equivalence
relation that is induced by the de facto concept of solution in PBESs. Note that the equivalence
relations themselves are not the objective, contrary to the process theory setting. Instead, they
facilitate correctness proofs, avoiding tiresome and errorprone deductions. Moreover, symbolic
manipulations are often intimately related to equivalence relations; e.g., confluence reductions
are related to branching bisimilarity, see e.g. [9], and discretisations of real-time systems are
related to time-abstract bisimilarity, see e.g. [1].
A by-product of such studies is an additional machinery of efficient reduction techniques: as
recently argued in [37, 48], bisimilarity-inspired reduction techniques can lead to remarkable
reductions in the times required to solve BESs. In a similar vein, equivalence relations have
been shown to reduce the complexity class of difficult problems, see [21].
b) Brute force strategies. Symbolic manipulations generally do not solve a PBES completely.
Enumeration, i.e., computing a BES from a PBES, is a proven strategy for doing so. Recall that
the resulting BES can be viewed as a Parity Game, so Parity Game solvers can be applied to the
result directly. Despite the reductions we can achieve using symbolic manipulations, we will still
be confronted with massively large BESs. This is especially the case for PBESs encoding real-time
verification problems. Below, we provide details for tackling this issue.
1. The process of enumerating a PBES is akin to that of generating a state space from a symbolic
representation. Given this similarity, this process is a likely candidate for parallelisation
on (clusters of) multi-core workstations. Starting point will be to apply techniques for
distributed LTS generation from [7] to BES generation.
In most cases, we are interested in a partial solution: A truth value for one particular
variable occurring in the PBES. The generation of BESs can be combined with on-thefly solving strategies. Basically, using partial solutions, generating the entire BES can be
avoided. Doing so in a parallel setting, however, is extremely challenging, because the
optimal scheduling of subtasks starts to depend on their actual solution. We expect that the
hierarchical structure of the CMS control system will allow for a perfect distribution of the
enumeration process over the available processors.
Another challenging prospect is to apply BDD-techniques during the generation and maybe
even solution of large BESs. In [10], we have shown that BDD techniques can be greatly
beneficial, even when only an enumerative interface to a Labelled Transition System is
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present. This can dramatically decrease memory and time requirements of the generation
process. Again, it is a challenge to combine this technology with solving the BES on-the-fly.
2. Combining generation and fully solving BESs may sound attractive, but it may come at
the cost of some undesirable overhead. Hence we want to restrict on-the-fly partial solution
computations to linear-time preprocessing. This means that in the end, a fully generated
BES, encoding the core verification problem, still has to be solved.
Practically, recent findings, see e.g. [20, 36], report that the SPM algorithm due to Jurdzinski [35], is outperformed by other algorithms, such as ZA and SI, but this is of course
dependent on the application domain. Also, typically these algorithms have a high degree
of non-determinism, and a heuristic search strategy could have dramatic impact on the
practical effectiveness.
Parallelising algorithms for solving BESs, is a promising direction. Being able to take full
advantage of contemporary multi-core cpu processing power can reduce the time to solve the
BES substantially. We have made an initial step in this direction with the parallelisation of
the SPM algorithm, see [47].
Parallel implementations and new parallel algorithms can shed new light on the practical
applicability of parity game solvers, and reopen the debate of what the most effective (parallelisable) algorithm is, given a particular application domain. In the end, parallel algorithms
may even shed new light on the true complexity of solving parity games.
3. The last line of challenges is to minimise the BES after generation, but before solving it. In
particular, we want to investigate if the bisimilarity-inspired reduction techniques of [37, 48]
can be made to run effectively on (a distributed cluster of) multi-core cpus. Again, the
hierarchical structure of the CMS control system is expected to lead to huge size reductions.
Also, it is worthwhile to investigate whether the heuristics of [20] can be readily adapted to
a distributed or multi-core setting. Here our experience with distributed bisimulation reduction for Labelled Transition Systems and Markov chains [8] and the distributed detection of
strongly connected components [5] will be the starting point of our research.
Addressing the abovementioned topics is pressing for solving the verification problems at
CERN. However, it is clear that the outcomes of the project serve a larger problem domain
and will add to the applicability of model checking for verifying industrial systems in general.
Related Work
Systematic investigations of the foundations of the PBES framework have been conducted only
recently, see [28, 30, 15, 45, 46, 44]; many of these investigations were done in the context of
the Dutch COMFORTS project that revolves around the PBES framework. The number of
application areas for PBESs, as mentioned earlier, has been steadily increasing, see in particular
the works of Chen et al [14] and Lin [39] on process equivalence relations; the initiating works by
Mateescu [42, 41], Groote and Mateescu [23], Groote and Willemse [27, 29], Van Dam, Ploeger
and Willemse [15], and Mateescu and Thivolle [43] on model checking data-intensive systems. The
inspiring work by Zhang and Cleaveland [52] is the first in which a formalism based on BESs is
used for verifying a formalism in which both data and time play a role. The mCRL2 tool suite
offers a range of tools for constructing, manipulating and solving PBESs.
Closely related to the works on PBESs is the steadily increasing body of work on verifying
µ-calculus formulae using other frameworks. Among these, we find Parity Games [17], which have
been studied in their own right, and for which many tantalising results have appeared over the
years, see [51, 35, 49].
Local, National and International Collaboration
The research conducted in the project will take place in the Design and Analysis of Systems
(DAS) research group at the Eindhoven University of Technology (TU/e), headed by Prof.dr.ir.
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J.F. Groote, and the Formal Methods and Tools (FMT) research group at the University of Twente
(UT), headed by Prof.dr. J.C. van de Pol.
The DAS group specialises in developing verification methods and analysis techniques for
complex reactive systems. The theory, developed in this group, is consolidated in the mCRL2
specification language, see [24, 25], and its verification tools are based on PBES technology. The
FMT group of the University of Twente develops and uses formal techniques and tools as a
means to support the development of software. This includes the development of formal theories
of concurrency, design methodologies for distributed systems, and correctness assessment using
verification or validation techniques.
Some projects currently running in these groups that are relevant to the research are the
following:
1. VeriGem (TU/e and UT): addressing the verification problem with brute-force methods by
using multi-core computers and clusters of computers. Among others, BESs, generated from
PBESs, serve as input to the project.
2. COMFORTS (TU/e): translating verification problems, such as various process equivalences
and model checking problems, into the PBES framework, and study techniques to analyse
these within the PBES framework.
3. MCMC (UT): addresses distributed algorithms for model checking, investigating, among
others, non-standard solutions, such as the use of external memory (disk) or specialised
hardware (stream processors).
Both groups have strong ties with national and international research groups and institutes. These
include groups in Nijmegen, Amsterdam, Aachen, Reykjavik, Grenoble, Maryland. The research
will be conducted in close collaboration with Prof.dr. R. Cleaveland of the University of Maryland,
and director of the Fraunhofer USA institute. The collaborations with the CMS research group
at CERN are facilitated through our cooperations with dr. F. Glege.

1.2

Application Perspective

The basic motivation for studying and improving behavioural analysis techniques is to improve
computer controlled systems. Constructing correct programs, especially in the context of parallel
and distributed systems, is a tremendously complex task. This leaves little room for doubt on
the importance of behavioural analysis techniques, and, especially improving upon these, as they
typically contribute to the quality of programmed systems and the effectiveness to construct them.
Throughout the years there has been a growing interest, albeit slowly, in the application of
formal techniques. This slow uptake has a number of reasons, viz. the gap between the workforce
of programmers that expect out of the box tools for verification and the required knowledge and
skills to fruitfully use contemporary behavioural analysis techniques. The fact that most tools are
‘academic’, without too much concern for usage by the average programmer does not help, as does
the lack of desire in companies to change their current way of working. Tool sets that support
practical applications, e.g. mCRL2 and CADP, typically have a steep learning curve and require
a thorough training to use. Furthermore, the lack of a commonly agreed upon, standardised
language that is sufficiently expressive and a suite of accompanying analysis methods, does not
help.
Our primary concern is that technology is being developed from a scientific perspective. We
want to know its strengths and weaknesses, and use this knowledge to come up with more effective
and conceptually cleaner methodologies. We also find it important that the tools, methods and
techniques are freely published to foster a community of researchers. Therefore, we take great
care in publishing both scientific and introductory information about our methods. Moreover,
all our software is provided in an accessible form, free for anyone to use and contribute to, even
commercially. So far, this attitude has led to a slow but steady uptake of the mCRL2 toolset
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in the academic world (e.g., Luxembourg, Darmstadt, Teheran, Amsterdam, Eindhoven, Twente,
Leiden, Geneva, Copenhagen, etc).
In recent years, several autonomous market parties in the Netherlands have started to develop
and deploy formal analysis tools geared towards programming embedded systems (notably, Verum
with the ASD toolkit, and Imtech with I-Matic). While these companies have their proprietary
specification languages, verification issues are typically delegated to academic toolsets, including
FDR and mCRL2. Besides that, they invest heavily in model based code generation and they go
to great lengths to guarantee customers satisfaction. The existence of such companies made it
possible for multinationals like Philips to prescribe the use of formal methods in some development
trajectories of their products (e.g., Philips Healthcare in Best).
In view of the above developments, we have little concern that the technology developed as a
result of the research project can find its way in society. In isolation, our projected achievements
at CERN will already be an effective outlet.

2

Project Planning

The four-year planning of the project is as detailed by the Gantt Chart in Figure 3. Numbers in
the bars correspond to the research directions listed under a (page 4) and b (page 5); dashed lines
indicate common issues between activities. The main tasks are clustered horizontally in three work
packages; WP1, assigned to Eindhoven, and WP2, assigned to Twente, will be allocated to Ph.D.
students working in the project, and can be run independently. Training of the Ph.D. students
is facilitated through the research school IPA. WP3 will be allocated to a part-time scientific
programmer. The scheme allows for flexibility and switching of tasks in the work packages if so
required. The dependencies of tasks a.1 and a.2 on a.3 is weak and can be coped with in case a.3
should not lead to success; task a.3 is not a full-time task.
Research conducted within the project will combine advancements in the PBES theory with
periods of reflection on these advances. Reflection is achieved via applications to the CMS control
system. Programming is taken care of chiefly in WP3, with guidance from WP1 and WP2; we
expect programming tasks to be relatively small given the facilities that are currently available.
Given the priority of verification of functional properties of the CMS control system, we prioritise research that will lead to results in these domains most quickly.
Start
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Figure 3: Four-year workplan for the project.
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Requested Budget

It is not expected that the project will require additional computer resources. The project will
require the standard salary and bench fees for two PhD students for four years (2.0 fte) and the
salary of a scientific programmer for the duration of three years (0.3 fte). The total budget is
440ke.
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