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Networked 
resource-
constrained
embedded 
systems

iLighting the World
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Expertise

• Coordinated applications
– distributed applications, that we want to regard as the composition of 

distributed services
• add resource properties (or: extra-functional properties) to interfaces
• new methods for discovery, scoping, protection

• Embedded computations
– increase #computations/Joule

• mappings of algorithms to special-purpose hardware

– balance computation with resources
• adaptive (scalable) algorithms, resource & quality management

• Predictable platforms
– interfaces, mechanisms, methods for real-time scheduling of tasksets
– implementations
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Coord.
Appl.

Emb.
Comp

Pred.
Platf.

Auto
motive

Light
ing

Health Media

iLighting X x x

Ensure x x x

SOFIA X x x

WASP X x x

Vitru
vius

X x x
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vius

ViCoMo X x x

Verified X x

InVec
Net

X x

SPITS x x x

COBRA X x



Goals for the domain of RCNES
• Knowledge and know-how

– design principles, architectures, algorithms, methods
– system descriptions, models, properties, theory

• Systems and applications that have efficient, predictable and dependable 
behavior
– also the process of developing these systems: proper techniques and 

primitivesprimitives

• Obtain and maintain software and systems
– representing our knowledge and know-how

• tools as well as systems [OSAS, uC/OS II 

– admitting to build on top of previous work

• Input for teaching
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Methods
• Analysis

– typically based on a model
– study the effect of a collection of assumptions / restrictions  / requirements 

representing an application domain
– determine metrics, trade-offs

• Design and realization
– building a system

• to understand the challenges and deeper problems
• to develop techniques, new solutions

– basis for model building and experiments

• Experiments
– measurements on a realization
– simulations of a model
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Smart Spaces
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• Smart Space: a (living) space with
– embedded technology...

• ‘regular’ CE & computing devices
• smart nodes: sensing, actuating, communicating, computing

– ...that is networked...
• wireless, mostly

– ...designed to collaborate and share...

Smart Spaces

– ...designed to collaborate and share...
– ....  to interact with / serve users...

• maximum autonomous operation
• provide services with minimal user effort

– ... and the electronics these users carry
• e.g. body sensor networks, personal  

electronics
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Examples

• Lighting: 
– adaptive lighting

• preferences coming from user, 
automatically brought into the space

– lights as output medium
• e.g. warning, from outlook appointment Sachin Bhardwaj, Tanir Ozcelebi, Johan Lukkien, 

Smart Lighting Using LED Luminaries,
IEEE PerCom SmartE 2010.

• Sensing:
– gesture recognition, voice commands

• to control elements  (actuators) in the space
• to use as input media for private purpose

– long-term monitoring
• patient observation, elderly monitoring
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Scenarios in a smart space
• Focus not just on functionality

– given enough time and money we can make just about anything

• Include change scenario’s, e.g.,

Can we make system components such that future, as 
yet unforeseen, cooperations and adaptations are simply 
realizable, and actually work?

• Include change scenario’s, e.g.,
– new devices / users enter the space

• how to understand the messages?
• how to generate and install new functionality (e.g. automatically and invisibly 

coming from/to the new device)
• how to become part of the space?

– several users sharing a device
• how to manage this sharing? access control?

– saving energy  
Johan J. Lukkien, j.j.lukkien@tue.nl 
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Smart space requirements

• Smart Space requirements
– programmable and configurable – wished behavior can be imposed
– sharing of services – by concurrent (distributed) applications
– separation of coordination and service – separate application logic from 

device functions
– integration with the regular IP infra structure

• Basic functionalities provided by nodes to the network
– ‘Code’ load – to define services, configuration
– Discovery - detection of nodes, services, resources
– Service/Resource Monitoring & Management
– Service composition/coordination– by third party

• Lightweight architecture: how to provide this with low-capacity nodes?
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OSAS @ TU/e
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OSAS Framework
• Open Service Architecture for Sensors (OSAS)

– language, to program the entire network (‘macro-programming’)
• with concepts of a service, events and subscription
• and content-based addressing

– virtual machine definition (byte code ISA)
• has access to a set of system calls (OS-provided functions)

– message format
�������

WASP Project
IST.034963 Project

• Four tools
– Compiler
– Loader
– Runtime system
– Simulator 

• runs same runtime 
system 
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OSAS Framework: Programming Model

• Nodes run services:
– A service has event generators and event handlers.
– A link between a generator and a handler is called a subscription.
– Interaction between services by a asynchronous remote procedure 

call
• upon firing of the event
• or simply as part of a handler

WASP Project
IST.034963 Project

• WASP Service Composition Language (WaSCoL)
– Specification of services with event-condition-action rules

• condition is evaluated in a time-triggered fashion; when true, fires the action 
which may call a handler

– Composition of services (i.e. subscriptions)
– Use content-based addressing to associate node with service
– Programs can be developed and loaded incrementally

Johan J. Lukkien, j.j.lukkien@tue.nl
TU/e Informatica, System Architecture and Networking

15



Run-time organization

OS access
+ computational 
library

WASP Project
IST.034963 Project
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Application program

Install subscriptions

any node

Install services
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Connection by subscriptions
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WASP Project
IST.034963 Project
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Q & A
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• How can this approach limit communication energy?

• How general is this? Does it need standardization?

• What about multi-hop?

• How do two different programs ‘live together’?

• How do I extend an already running system?

• How to discover nodes and services?

• How to connect to IP?
Johan J. Lukkien, j.j.lukkien@tue.nl 
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How can this approach limit communication energy?

• Needs: an interface to pass timing information...
– derived from subscriptions...
– .... and neighbor information

• ... and a MAC 
protocol that uses 
thisthis
– e.g. WISEMAC, 

TRAWMAC
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How general is this? Does it need standardization?

• The messaging assumes a link; it can be bound to 
any link
– a LLC/MAC protocol 
– a 6lowpan transport overlay 
– a general IP overlay
– Zigbee messaging– Zigbee messaging
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What about multi-hop?

• A subscription defines a source-destination route
– mobility means: re-subscribing

• The language definition is powerful enough to specify 
general routing

• We have used it to implement a few common routing 
protocolsprotocols
– gradient routing
– path reconstruction (mobility)
– shortest paths spanning tree
– source routing
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How do two different programs ‘live together’?

• Message headers contain an ‘application id’
• Service s can now be addressed using (app_id, s)
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How do I extend an already running system?

• The xml-file is:
– output of the compiler – describes system symbols, their meaning 

and their mapping to integers
– input to the

compiler: as a 
description
of the running of the running 
system
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How to discover nodes and services?

• Inject a small heartbeat service, for all nodes
– reporting installed services,

subscriptions, 
system calls etc.
at regular intervals

• Subscribe to it

Program
any node

Install heartbeat

• Interpret using
the xml 
output
of the
compiler
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How to connect to IP?

• Application-level gateway: translation, including semantics
• IP overlay sensor networks: e.g. 6lowpan

– can connect transparently to sensors – may lead to ‘expensive’ protocols (SOAP)

• sensor networks overlay IP
– nodes are simulated on IP; there, powerful system calls are provided
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Some topics to work on

• Advanced user interfacing:
– a command service, that other services may subscribe to 

• set of standard command, up, down, left, right, ...

– different realizations:
• voice, gesture
• take a photo of the room and tap on ‘control points’

• Find focus of control of user
• Classify the current situation, execute scenario

– leasure, working, reading, telephone call

• Automatic feedback control, e.g. in lighting
• Performance: latency, throughput, predictability
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Vitruvius
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Conceptual architecture from proposal
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Uploading component: use case
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Overall architecture

1-3-2010
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Three levels of connections
• an internet connection as the basis
• to setup a secure and controlled connection
• which is then used to connect expert system 

and runtime

Terminology
– both BSN  domain and backend 

domain are called personal 
networks

– the connection is called a
federated personal network, fednet



Vitruvius system

Privacy:       good (3)
Openness:   neutral (1)
Connection: stand-alone

Sensor ID Install Data Monitor Event

ECG 10 dr. Rich
man

Heart 
rate
(0.2 
Hz)

Dr. 
Richman
Dr.
Young

SMS

Accel 98 Dr. 
Young

Posture Dr.
Young

none

Accel 47 Your
self

Sensor
(10 Hz)

Playstatio
n

331-3-2010



Vitruvius system

Privacy:       good (3)
Openness:   neutral (1)
Connection: stand-alone

Sensor ID Install Data Monitor Event

Dr. Richman requests you to join 
the Kempenhaeghe federation. On 
account of the Dutch Ministry of 
health we can trust this is true.

Kempen
haeghe

ECG 10 dr. Rich
man

Heart 
rate
(0.2 
Hz)

Dr. 
Richman
Dr.
Young

SMS

Accel 98 Dr. 
Young

Posture Dr.
Young

none

Accel 47 Your
self

Sensor
(10 Hz)

Playstatio
n
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D
ata access: use case

D
ata access: use case
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Rule
program

Rule
program

body firewall

body hub

(1) see architecture description
of fednet

(3) external data access and call-back
(Web services / P&S protocol / 
proprietary )

(A) control &
authorization

(2) rule program installation 
(upload, download)

policy & 
user consent

Body hub layering

(B) rule 
engine

4(b) sensor 
management, 
discovery

(C) sensor abstraction 
layer

ACC
driver

ECG
driver

database

4(a) sensor & history data access

(5) sensor-specific functions & 
behavior, invocation, registration, 
multiplexing of same sensor types

SENSORS
36
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‘Remote rule engine’

Rule (engine) proxy

DSS Standard interaction
rule engine – DSS
(separate processes) 

Backend

37

(B) rule 
engine

Rule
program

Rule
program

Rule (engine) proxy
(separate processes) 

Protocol – choice:
- Vitruvius proprietary

- enough for the proxy to map
to the RE-DSS protocol 

- Open, making a ‘generic’ connection
technology possible

- Connection setup: 
- which partner has initiative?

Body Hub

1-3-2010 VITRUVIUS D1.1a - v0.2



Components, and processes

body hub

OSAS LoaderRule
engine

UI

Authori

Body 
Fire
wall

Sensor
abstrac
tion

38
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U
ploading com

ponent: 
sequence diagram

U
ploading com

ponent: 
sequence diagram
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Security considerations

40
MAC, secure channel
intrusion detection
data reliability

secure channel,
service access control

trustworthiness
of components
resource use



Threats and attacks
• a sensor may transmit wrong data (malfunction)
• wireless communication may be disrupted by interference 

(malfunction) or by a malicious person (malicious)
• the body hub may be tricked into running a wrong composition of 

components (mishandling)
• a sensor may be attached to the wrong patient (mishandling)
• an intruder might overhear or steal data (malicious), i.e., raw data • an intruder might overhear or steal data (malicious), i.e., raw data 

from sensors, processed data from body hub or backend system
• an intruder might install malicious software on the sensors, the hub 

or on the backend system (malicious)
• through physical interference the BSNs of two different persons may 

become mixed up (malfunction)
• a sensor may be associated with the wrong network, i.e. another 

patient carries the sensor (malfunction, mishandling)

41



Possible research direction
• Privacy : the level of control of information that an owner of 

information has. 

• Dependability: the ability to avoid service failures that are more 
frequent and more severe than is acceptable by a given bound. 
– Dependability is further detailed in Availability, Reliability, Safety, 

Integrity and Maintainability.Integrity and Maintainability.

• Trust represents the degree to which a trustor has a justifiable belief 
that a trustee will provide an expected service.

– trust is a measure for the risk the trustor takes or perceives

• Last 2 definitions are from the Trust4all deliverable 1.2, main authors: Muskens and 
Tokmakoff

VITRUVIUS Research Issues - v0.1 
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Privacy properties and interfaces
• Privacy properties

– a privacy property is a mapping from an information receiver R and a data item d to 
a data handling  property P: “R will only do P with d”

– examples: 
• R will  only display d on a screen
• R stores d for at most a period p
• R will (not) forward d
• R will d forward only to a set X of receivers
• operations R does with d (and that cascade from R) are traceable• operations R does with d (and that cascade from R) are traceable

• Guarantees
– privacy properties can be guaranteed and enforced to a certain level
– privacy properties are certified at the interface 

• this requires a certification structure plus  authorities

• Negotiation / Coupling
– Upon information echange between a Source S and Destination D privacy 

requirements of D and S are connected and negotiated.  

VITRUVIUS Research Issues - v0.1 
j.j.lukkien@tue.nl
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Demo setup
• OSAS

• receives low level event
• time occurrence of heart beat

• computes 
• interval between any two heart beats
(RR interval)

• runtime library
• receives low level events 
• does some processing

• heart rate accelaration/ /deaccelaration

• gaston run-time running on
backend

• detect high level events
• rate of increase/decrease of heart
rate in an interval (e.g epileptic seizer)

• configuration file on sensor
• detect heart beat (100Hz 
sample rate)

• specify time accordance of
heart beat to body hub periodically

44 1-3-2010

OSAS
ECG sensor

body hub
backendHardwarebridge

timed heart 
beat over 
802.15.4

serial line

USB FedNet tunnling 
over WLAN/LAN 
(802.11)TCP/IP 

message

time

OSAS lib

(time, RR)



Concluding
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Some results

• Light control system
– actively controlling light intensity 

according to user preference (coming 
from new device in the space)

• On-node ECG processing
Sachin Bhardwaj, Tanir Ozcelebi, Johan Lukkien, 
Smart Lighting Using LED Luminaries,
IEEE PerCom SmartE 2010.

• On-node ECG processing
– determine timed heart beats
– combine with accellerometer to 

have better diagnosis

• Connect a light to the heartbeats �

Johan J. Lukkien, j.j.lukkien@tue.nl 
TU/e Informatica, System Architecture and Networking

46

IEEE PerCom SmartE 2010.

Diana Albu, Richard Verhoeven, Johan Lukkien,
On-node processing of ECG signals, IEEE CCNC,
January 2010.



More results

• Herd monitoring in the WASP project
– use observations to adjust 

subscriptions
• e.g. animal moving -> step detection

– full in-network processing
– full over-the-air programming– full over-the-air programming
– context dependence:

• inside barn: all nodes reachable
• outside: use routing

• Smart space resource 
management architecture

Johan J. Lukkien, j.j.lukkien@tue.nl TU/e Informatica, System 
Architecture and Networking
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Conclusion
• Re-use of achieved results, shown in two projects
• Trend: component-based systems, with all extra-

functional properties towards the interfaces

• Note that the reported results are typically a technical, 
derived issuederived issue
– performance aspects (e.g. the overhead of discovery in smart 

space)
– analysis (e.g. real-time scheduling)
– algorithms (e.g. embedded heart-rate detection algorithm)

• Further observation (not in this presentation): comeback 
of concurrent programming
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