
Final Assignments

Below are 15 assignments about cryptographic systems. You must tell Ruben (signed and encrypted
by mail to r.niederhagen@tue.nl, 7BB8F395, with the subject starting with “[crypto2]”) your first,
second, and third preferred choice before June 19th (Thursday) 23:59. Whenever possible you
will get one of your choices. The topic will be assigned to you on June 20th (Friday).

Each assignment asks you to study some literature on a cryptographic system, and to write a report
of 6 pages; we may subtract points if the pages look too empty. These assignments are individual.

In your paper you should focus on cryptographic-systems aspects. This means that your paper
should cover all relevant cryptographic aspects of the entire system, such as key management,
which type of primitives to use where, which protocols to use where, etc., and you should provide
argumentation and motivation why the system is secure or not, and what exactly ‘security’ means
in this context. Focussing only on, e.g., cryptographic primitives is not sufficient in this assignment.

You should have a problem-oriented approach, i.e., clearly describe the security problem your liter-
ature is concerned about, the security requirements on the system level, and the way cryptography
is used to solve this problem and meet the requirements. At least address the following points
(when relevant to your situation):

• What is the exact security problem your literature addresses?

• What relevant (cryptographic) attacks do you see?

• What are the security requirements that any solution to the problem should meet?

• Give an overview of the solution that the assigned literature proposes. How is cryptography
used in meeting the security requirements, solving the security problems, defending against
the attacks?

• Address any additional topic mentioned in the assignment description below.

• Add your own comments and criticism.

The policy on copying and citing text not written by yourself as described in the first assignment
also holds for this assignment.

The paper will be judged on relevance, sensible argumentation, and also on readability.

Deadline: July 13th (Sunday), 2014 at 23:59.

Allowed languages: English.

Deliver your paper in electronic form by e-mail, signed and encrypted, to the specified supervisor
as a pdf document, again the subject line starting with “[crypto2]”. Make sure that your public
key is available, either in a public directory or attached to your email.

You will receive feedback and your mark by e-mail. The marks for the two assignments together
(i.e., 1/3 times the mark for the first assignment, 2/3 times the mark for the second assignment)
constitute half of the final mark you will get for Cryptography 2, the other half coming from Berry
Schoenmakers’ part of the course.

Most cited papers are available online (sometimes only from within the TU/e network). Books
should be in the TU/e library. If you can’t find papers and/or books, write us an email. You
can find some links on the resource page http://www.win.tue.nl/~bdeweger/Cryptography2/

resources.html.
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Individual Literature Assignments

Supervisor: Ruben Niederhagen (r.niederhagen@tue.nl, 7BB8F395)

1. Study SSLv3, TLSv1.0, TLSv1.1 and TLSv1.2. Give a clear description of the differences
of these versions of the protocols, and provide reasons for these differences. Take a look at
what data is transferred in plain text (e.g., during the handshake), what information could be
leaked by it, and how this leakage could be prevented (e.g., in case of the Dual-EC backdoor
by hashing of random data). SSLv3 is described in RFC 6101, TLS versions are in RFC 2246,
4346 and 5246. Also have a look at Eric Rescorla: “SSL and TLS, Designing and Building
Secure Systems”.

2. Study the weaknesses of TLS as pointed out in the paper “Lucky Thirteen: Breaking the
TLS and DTLS Record Protocols” by Nadhem J. AlFardan and Kenneth G. Paterson, 2013.
Include a description of their attack and suggested countermeasures.

3. The Tor Network does not use, e.g., steganography in order to hide Tor traffic; however,
there are mechanisms to prevent governments from blocking Tor. Study the security of Tor
in respect to censorship avoidance (e.g., blocking of Tor in China). What countermeasures
are discussed in literature (e.g., “How China Is Blocking Tor” by Winter and Lindskog)?

4. Study Kerberos v4 and v5. Describe in some detail their differences and the reasons for
them. Kerberos v4 is in the paper by J. Steiner, C. Neuman and J. Schiller, Kerberos v5 is
in the paper by J. Kohl and C. Neuman, and see also the paper by John T. Kohl, B. Clifford
Neuman and Theodore Y. Ts’o.

5. Study the BitCoin system. Search by yourself for more relevant literature next to the main
BitCoin paper “Bitcoin: A Peer-to-Peer Electronic Cash System” by Nakamoto.

Supervisor: Meilof Veeningen (m.veeningen@tue.nl, 1C291B4B)

6. iKP is a set of protocols for on-line credit card payments (see section 4.2 of Benne de Weger’s
lecture notes on Cryptographic Systems, http://security1.win.tue.nl/~meilof/files/
systems.pdf). Study µ-IKP, the extension of iKP to micropayments.

7. Make a study of the vulnerabilities in the EMV standard found in the last few years. Start
from the paper “Chip and PIN is Broken” by Murdoch, Drimer, Anderson and Bond, and
look at other relevant papers that are referred to on the ”Light Blue Touchpaper” blog,
http://www.lightbluetouchpaper.org.

8. Multi-party computation for two parties can be done relatively easily using so-called “Garbled
Circuits”. Explain how it works and discuss the security and privacy it provides. Use, e.g.,
“A Proof of Security of Yao’s Protocol for Two-Party Computation” by Lindell and Pinkas
(but skip the security proof).

9. Discuss the Helios e-voting system (see: “Helios: Web-based Open-Audit Voting” by Adida).
Which desirable properties of an e-voting system does it satisfy? Also discuss which properties
are missing or which aspects you think should be improved.

10. The new German identity card, introduced in November 2010, allows parties to access personal
data stored on the card via the internet. Discuss this functionality (e.g., start from the paper
“Electronic Identity Cards for User Authentication – Promise and Practice” by Poller et al.),
and look into the underlying cryptography by inspecting the standards published by the
German government (documents on www.bsi.bund.de).
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Supervisor: Andreas Hülsing (a.t.huelsing@tue.nl, 152BFF2E)

11. Study the concepts of Certificate Based Encryption (Gentry) and Certificateless Encryption
(Al Riyami). Work out some details and make a comparison between these two systems and
Identity Based Encryption and ordinary PKI.

12. Qualified Certificates / Signatures in the Netherlands: Research the situation. Give a de-
tailed description. Which are the relevant laws and guidelines. What are the added security
requirements compared to normal certificates / signatures / keys? Which model is used for
signature validation? Applications?

13. Long-term archiving: Find and discuss at least three different solutions to achieve long-term
validity of signatures in the literature. Look for example for Notary-based PKI, long-term
archiving solutions etc. Compare the approaches in terms of security and costs. What are
the advantages of each solution?

14. The Web PKI: In the lecture the problem of too many trusted certificates in browsers trust
stores was mentioned. This problem is known for some time. Find at least three different
approaches to cope with this problem. Keywords are certificate pining, white-listing, etc.
Describe these approaches. Compare the approaches in terms of security and costs. What
are the advantages of each solution?

15. Search for PKI related incidents from the last year (there were several). What happend? Why
could it happen? What were the implications, i.e., what were the attackers directly able to
do and what did they do? What broader attacks could they launch with these abilities? How
could these attacks have been prevented? How could the broader attacks (those executed and
those possible) be prevented (search the literature and make up your own mind)?
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