
Cryptology: Errata and additional content for lecture
on Thursday September 13

In the lecture we did not get through all content. As the next lecture is a guest lecture
that will focus more on real world constructions you find the missing content below (was
not too much anyway). In addition, I was made aware of a mistake I made which I want
to correct first.

1 Errata

There was a mistake / imprecision in the calculation of the success probability of distin-
guisher D in the security proof for Prf-Enc. The value of ε′ is a bound on the distin-
guishing advantage and not necessarily equal to it. Also, we should first get rid of the
absolute value, before we insert our bounds on the probabilities. Hence, we have
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2 Missing content

The following I only briefly sketched:

Pseudorandom Permutations (PRP) are the formal model for block ciphers. Let
F : {0, 1}n × {0, 1}n → {0, 1}n be an efficient, length-preserving, keyed function. We call
F a keyed permutation if for every k, the function Fk is one-to-one. We say F is an efficient,
keyed permutation if Fk(x) and F−1k (x) can be computed efficiently for all x ∈ {0, 1}n.

Definition 1 Let F : {0, 1}n × {0, 1}n → {0, 1}n be an efficient, length-preserving, keyed
permutation. We say F is a (t, ε) pseudorandom permutation (PRP) if for all t-time
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distinguishers D, the distinguishing advantage is bounded by ε:∣∣∣Prk←R{0,1}n
[
DFk(·),F−1

k (·)(1n) = 1
]
− Prfn←RPermn

[
Dfn(·),f−1

n (·)(1n) = 1
]∣∣∣ ≤ ε,

where Permn denotes the set of all permutations over {0, 1}n.

The asymptotic variant is

Definition 2 Let F : {0, 1}n × {0, 1}n → {0, 1}n be an efficient, length-preserving, keyed
permutation. We say F is a pseudorandom permutation (PRP) if for all PPT distinguishers
D, the distinguishing advantage is negligible in the security parameter n ∈ N:∣∣∣Prk←R{0,1}n

[
DFk(·),F−1

k (·)(1n) = 1
]
− Prfn←RPermn

[
Dfn(·),f−1

n (·)(1n) = 1
]∣∣∣ ≤ negl(n),

where Permn denotes the set of all permutations over {0, 1}n.

Proposition 3 If F is a PRP, it is also a PRF.

We will not prove this now. Informally, you can only distinguish by finding a collision (or
not finding a collision in expected time) which takes about O(2n/2) time.

The following we did not cover at all in the lecture:

2.1 Modes of operation

A block cipher itself is no secure encryption scheme. We have to randomize the encryption
algorithm. Also, we want to be able to handle arbitrary length messages. One way to do
this is simple repetition of a secure fixed length scheme. E.g., we can use Prf-Enc as
a variable length encryption scheme. In this case, Gen stays the same. The encryption
algorithm Enc looks as follows:

Enck(m) : On input of key k ∈ {0, 1}n and a `n-bit message m ∈ {0, 1}n` sample
ri ←R {0, 1}n for i ∈ [1, `] and output

c = 〈r1, Fk(r1)⊕m1, r2, Fk(r2)⊕m2, . . . , r`, Fk(r`)⊕m`〉

The decryption Dec changes accordingly.
This is pretty inefficient. While it allows for nice parallelization, it requires sampling of `n
random bits. In general we call such constructions modes of operation. The most popular
(not necessarily secure) modes are as follows. For all modes, key generation Gen just
samples a random n-bit key k ←R {0, 1}n. We only describe the encryption algorithms.



Electronic Code Book (ECB) mode. The simplest mode is of course plain application
of PRP F to each block:

Enck(m) : On input of key k ∈ {0, 1}n and a `n-bit message m ∈ {0, 1}n` output

c = 〈Fk(m1), Fk(m2), . . . , Fk(m`)〉

ECB mode is deterministic, hence it cannot be IND-CPA-secure! It does not even
provide indisitinguishable ciphertexts against eavesdroppers: it encrypts the same
n bit blocks in a message to the same n-bit blocks! The effect of this behaviour
is often demonstrated with a picture of the Linux penguin. See for example the
wikipedia page on ECB. Formally, one can break IND of ECB sending m0 = mama

and m1 = mamb with ma,mb ∈ {0, 1}n.

NEVER USE ECB !!!

Cipher Block Chaining (CBC) mode. One of the most used modes in practice is the
CBC mode. It XORs the ciphertext of the last block into the next message block
before encryption:

Enck(m) : On input of key k ∈ {0, 1}n and a `n-bit message m ∈ {0, 1}n` sample
a random initialization vector IV ←R {0, 1}n and output

c = 〈IV, c1, . . . c`〉 where c0 = IV , and ci = Fk(ci−1 ⊕mi)

It can be proven that if F is a PRP, then CBC mode using F is an IND-CPA
secure secret-key encryption scheme. The main drawback of this scheme is that it is
inherently sequential. Hence, it is not possible to parallelize encryption. It should
be noted that the IV must be random for CBC mode to be secure. To show this is
one homework.

https://en.wikipedia.org/wiki/Block_cipher_mode_of_operation#Electronic_Codebook_(ECB)


Output Feedback (OFB) mode. A mode similar to CBC mode is the OFB mode. It
generates a key stream by applying PRP F first to a random IV and then to the
previous output of F . That key stream is then XORed with the message. That way
it is pretty similar to repeated Prf-Enc:

Enck(m) : On input of key k ∈ {0, 1}n and a `n-bit message m ∈ {0, 1}n` sample
a random initialization vector IV ←R {0, 1}n and output

c = 〈IV, c1, . . . c`〉 where r0 = IV, ri = Fk(ri−1), and ci = ri ⊕mi

For OFB mode, F does not have to be a PRP. It suffices if F is a PRF as F−1 is not
needed for decryption.

It can be proven that if F is a PRF, then OFB mode using F is an IND-CPA secure
secret-key encryption scheme. While OFB mode is again sequential, the main com-
putation is independent of the message m. This allows for efficient precomputation.
Especially for encryption.



(Randomized) Counter (CTR) mode. Another very frequently seen mode in practice
is counter mode. It first generates a key stream, like OFB mode, and then XORs that
with the message for encryption. However, the key stream is obtained by applying
F to a random IV which is incremented with every block:

Enck(m) : On input of key k ∈ {0, 1}n and a `n-bit message m ∈ {0, 1}n` sample
a random initialization vector IV ←R {0, 1}n and output

c = 〈IV, c1, . . . c`〉 where ri = Fk(IV + i), and ci = ri ⊕mi

where addition happens over IF2n , i.e., modulo 2n.

For CTR mode, F does not have to be a PRP. It suffices if F is a PRF as F−1 is not
needed for decryption.

It can be proven that if F is a PRF, then CTR mode using F is an IND-CPA secure
secret-key encryption scheme. The proof is very close to the proof for Prf-Enc. The
challenge is that in the case when box(·) = fn we have to compute the probability
that part of the key stream, i.e., a single output of fn, that is used for the challenge
ciphertext, was used to encrypt a query to the encryption oracle.

CTR mode is fully parallelizable and even allows for random access. I.e., one can
decrypt single n-bit blocks at the cost of a single evaluation of F .
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