
Cryptolgoy homework sheet 1
Due: 13 September 2018, 10:45 for students of 2MMC10 and

27 September 2017, 10:45 for students following the MasterMath course.

2MMC10: Please hand in your homework in groups of two or three. To submit your
homework, place it on the table of the lecturer before the lecture.

Mastermath: Please team up in groups of 2 or 3. Please submit your homework by email
to crypto.course@tue.nl

Please write the names and student numbers on the homework sheet. Please indicate your
home university and study direction.

I strongly advise that you try to solve the exercises on your own before discussing the
solution in your homework group. After discussion your group should pick one solution
and hand that in.

1. In the first lecture we saw an example of how one constructs a counter example. We
started from any encryption scheme E = (Gen,Enc,Dec) over message spaceMthat is
full break resistant under ciphertext only attacks and designed an encryption scheme
E ′ = (Gen,Enc′,Dec′) that is also full break resistant under ciphertext only attacks
but is intuitively insecure, i.e., it has ciphertexts that leak half of the plaintext. Show
that if E is one-way under ciphertext only attacks, so is E ′. Recall: One-way says that
an adversary A, given c is unable to output m = Deck(c). For the proof closely follow
the proof for full break resistance.

2. In class we handled different definitions for perfect secrecy. For the first alterna-
tive definition we only did one direction of the proof, i.e., we showed that for all
distributions over M, all m ∈M, c ∈ C:

Pr [C = c |M = m] = Pr [C = c]⇒ Pr [M = m | C = c] = Pr [M = m] .

Give a proof that the inverse direction also holds, i.e, show that

Pr [M = m | C = c] = Pr [M = m]⇒ Pr [C = c |M = m] = Pr [C = c] .

3. We concluded the second lecture with a proposition stating that the definition of
perfect secrecy in terms of adversarial indistinguishability is equivalent to the initial
definition for perfect secrecy. Prove this proposition.

Hint: For one direction show that if an encryption scheme is not perfectly secure
according to our initial definition, then there exist two messages that Acan use to
win the experiment with probability greater 1/2. For the inverse direction, argue
using the alternative definitions from the lecture.

4. Mathematic background. To prepare for second half of the course, revisit the Ex-
tended Greatest Common Divisor Algorithm (XGCD) and solve the following two
exercises. A description of XGCD follows below.



(a) Compute the extended gcd of 155 and 649 using XGCD.

(b) Compute the extended gcd of f(x) = x5 + 3x3 + x2 + 2x + 1 and g(x) =
x4 − 5x3 − 5x2 − 5x− 6 in Q[x] using XGCD.

Here is a description of XGCD. This description assumes that the input elements f, g live
in some ring R in which the greatest common divisor is defined. We will usually use the
XGCD on integers or polynomials. If the inputs are integers you can ignore the part on
leading coefficient.

Algorithm 1 (Extended Euclidean algorithm)
IN: f, g ∈ R
OUT: d, u, v ∈ R with d = uf + vg

1. a← [f, 1, 0]

2. b← [g, 0, 1]

3. repeat

(a) c← a− (a[1] div b[1])b

(b) a← b

(c) b← c

while b[1] 6= 0

4. l← LC(a[1]), a← a/l /*LC = leading coefficient, this only applies to polynomials*/

5. d← a[1], u← a[2], v ← a[3]

6. return d, u, v

In this algorithm, div denotes division with remainder. The first component of c is thus
easier written as c[1] ← a[1] mod b[1] but by operating on the whole vector we get to
update the values leading to u and v, too. At each step we have

a[1] = a[2]f + a[3]g and b[1] = b[2]f + b[3]g.

To see this, note that this holds trivially for the initial conditions. If it holds for both a
and b then also for c since it computes a linear relation of both vectors. So each update
maintains the relation and eventually when b[1] = 0, we have that a[1] holds the previous
remainder, which is the gcd of f and g. If the inputs are polynomials, at the end the gcd
is made monic by dividing by the leading coefficient LC(a[1]).



Example 2 Let R = IR[x] and f(x) = x5+3x3−x2−4x+1, g(x) = x4−8x3+8x2+8x−9.
So at first we have a = [f, 1, 0], b = [g, 0, 1].

We have (a[1] div b[1]) = x + 8 and so end the first round with

a = [g, 0, 1],

b = [59x3 − 73x2 − 59x + 73, 1,−x− 8].

Indeed b[1] = f(x) + (−x− 8)g(x).

With these new values we have (a[1] div b[1]) = 1/59x− 399/3481 and so the second round
ends with

a = [59x3 − 73x2 − 59x + 73, 1,−x− 8],

b = [2202/3481x2 − 2202/3481,−1/59x + 399/3481, 1/59x2 + 73/3481x + 289/3481].

In the third round we have (a[1] div b[1]) = 205379/2202x− 254113/2202 and obtain

a = [2202/3481x2 − 2202/3481,−1/59x + 399/3481, 1/59x2 + 73/3481x + 289/3481],

b = [0, 3481/2202x2 − 13924/1101x + 10443/734,−3481/2202x3 − 6962/1101x + 3481/2202].

Since b[1] = 0 the loop terminates. We have LC(a[1]) = 2202/3481 and thus normalize to

a = [x2 − 1,−59/2202x + 133/734, 59/2202x2 + 73/2202x + 289/2202].

We check that indeed
x2 − 1 = (−59/2202x + 133/734)(x5 + 3x3 − x2 − 4x + 1)+

(59/2202x2 + 73/2202x + 289/2202)(x4 − 8x3 + 8x2 + 8x− 9).


