
Cryptolgoy homework sheet 2
Due: 20 September 2018, 10:45 for students of 2MMC10 and

11 October 2018, 10:45 for students following the MasterMath course.

2MMC10: Please hand in your homework in groups of two or three. To submit your
homework, place it on the table of the lecturer before the lecture.

Mastermath: Please team up in groups of 2 or 3. Please submit your homework by email
to crypto.course@tue.nl

Please write the names and student numbers on each homework sheet. Please indicate
your home university and study direction.

I strongly advise that you try to solve the exercises on your own before discussing the
solution in your homework group. After discussion your group should pick one solution
and hand that in.

1. Negligible functions. Let negl1 and negl2 be negligible functions. Prove the fol-
lowing statements.

(a) The function negl3 defined by negl3(n) = negl1(n) + negl2(n) is negligible.

(b) For any positive polynomial p, the function negl4 defined by negl4(n) = p(n) ·
negl1(n) is negligible.

2. PRG from PRF. Prove the following lemma:

Lemma 1 Let F be a PRF, then G(s) := Fs(0)‖Fs(1) is a length-doubling PRG,
where ‖ denotes string concatenation.

3. Shorter keys. Let E be a secret-key encryption scheme over some message spaceM
for which secret keys are random `n bit strings. I.e., Gen(1n) outputs k ←R {0, 1}`n.

(a) Propose a new secret key encryption scheme E ′ that has n bit secret keys. To
this end use E and a PRG G with expansion factor `.

(b) Show that if E is IND-CPA secure and G is a PRG, then E ′ is IND-CPA secure.

4. Block cipher modes - CBC. Read the “Cryptology: Errata and additional content
for lecture on Thursday September 13” document on the course homepage. Show that
for CBC mode a predictable IV allows to break IND-CPA security. It is sufficient
to show this for the case when IV is a counter which is incremented for each new
message.

5. Block cipher modes - Decryption. Present formulas for the decryption proce-
dures of all four modes of operation.



6. CCA security. Indistinguishable ciphertexts under chosen ciphertext attacks (IND-
CCA) is defined similar to IND-CPA. The only difference is that during the learning
phases, A also gets access to a decryption oracle Deck(·). Of course there is one
limitation to prevent a trivial attack: In the second learning phase, A is not allowed
to send c∗ to the decryption oracle. I.e., security is defined in terms of the following
game:

Algorithm 2 (ExpIND−CCA
A,E (n))

(a) k ← Gen(1n)

(b) m∗0,m
∗
1 ← AEnck(·),Deck(·)(1n) where |m∗0| = |m∗1|,m∗0,m∗1 ∈M

(c) b←R {0, 1}, c∗ = Enck(m∗b)

(d) b′ ← AEnck(·),Deck(·)(c∗) where Deck(c∗) = ⊥
(e) return 1 if b = b′, and 0 otherwise.

Show that CBC, OFB, and counter mode of operation do not yield IND-CCA-secure
encryption schemes.


