
Cryptology homework sheet 3
Due: 27 September 2018, 10:45 for students of 2MMC10 and

25 October 2018, 10:45 for students following the MasterMath course.

2MMC10: Please hand in your homework in groups of two or three. To submit your
homework, place it on the table of the lecturer before the lecture.

Mastermath: Please team up in groups of 2 or 3. Please submit your homework by email
to crypto.course@tue.nl

Please write the names and student numbers on each homework sheet. Please indicate
your home university and study direction.

I strongly advise that you try to solve the exercises on your own before discussing the
solution in your homework group. After discussion your group should pick one solution
and hand that in.

1. Another TEA. Consider the following variant of TEA which we call TEA-EM (for
Even-Mansour *hint*). The encryption algorithm is given by the following C code
which operates on 64 bit messages b and 128 bit keys k.

void encrypt ( u int32 ∗b , u int32 ∗k )
{

uint32 x = b [ 0 ] , y = b [ 1 ] ;
u int32 r , c = 0 ;
x ˆ= k [ 0 ] ; y ˆ= k [ 1 ] ;
for ( r = 0 ; r < 32 ; r += 1) {

c += 0x9e3779b9 ;
x += y+c ˆ (y<<4)+(y>>5);
y += x+c ˆ (x<<4)+(x>>5);

}
x ˆ= k [ 2 ] ; y ˆ= k [ 3 ] ;
b [ 0 ] = x ; b [ 1 ] = y ;

}

(a) Give a known plaintext attack against TEA-EM that outputs the secret key k in
time equivalent to ≈ 264 evaluations of encrypt given a small constant number
of plaintext-ciphertext pairs under key k (say 3 pairs).

(b) (Bonus points) Give a chosen plaintext attack that takes less time. (*hint* Joan
Daemen 1991)

2. Variable length CBC-MAC. We left it as an open question what happens when
the basic CBC-MAC construction is used with messages of different lengths (We just
said that it is insecure).



(a) Say the Vrfy does not check the message length and accepts messages of arbi-

trary length (and so Vrfyk(m, t) = 1 iff t
?
= Mack(m), regardless of the length

of m), but honest users only authenticate messages of length 2n. Show that in
this case an adversary can forge a valid tag on a message of length 4n. (So, you
are given access to a Mac oracle that produces tags only on 2n bit messages of
your choice and your goal is to forge a tag for a 4n bit message.)

(b) Say the targeted receiver only accepts 3-block messages (so Vrfyk(m, t) = 1

only if m has length 3n and t
?
= Mack(m)), but its communication partner

authenticates messages of any length a multiple of n. Show that an adversary
can produce a tag on a new message that the targeted receiver accepts. (So,
you are given access to a Mac oracle that produces tags on arbitrary-length
messages of your choice and your goal is to forge a tag for a 3-block message)

3. Combination of hash functions. Are the following claims true or false? Either
present a reductionist proof or a counter example.

(a) Let h be an efficient keyed permutation. Let Hk = hk ◦ hk be the permutation
resulting from applying h twice, i.e., Hk(m) = hk(hk(m)).
Claim: If h is preimage resistant (PRE), H is preimage resistant.

(b) Let h1 : {0, 1}n × {0, 1}`(n) → {0, 1}n and h2 : {0, 1}n × {0, 1}`(n) → {0, 1}n be
hash functions.
Claim: The combined hash function H : {0, 1}2n × {0, 1}`(n) → {0, 1}2n,
(m, 〈k1, k2〉) 7→ h1

k1
(m)||h2

k2
(m) is collision resistant if at least one of h1 and

h2 is collision resistant.

(c) Let h1 : {0, 1}n1 × {0, 1}`(n1) → {0, 1}n1 and h2 : {0, 1}n2 × {0, 1}n1 → {0, 1}n2

be hash functions. Claim: The combined hash function H : {0, 1}n1+n2 ×
{0, 1}`(n1) → {0, 1}n2 ; k,m 7→ h2

k2
(h1

k1
(m)); k = 〈k1, k2〉 is collision resistant if at

least one of h1 and h2 is collision resistant.

4. Multi-target attacks. Sometimes an attacker gets to attack multiple targets at
once and is satisfied breaking any one of them. For hash functions multi-target preim-
age attacks are interesting. We speak of a t-target preimage attack if the attacker is
given the outputs hk(m1), hk(m2), . . . , hk(mt) but not the inputs m1,m2, . . . ,mt of a
hash function h : {0, 1}n×{0, 1}`(n) → {0, 1}n and has the goal of finding some (i, x)
so that hk(x) = hk(mi).

(a) Find an attack that takes time 2n/t to succeed in finding such an (i, x) with
high probability.

(b) Show that a t-target preimage attack A succeeding with probability p can be
turned into a 1-target preimage attack, i.e., a regular preimage attack, taking
the same time as A and succeeding with probability p/t.


