
Cryptology homework sheet 6
Due: 18 October 2018, 10:45 for students of 2MMC10 and

06 December 2018, 10:45 for students following the MasterMath course.

2MMC10: Please hand in your homework in groups of two or three. To submit your
homework, place it on the table of the lecturer before the lecture.
Mastermath: Please team up in groups of 2 or 3. Please submit your homework by email
to crypto.course@tue.nl.
Please write the names and student numbers on the homework sheet. Please indicate your
home university and study direction.
I strongly advise that you try to solve the exercises on your own before discussing the
solution in your homework group. After discussion your group should pick one solution
and hand that in.

You can use a calculator or some computer algebra system for these exercises, but make
sure to document all intermediate computations.

Exercises

1. Fermat’s primality test. Perform one round of the Fermat test with base
a = 2 to test whether 31 is prime.
What is the answer of the Fermat test?

2. Miller-Rabin primality test Perform one round (t = 1) of the Miller-Rabin test
with base a = 2 to test whether 31 is prime.
What is the answer of the Miller-Rabin test?

3. Rabin PKE. Prove that if factoring is hard with respect to GenMod then textbook
Rabin encryption is OW-CPA secure. (Recall, informally the OW-CPA experiment
for PKE looks as follows: the adversary receives the public key and the encryption
of a random message m and is asked to output m.)

4. ElGamal Encryption. 3 ∈ ZZ∗
1013 generates a group of order 1012, so it generates

the whole multiplicative group of numbers mod 1013.

Alice’s public key is 〈G = ZZ∗
1013, q = 1012, g = 3, h = 224〉. Use ElGamal encryption

to encrypt the messge m = 42 to her using the “random” value y = 654.

You now may write the result of ab mod c in one go, without stating intermediate
results – but it should be clear what computation you did.

5. ElGamal signatures You find two signatures made by Alice. You know that she is
using the ElGamal signature scheme over IF2027. The cyclic group G she is using is a
(multiplicative) subgroup of order 1013. The signatures are on hash values h(m1) =
345 and h(m2) = 567 and are given by (r1, s1) = (365, 448) and (r2, s2) = (365, 969).
Compute (a candidate for) Alice’s secret key x based on these signatures, i.e. break
the system.

Hint: There is a reason that I don’t state the generator or Alice’s full public key;
you’re not supposed to compute the DLog.


