
Cryptology exercise sheet 7
Due: No due date.

This exercise sheet is not graded. However, the exercises are examples of things that might
occur in the exam!

You want to use a calculator or some computer algebra system for these exercises. Make
sure to document all intermediate computations.

Exercises

1. Pohlig-Hellman. 3 ∈ IF∗1013 generates a group of order 1012. Solve the discrete
logarithm problem g = 3, h = 321 by using the Pohlig-Hellman attack, i.e. find an
integer 0 < a < 1012 such that h = ga. Make sure you clearly document all steps
and the internal state of the algorithm at every decision point.

2. Pollard-roh. Use the schoolbook version of Pollard’s rho method to attack the
discrete logarithm problem given by g = 3, h = 245 in IF∗1013, i.e. find an integer
0 < a < 1012 such that h = ga, using the gi and ri (the twice as fast walk) as defined
in class (and repeated here). Let g0 = g, b0 = 1, and c0 = 0 and define

gi+1 =


gi · g
gi · h
g2i

, bi+1 =


bi + 1
bi
2bi

, ci+1 =


ci
ci + 1
2ci

for gi ≡


0 mod 3
1 mod 3
2 mod 3

,

where one takes gi as an integer. The twice as fast walk has ri = g2i.

The walk could start at any g0 = gb0hc0 for known b0 and c0 – but then the homework
would be harder to correct.

3. OTP in groups. Let G be a finite group and consider the following secret key
encryption scheme E over message space M = G:

Gen() : Outputs a k ←R G, a random group element as secret key.

Enck(m) : Returns c = k ·m.

Deck(c) : Returns m = k−1 · c.

Prove that E is a perfectly secret encryption scheme.

4. Reductions with extraction. Merkle trees are binary hash trees. Their leaves are
the data objects, their root node is the hash of the data. Inner nodes are the hash
of the concatenation of their two child nodes. An example can be seen in Figure 1.
Merkle trees are for example used in archiving and the construction of hash-based
signatures. The reason is that they allow to compute a hash over a set of values in a
way that allows to efficiently prove that a value was part of the hash computation.

Formally a Merkle tree works as follows (For simplicity we limit ourselves to trees
of height 3 which have 8 leaves). Consider an ordered set of eight n-bit strings
(x0, ..., x7). When building a Merkle tree on top of these, the xi become the leaves



of the tree, i.e. the nodes on level 0: N0,i = xi. Let Hk : {0, 1}2n → {0, 1}n
be a random element from a family of collision resistant hash functions. Then for
0 < a ≤ 3, 0 ≤ b ≤ 23−a − 1, the remaining nodes of the tree are defined as

Na,b = Hk(Na−1,2b‖Na−1,2b+1)

with the root being r = N3,0.

To prove to someone that already knows the root r that a value xi is a leaf of the
tree with root r one has to send xi together with the so-called authentication path
which is shown in Figure 2. The authentication path contains the sibling nodes of
the nodes on the path from xi to the root. Let these nodes be y0, y1, y2. Then the
authentication path for a value xi is the vector (y0, y1, y2). The authentication path
in this case is a proof of membership for xi.

To verify such a membership proof, a verifier knowing r that is given i, xi, and
(y0, y1, y2) computes a value r′ as follows:

(a) r′ = xi

(b) for (a = 0; a < 3; a + +)

i. if (b i
2a
c ≡ 0 mod 2) do r′ = Hk(r′‖ya)

ii. else r′ = H(ya‖r′)
(c) return r′

The verifier accepts the proof if r′ = r.

Your task: Prove that if Hk : {0, 1}2n → {0, 1}n is a random element from a family
of collision resistant hash function, then any PPT adversary can only forge proofs of
membership with negligible success probability.

Forging a proof of membership means, given Hk, (x0, ..., x7), and r, output i, x′i, and
(y0, y1, y2) with xi 6= x′i such that a verifier accepts this as proof under r.



Figure 1: A Merkle tree (showing data flow).

Figure 2: An authentication path (showing only nodes).


