1 Block 1 of 8

Table 1-1: Differential Path - block 1

Using 6mq; = +2%°
’ t Bits Qtl bgl...bo ‘ # ‘
-3 01001110 01111011 10000101 00101101 | 32
-2 0-00+-11 0-100-10 O++100-+ 0++10111 | 32
—1 ++010+00 -+100-10 O0++1011- +0-11111 | 32
0 0-100+01 1-11-+11 0++11001 -0-00100 | 32
1 +0...+=. 1-+.++.- ..., 1 -.-.1+.0| 16
2 1+...-+. 1.-.1..- .10"..!1 ..-700.1| 18
3 0+.0"-1. -1-011.- ~“11+.."- 1.++01.+ | 25
4 11.1++1. -.01.... +0.0..-1 ..10+1.+| 19
5 010-01.0 +00.0000 0-010001 000--00. | 29
6 1-1+1+01 +1.01111 ++1+11++ 11.00-10 | 30
7 .0.+.0.- .1....—— 1+.-..+0 .-.11--. | 17
8 .1...0.1 0-....00 100-..0+ 1+..0.-. | 17
9 .0.10..1 .—-....1+ .-1...++ 0+..101. | 16
10 .10.0011 0.0000.0 01+00!'1. +.00+.01 | 25
11 0010+11+ 10111111 1+0.11-0 111110+0 | 31
12 1-0.-1+1 0101..01 00+.00+1 001.100- | 27
13 00+10-0- --+0""+- 00071+0- -1+.0-++ | 31
14 11000+-- —=-—————- T +——1+-—- | 31
15 +01-0100 0-1-10-0 -.1010-1 0+10100+ | 31
16 1001-11+ 01010001 +.000000 000+100- | 31
17 1.10...0 .1.0..-. 1.1...+. .0.-..10| 14
18 N T U U .1..+0 | 10
19 Tt - .0.+..7. +....0-. ...-.... |10
20 .. 01...0.. 0.7..1-. .0...0". |12
21 .01 1= TLoLL.-00 W17 12
22 ... R T 6
23 .+.0.. T O™ i 5
24 S OO AP O I - ~.0| 8
25 T e S 4
260 | ..., ..0.. . e e o+ | 4
27 - .1, T e 1+ 5
28 | ..., R T e +-| 4
/¢ R 0 e 0| 2
30 | ........ e e e "1 3
31 | ..., e e e 1
S 7 0
33 | o .. D e e 1
34 —60 | v e e e | 0]

(2

62 e e e e e

63 e e e e e e e

64 e e e e




Table 1-2: Block 1 found using path in Table 1-1

M, = A4 742581 8D C8 4F 86 73 6E 90 72 28 BB E8 77

02 03 85 8D 8C F1 83 7A FF 5E 6C 22 13 03 6A F3

D9 5C 77 E9 C2 23 7D 60 8C C4 A9 FB 97 30 7B BF

98 28 61 2F 15 99 E2 61 5B CC DE DA 59 30 53 2F
= { 812574a4d s, 864£c88d;g, 7290667316, 77e8bb28g,
8d850302;4, 7a83f18c 4, 226c5eff g, £36a03131g,
€9775cd914, 607d23¢214, £badcd8cig, bf7b30971g,

2f612898, 616299155, dadeccbb;g, 2£533059;5 }

M{ = A47425818DC84F 86 73 6E 90 72 28 BB E8 77

02 03 85 8D 8C F1 83 7A FF 5E 6C 22 13 03 6A F3

D9 5C 77 E9 C2 23 7D 60 8C C4 A9 FB 97 30 8B BF

98 28 61 2F 15 99 E2 61 5B CC DE DA 59 30 53 2F
= { 812574a4 g, 864fc88d;g, 7290667314, 77e8bb28 16,
8d85030216, 7a83f18cyg, 226c5eff g, £36a03131g,
6977-5C(19167 607d23C216, fba9048016, bf8b3097167

261289815, 612991516, dadecchbig, 2£53305916 }

IHV, = ET45A147086391F0910F3B97AES5BET3
= {47al14be74,£0916308, 973b0£911, 73be85ae g}

ITHV] = ET45A14768C24DFAF16EF79AOEESTATT
= {478.].4:\’:-)67167 If‘.U.LdC268167 9af76ef 1167 777ae50e16}
STHVy = {0,0by, by, 0by}
5[)2 — 725 o 27 o 213 4 215 o 218 o 222 4 226



2 Block 2 of 8

Table 2-1: Differential Path - block 2

Using (577’7,11 = —216

’ t BltS Qtl bgl I bo ‘ # ‘
-3 01000111 10100001 01000101 11100111 | 32
-2 01110+11 -+111-10 1++00101 -0-01110 | 32
-1 1001+-1- ++11-+11 0++0111- 1++10001 | 32
0 11110+00 -+0-++01 +1-0001- 0++01000 | 32
1 0.+.11.—- ++1-—+.. O+1...1- .++..... 18
2 0.+0+0.1 —-.+.—-... 1+0. .1+, ..—..... 15
3 +1+10+.+ 10+1-0.. O++...11 .00..... 20
4 1.+.-——.+1.40.... .+#1...-. ..+0.".. | 14
5 1.11-10. -0.-0000 01-000-0 00110+00 | 29
6 110.0110 -11+1111 1-+111+1 11--1011 | 31
7 +0111-.. -..-.1.. --+.0.-. ..00.0.. | 17
8 001.+—.. +. 1=+, +. .. +.-. ..—+.... |14
9 +00.1-.. 0..+.1.. -10.0... ..-+...0| 15
10 ++100-0. 00.+.-00 -.000000 !1+.00.0 | 26
11 -0110+10 010-0-11 -001.111 ~111110- | 31
12 1000+000 101+1-"0 -.+0.00~ ++10010+ | 30
13 ———=00-- ++-——+—-+ +7+11--- 0-0++++- | 32
14 110——+++ ++++1000 +---1100 —-+++++++ | 32
15 1110+100 +++0101+ +010+110 010111-0 | 32
16 ..1+1101 1++1...1 1001-.0. 110000-0 | 25
17 1.1.1.1. 100..+.0 1...1.1. ..-..100 ]| 16
18 - “+o.+01 LLL1-0 L0010 12
19 | ..., D 0 £ P
20 LT, 0.1-.. .0....~. .1+..0.. |11
21 1....0. “.1-.7 1.7 +0..1.7 [ 12
22 .. 1. -1. e R 7
23 | ..., - ..10.. O T, 6
24 ~.0.... 1...0.. “..1... 0....7 8
25 | ..., I N .+ 1....... 4
26 0= 0 ........ oo, 4
27 .1-. T 1. T e 5
28 e it S 4
29 L0 L O vt i 2
30 [0 A o e 3
S 3 o e 1
S P 0
33 | e o L i 1
34 —60 | v e e e | 0]

2

62 | ..... e et e e

63 | ..... e e e e

64 | ..... e e eeeeee ereeeeee e




Table 2-2: Block 2 found using path in Table 2-1

M, = B3DD 1172 78 E4 94 40 14 33 63 OE 74 61 C1 DC

9B 80 1B 2E 55 20 15 A5 13 FF 7A E7 97 3E F4 4B

83 52 E4 EO 49 79 B3 1E B6 00 65 4D 51 F4 A4 81

CE BE 3F OB DO 99 D1 30 D1 45 6F AB EO 4A 3E 98
= { 7211ddb3,5, 4094e478,5, 06333145, dcc16174g,
2e1b809byg, 2515205514, e77aff1314, 4bf43e971g,
€0e45283,4, 1eb37949,4, 4d6500b6,6, 81a4f4511g,

Ob3fbece;s, 30d199d0,g, ab6£45d1,5, 983e4aeli }

M), = B3DD 11 72 78 E4 94 40 14 33 63 OE 74 61 C1 DC

9B 80 1B 2E 55 20 15 A5 13 FF 7A E7 97 3E F4 4B

83 52 E4 EO 49 79 B3 1E B6 00 65 4D 51 F4 A3 81

CE BE 3F 0B DO 99 D1 30 D1 45 6F AB EO 4A 3E 98
= { 7211ddb3167 4094647816, 0663331416, dCC16174167
261b809b167 a515205516, e77aff1316, 4bf43697167
€0e45283,4, 1eb37949,6, 4d6500b615, 81a3f451 1,

Ob3fbeceis, 30d199d0, ab6£45d1,5, 983e4acOis }

IHV; = 6900FODD0821F13B2AF6DF5D3521BFC7
= {ddf00069;¢, 3b£121081¢, 5ddff62a;4, c7Tbf213514}

IHV3/ = 6900FODD6880AD3B8A559C5D95807BC7
= {ddf00069167 3bad8068:4,5d9c558a4¢, C77b809516}
SIHVs = {0,0bs,0bs,35b5}
5[)3 — 725 o 27 o 213 4 215 o 218 o 222



3 Block 3 of 8

Table 3-1: Differential Path - block 3

Using 6mq; = +2'2
’ t Bits Qtl bgl...bo ‘ # ‘
-3 11011101 11110000 00000000 01101001 | 32
-2 11000111 -+111-11 +0-0000- +0-10101 | 32
-1 01011101 1-0111-- -1-101-+ +0-01010 | 32
0 00111011 1-1-++01 +0-0000- 0++01000 | 32
N - .+.-01-- 1---..10 ——+.1... | 17
2 0..!'...0 .+..0-0- -1.+0..- +0-.-... | 17
3 01..... 1 .-.0-1+. +00+0..- -+1.0... |18
4 +0.7. ... . 11 4.+ O+ | 14
5 110+000~ 0.00+1+. 0001-001 00-0.010 | 29
6 +110110+ 111110-0 -1111111 00-10111 | 32
7 -..+..-0 ....00-1 +..01... -.- - 14
8 -111..-0 ..... 1-. +..-.. 1..7..0. [ 13
9 10.1..40 ..0..+-. ...+.0.. 1!11+0.0. | 16
10 0.0.00+0 .01.00.0 100-0100 ..011.." | 23
11 1110111+ 01-01-01 011+1-11 0101-01+ | 32
12 001.110- 10110-11 01001+.0 11+0-110 | 30
13 —++"+++1 -+ ————— +°1 +--10--1 | 32
14 010+1100 111+-——- +-0+11-+ +++++++, | 31
15 11+0110+ +000-111 010--011 -110-01. | 31
16 ..+00.0- ..01-001 00.0..01 +100110. | 23
17 ..00..11 =.1.0.0. .-.0"... 1.1.1.+. |15
18 L 100047 Lo+ ldL a4l L | 12
19 T e - et + 00 | T
20 .0...07. ..7...0. 1+...0 “ou1-0 | 11
21 1701 L0001 1+ 7 - .=0. | 12
22 R ... o I - 7
23 | ..o, +.0... 10...... 0....7. 6
24 - .0 ....1... 0....7 1...0.. 8
275 T I e e e -...1.. 4
260 | ...... o+ ........ ..0.. . - 4
A 1+ - 1. . 5
28 | ...... - .. R - 4
29 | ..., 0O ..., B O 2
30 | ...... 1oL, e e 3
31 | o e e 1
S P 0
1 2 Lo 1
34 —60 | v e e e | 0]

2

62 | ..., e e e

63 | ..., e e e

64 | ........ e e e e




Table 3-2: Block 3 found using path in Table 3-1

Ms; = 85C8C4FB29 7B 86 B5 77 52 CD 64 19 80 9F E3

7E 62 86 FO 77 32 D1 EO 69 A5 B4 E5 66 70 B8 BB

BA E5C2 11 74 2A 13 1D 05 71 1C F1 FE 22 AF 93

3F 1E EF 22 47 62 E3 AA DA C1 7C 40 E4 48 CA 41
= { fbc4c885;4, b5867b291g, 64cd527714, €39£8019;4,
£086627e14, €0d1327714, €5b4ab69:45, bbb870661¢,
11c2ebbayg, 1d132a7414, £11c7105:4, 93af22feq,

22efle3f g, aae36247g, 407ccldajg, 41cad8ed g }

Mé = 85 C8C4 FB 29 7B 86 B5 77 52 CD 64 19 80 9F E3

TE 62 86 FO 77 32 D1 EO 69 A5 B4 E5 66 70 B8 BB

BA E5 C2 11 74 2A 13 1D 05 71 1C F1 FE 32 AF 93

3F 1E EF 22 47 62 E3 AA DA C1 7C 40 E4 48 CA 41
= { be4C885167 b5867b2916, 64Cd527716, e39f8019167
£086627e15, €0d1327715, €bb4ab69,5, bbb870664,
11c2ebbajg, 1d132a7414, £11c7105:4, 93af32fe g,

22efle3fqg, aae3624716, 407ccldajg, 41cadBeds }

IHV, = 6F48D9E5383E55D0FC43ED4D20ABF6F8
= {ebd9486f5,d0553e381¢,4ded43fcg, £8£6ab2014}

IHV4/ = 6F48D9E5989D51D0O5CA3E94D800AF3F8
= {65d9486f 16,d0519d98:4,4de9a35¢c 5, f8f30a8016}
SIHVy = {0,0by,0bs,35bs}
5b4 — 725 o 27 o 213 4 215 o 218



4 Block 4 of 8

Table 4-1: Differential Path - block 4

Using dmq; = +2°
’ t Bits Qtl bgl...bo ‘ # ‘
-3 11100101 11011001 01001000 01101111 | 32
-2 11111000 11110-1+ -0-0101- +0-00000 | 32
-1 01001101 11101-01 +-+00011 -1-11100 | 32
0 11010000 01010-01 +0-111-+ +0-11000 | 32
1 .0..0.-0 ....-+.. .+1+..01 -1-...0. | 15
2 .1 +.0- ....10.. 0+0+..00 --+0..0. | 17
3 '...0.++ .0.010.. .+.+...- +-10..+. | 16
4 o114+ 1000007 -4+l -0-..-0 | 15
5 0010.0.+ 0+.+00.- 010-0000 -0.-00-0 | 27
6 11110+1- 0+0-1101 101-1111 .10+11+1 | 31
7 10+..1.0 +..+..00 ..1-.... 10.+..1. | 15
8 110..-.0 +1.+..+1 ..0...1. .-....0. | 14
9 -1-..+.0 1., +. ..-01.01 .-.0.7.. |14
10 -010.+0. 1170...0 .01.00+0 0-..0-00 | 23
11 00+10110 -1+10001 011001++ 1.011011 | 31
12 +0101100 1-100110 01+0+111 1011011. | 31
13 -1-1-——= 0--++--1 ——++-100 00+-——-. | 31
14 0-++10+- —+++++++ +1-11-++ ++0++10. | 31
15 1-110010 00-.-001 011-10-1 -01101-. | 30
16 0110..+1 0117111+ 1.1+.0+1 10+00.1. | 26
17 Ao, + .11, Lo+ 10 1.+10010 [ 10
18 ..0...71 ... .1..0. ..01..+. |10
19 L00....— ..., 1. -.0.. ..”- 8
20 1+ T ..01.. .0....” 8
21 O+1..1.7 ...... +. ...71+ 1.7 11
22 B O +. L.t P 5
23 P -. 0...1". .0.. 7
24 +. - ..0..0. 1...0.. R 8
25 T e e 1. - . ..., - 4
26 e LLOFL Lo O ... 4
27 1....... L1+ T, 1. - 6
28 O....... B o 4
29 | ..., B O O ........ 2
30 | ........ 0 e 3
S 3 e 1
S P 0
1 2 | 1
34 —60 | v e e e | 0]

2

62 | ... . Fo e e

63 | ... oo F e e

64 | ... ... S,




Table 4-2: Block 4 found using path in Table 4-1

My = A879 A0 3D 3C F6 65 F2 39 C7 F3 FE 82 B3 84 E8

35 E7 C9 E8 BD EE 30 C2 68 A2 12 12 84 78 9D F4

2F 44 90 6F 19 B7 90 26 46 44 36 E1 DA 64 FA OC

53 A3 77 FA OD 2B 01 2B 7D DC 28 55 DA E5 B5 51
= { 3(‘1&079&8167 f265f63C16, fef3073916, 9884b382167
e8c9e73514, c230eebd g, 1212a26815, £49d78841g,
6£90442f 4, 2690b7191¢, €1364446,45, Ocfabddayg,

fa77a353;6, 2b012b0d 6, 5528dc7d16, 51b5ebdajs }

M; = A8 79 A0 3D 3C F6 65 F2 39 C7 F3 FE 82 B3 84 E8

35 E7 C9 E8 BD EE 30 C2 68 A2 12 12 84 78 9D F4

2F 44 90 6F 19 B7 90 26 46 44 36 E1 DA 65 FA OC

53 A3 77 FA OD 2B 01 2B 7D DC 28 55 DA E5 B5 51
= { 3(18.0792—18167 f265f63C16, :Eef3c73916, 688413382167
e8c9e73514, c230eebd g, 1212226814, £49d7884 5,
6£90442f 16, 2690b71915, e1364446;¢, Ocfabbdag,

fa77a35316, 2b012b0d;6, 5528dc7d16, 51b5ebdas }

IHVs = 80D9AE060626A79399F4E05AOETF318F
= {06aed980;¢,93a726061, 5ae0£499;, 8£317£0e14}

IHVS/ = 8O0D9AEO66685A793F953E15A6EDE318F
= {O6aed980167 93a78566,¢,5ae153f9:4,8f3 1de6e16}
SIHVs = {0,0bs,0bs,5bs5}
5[)5 — 725 o 27 o 213 4 215



5 Block 5 of 8

Table 5-1: Differential Path - block 5

Using 5771,11 = —25

’ t Bits Qtl bgl...bo ‘#‘
-3 00000110 10101110 11011001 10000000 | 32
-2 10001111 00110001 +1-1111- 0++01110 | 32
—1 01011010 1110000+ -1-10-++ 1++11001 | 32
0 10010011 10100111 +0-001-+ 0++00110 | 32
1 0....0.. +..-.1.1 —.0+.1-+ 1++..... 15
2 00.'.+.. - I L U 13
3 +1..71.. 1..1.-.. —.1+..00 +—+..... 15
4 00..417. O....=.! +.1-.... +—+..... 14
5 10000.-0 -0000+0. 10.00000 0++00.00 | 28
6 +1111001 -1111110 01001111 +0+11011 | 32
7 +.o.... 10 ..... 00. ..0..0.- +1+..00. | 13
8 -00....1 0..'.. 4. .”-....0 .-0..-0. | 14
9 110....+ .0....+. .+0....0 011..—-. | 14
10 0.+0100+ 000070.0 0010...0 .1.!'01+0 | 25
11 10+10111 1+11-101 11.10000 00001++1 | 31
12 0000+00- .++10101 0+00101+ 000101-1 | 31
13 -+011--- .—-—+---- —=10+--- +-——--+1- | 31
14 10---1-- .0111011 —+++++++ ——————— 31
15 11000101 .+01110- 010+000+ O-..-1+0 | 29
16 0-001.10 .0.0.1.. 111+1111 10°"100- | 26
17 ~1..- 11..1."7 ...0...+ .0.!'-.—— | 14
18 4. ..0. .- 1...0 ....-..0] 9
19 0..0+. s e, -0...+.7= |9
20 0..1+.. ..... T e +1...+..0 8
21 .40, 0.7 0., 1+...1..1]9
22 .00 1L B I - -... |6
23 L0 SR -.0.. T 0| 6
24 L0+ L 0. 0. ...1...7 ..0.7..1] 9
25 T Tt R 7
26 s O-. ...l S )
27 S0 1-. - ..0....7 | 6
28 Lol Ll .. - 5
29 | oo ol 0. oo, .0 2
) I A o 3
1 o 1
32 | e e e 0
33 | e e e [ 1
34 —60 | v e e e | 0]

6l | o e e e

62 | ...l o e e

63 | ..ol il e e

64 | ..ol il e e




Table 5-2: Block 5 found using path in Table 5-1

Ms = 51E28034 11 21 20 B5 E7 9E C5 F2 6A 9F 69 DA

85 D7 4E F6 A9 7A OB 11 64 EF A2 5F B1 AE 26 BA

45 1C CD A7 A2 E7 84 33 9C 44 7D 56 25 49 A6 OB

FO 67 62 94 BF 58 0C 91 9E C4 57 02 5D 3C 78 60
= { 34802515, b5202111,5, f2c59ee7:5, da699f6a;g,
£64ed7854, 110b7aa94, 5fa2ef64,4, ba26aeblyg,
aTcd1cd5y4, 3384e7a2;4, 567d449c g, 0ba649251g,

94626705, 910c58bf g, 0257c49e;5, 60783cbdy }

M} = 51E280 34 11 21 20 B5 E7 9E C5 F2 6A 9F 69 DA

85 D7 4E F6 A9 7A OB 11 64 EF A2 5F B1 AE 26 BA

45 1C CD A7 A2 E7 84 33 9C 44 7D 56 05 49 A6 OB

FO 67 62 94 BF 58 0C 91 9E C4 57 02 5D 3C 78 60
= { 34806251167 b520211116, f2c59ee716, (:12-1699f63.167
f646d785167 110b7aa916, 5f826f6416, ba26aeb116,
a7cdlc4516, 338467&216, 567d449016, Oba6490516,

946267£016, 910c58bf g, 0257c49e14, 60783cbdis }

IHVs = T73A7T0ACO09ACI9B2233ECC7BE4C30C6488
= {c00aa773;¢,23b2c99a;4, e47bcc3e g, 88640cc3 4}

Iffvg = T73A7TO0ACOFAA8B2239EAB7BE423EC6388
= {c00aa7734,23b2a8fai4, e47bab9e;q, 8863ec2314}
0IHVs = {0,0bg,bbg, obg}
§bg = —2°5_97_ 913

10



6 Block 6 of 8

Table 6-1: Differential Path - block 6

Using dmq; = +23
’ t ‘ Bits Qtl bgl...bo ‘ # ‘
-3 11000000 00001010 10100111 01110011 | 32
-2 10001000 01100-++ +++01100 --+00011 | 32
-1 11100100 01111011 1-+01-++ +0-11110 | 32
0 00100011 10110010 1-+0100- 1++11010 | 32
1 J1..0-+. +0.+..0.0 L. 00- O++.10.. | 15
2 00..-0+. +..-..+. .11..1.. .-1.+0.. |15
3 1-1.-1.1 ...-..+. ~.1..0.0 .1-.0+.. | 16
4 1+....11 0.'..... + ... A4+1-1. | 14
5 0-00101+ 10.00700 0+000000 0++0-100 | 31
6 1011110+ 01011-11 10101111 1.0100-1 | 31
7 101...40 -....0.. .1.-.... .1-.11+. | 14
8 0.+...10 +.!1..0.. .—.+.... ..00+0+. | 14
9 0.+.!'.1- -.0..... .0.1...0 ..—.++.. |13
10 10-0.001 -00.7000 0-.0.001 ..01.-00 | 25
11 11-10100 -1-0-111 1000011+ 00010-11 | 32
12 00+000-1 10-11111 1-00000+ 101-0100 | 32
13 0000++-1 0-0+++++ +1+++0-—- —+++0-++ | 32
14 = + - 111 O+-—————- 1-————- 032
15 1111111~ 1+101011 00011-.0 110-1010 | 31
16 +01-0101 0100+..0 .00011"°- .011001. | 27
17 ..0...+ 01,0001 Ll 1.. ...-.——. |9
18 P ..0..- ...0...70..- 9
19 L0 L 10.1.°" 9
20 ..0.01- ..0...." 4.0, +1.0..0. |11
21 1= 1.7 L.o.+.0.0.0 1-.. 001 9
22 | ..., 0" .+, 0..-.... 0..... + 8
23 o DU 1..-.+ T 7
24 1...+ T R T - 7
25 T 0..0.—.. .. ...... 5
260 | ..... oo 0....0 ..0.. 4
27 I 1....1 ..01. 6
28 | ..... O.. .. +o... - 4
20 | L e e -1, 2
30 | ... T 1=, 3
3 L+ 2
S ..0.. 0
33 | e e e o2
34 —60 | v e e e | 0]

2

62 | ... e e

63 | .. e e e

64 | .. e e e

11



Table 6-2: Block 6 found using path in Table 6-1

Mg = B9 82 96 CO AB 9F E5 B1 D3 53 88 2E 26 C1 F7 21

B4 18 99 D9 72 B5 A1 D5 05 OB 68 45 36 44 80 10

AF 8C 7A FF 7C E8 EA CC B9 B1 FB BD C9 29 D4 F5

D4 99 FB 81 29 24 DF 30 2C B3 C4 50 23 38 62 97
= { c09682b9;5, bleb9fabig, 2e8853d314, 21£7c12614,
d99918b4,5, d5albb72:4, 45680b0514, 108044366,
ff7a8cafg, cceae87cig, bdfbblb9g, £5d429c9g,

81fb99d4 4, 30df24294, 50c4b32cg, 9762382314 }

M{ = B9 8296 CO AB 9F E5 B1 D3 53 88 2E 26 C1 F7 21

B4 18 99 D9 72 B5 A1 D5 05 OB 68 45 36 44 80 10

AF 8C 7A FF 7C E8 EA CC B9 B1 FB BD D1 29 D4 F5

D4 99 FB 81 29 24 DF 30 2C B3 C4 50 23 38 62 97
= { C09682b916,ble59fab16,268853d316,21f7C1261&
d99918b4,¢, d5al1bb57214, 45680b05;4, 10804436+¢,
ff7a8cafg, cceae87cig, bdfbblb9,g, £5d429d1 g,

81fb99d416, 30d£24296, 50c4b32c1g, 9762382315 }

IHV; = DES6FC8A3A0A1FEBBEGES37DB6629ACA
= {8afcb6de;q, eb1f0ala;g, 7d536ebe g, c49262b614}

IHV7/ = DES6FC8A9A091FEB1EGES37D16629AC4
= {8afcb56deis,eb1£099a14, 7d536eles, c49a621614}
0IHV; = {0,0b7,8b7,0b7}
§by = —25_97
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7 Block 7 of 8

Table 7-1: Differential Path - block 7

Using 6mq; = +2%
’ t Bits Qtl bgl...bo ‘ # ‘
-3 10001010 11111100 01010110 11011110 | 32
-2 11000100 10011010 01100010 -0-10110 | 32
-1 01111101 01010011 01101110 -0-11110 | 32
0 11101011 00011111 000010-+ +0-11010 | 32
1 ..0..0.. ....11.. 0-0-..01 -1-..... 13
2 LU0+ Lo 1+l —0++..00 -+ L.l 15
3 1101, L0 +—.0 1-0-.... =+ L. 14
4 - =1, 0. .+ +1++. 0.0 L., 13
5 1-00-.00 ~-001-.0 101+0000 1+000000 | 30
6 1+11-011 ++11--01 1.+-1111 1.111111 | 30
7 11..-... 00.”--.! - 01.... .1°.7... |15
8 '1..+... 10!'-.... -.0-.0.. ..+0+..0 | 15
9 L., L..010.. - . +.0.. .10017.0 | 14
10 00.!-010 00.1..10 .00+!+.0 .01+1-1- |25
11 110.-111 11007011 01110401 001-000+ | 31
12 .11700+1 0010+1+~ 0071111. 1-0-0+-0 | 30
13 “1+----0 1-0+0+0- +++++++1 +——+-++0 | 32
14 --1110-+ +++++0+1 00000010 +--0---. | 31
15 1+1+1-1- 011-1+10 0000000- 011-.10. | 30
16 01...00+ 10111+1. +..1.. 100-"01. | 21
17 0.7 +.1 1.7+, L.-..1.7 .0.0..0. |13
18 | ....... 1 . +...+.. .1 .+ 1.1..1 8
19 O....7.+ ....0-.. ..—..... -....—. | 8
20 1...0... .7..1-.. 0...." 1..... 0] 9
21 .17 ...0-0.. 1.7 .0....70 | 11
22 +... .17 oo Ao, +| 6
23 T 0 ..0-"... 1....... +.0.. 8
24 ~..1 ..10.... O0..... 0 U R
275 T I - e — 5
26 .0 T e e O+. ........ 4
27 d..0007 I A 1+ - 7
28 B B O - 4
29 0 s 0. ........ 2
30 e e e 0 3
31 e e e e 1
S P 0
33 B 1
34 —60 | v e e e | 0]

2

62 | . e . oo

63 | e e e oo

[ +.o... ..
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Table 7-2: Block 7 found using path in Table 7-1

M; = 9396 B3 A4 6C DO FF 7F 14 26 71 1C 45 92 97 B6

5D 1C EF 66 C1 87 51 EO 94 BF 08 F3 B2 98 1C 5C

CE 52 D9 63 D5 A4 25 9A 64 55 7E 4D 1B 9E FE 0D

9A 51 6D 1E 6E C8 BB 37 06 68 25 AE A6 36 16 60
= { a4b39693;4, T£££d06c1g, 1cT71261414, b69792454,
66eflcbd;g, €05187clig, £308b£f9414, 5c1c98b245,
63d952ce;6, 9a25a4d51¢, 4d7e556414, 0dfe9elbyg,

1e6d519a;4, 37bbc86e1g, 225680615, 601636a615 |

M} = 9396 B3 A4 6C DO FF 7F 14 26 71 1C 45 92 97 B6

5D 1C EF 66 C1 87 51 EO 94 BF 08 F3 B2 98 1C 5C

CE 52 D9 63 D5 A4 25 9A 64 55 7E 4D 1B 9E FE 2D

9A 51 6D 1E 6E C8 BB 37 06 68 25 AE A6 36 16 60
= { a4b3969316, 7fffd06C16, 1C71261416, ’06979245167
666f1C5d167 605187C116, f308bf9416, 5C1C98b2167
63(1952C€167 9a25a4d516, 4d7e556416, 2dfe9e1b16,

1e6d519a;6, 37bbc86e;g, ae256806,5, 601636a615 }

IHV3y = DCA82596835B2D4F2EDB818BFEEOD521
= {9625&8dC16, 4.|'62('j.-51383167 8b8 1(‘1]326167 21d560f616}

IHV8/ = DCA82596635B2D4FOEDB818BDEEOD521
= {9625a8d<:167 4£2d5b63:¢, 8b81db0e 4, 21d5e0de16}
SIHVs = {0,0bs,dbs,dbs}
by = —2°

14



8 Block 8 of 8

Table 8-1:

Differential Path - block 8

Using 6mq; = +2%7
’ t Bits Qtl bgl...bo ‘ # ‘
-3 10010110 00100101 10101000 11011100 | 32
-2 00100001 11010101 11100000 11-11110 | 32
-1 10001011 10000001 11011011 00-01110 | 32
0 01001111 00101101 01011011 -++00011 | 32
1 B 0. ..+ O—+..... 7
2 .00.. ..07- L1+ 1-+..... 10
3 1.40..1 ..0-+ 1+. O0-.. ... 11
4 L10+..0 -1- + —+..... 10
5 R +1-. .1...... 1-.1.. 10
6 1.0-..0. ..1... .0.1.1.1 .10.00. 13
7 .1+..01 ..0.0. I+ 0 ..0.+1.1 |13
8 1..0..-1 ....... | ..-+.0 |11
9 1.0..0+ ...... 0. .+1-...+ ....1-.- |12
10 | ...... 1+ .1....1. .100...+ 0.0.0-.- |13
11 .1...11+ .00101-1 '1+0.1.+ 0.101-10 | 24
12 0070000- .-101111 .0-000.1 +°-10001 | 29
13 0+-00-+1 ~“Q0—-=++-- "—1+1-.- ++++-———- | 31
14 +110+-—— ——— +0+-—— ————-— 100 .1110100 | 31
15 101-1-11 101010.0 1+1001.1 11110-0- | 30
16 10010010 +00-.1"1 00101+.0 ....... -123
17 01.-.0.. ...0...+ .0..0..1 ..... ~.1 11
18 1+.-.... "..4...+ ....00.- ...0...0| 11
19 +0.1.... ...+..01 .- oo 7
20 - .0. ...0.01- ..0....” A4 110
21 I A 1.7 ...+.0..19
22 Oooo+e ool =07 L.+, 0..-. 8
23 oo, O -1 Lo 1..-.+ 7
24 | ..., R PR .. -..1.+ 7
275 T I T 0..0.- 5
26 S ¢ T S 0.... 4
27 ..01. I R 1....1 6
28 A-l L O.. .. oo, 4
29 B 2
30 s P, 3
31 e e e e 2
32 O 1
33 S 2
34 —60 | v e e e | 0]

(2

62 | . e . B

63 | e e e B

[ R
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Table 8-2: Block 8 found using path in Table 8-1

Mg = 2BD7 D1 16 25 A0 6A 90 73 9B 4D OA 06 EA 87 2A

3A FO EB A1 26 29 BE D6 79 40 56 1B D9 37 4A 89

D6 OF OD 72 2C 9F EB 68 33 EC 53 FO BO FD 76 A2

04 7B 66 C9 OF CE B1 D2 E2 2C CO 99 B9 A4 B9 3E
= { 16(11(172‘[‘)167 906&&02516, Oa4d9b7316, 2a87ea0616,
alebf93a;g, d6be292614, 1056407916, 894a37d916,
720d0£d616, 68eb9f2c1g, £053ec3316, a276£db0y¢,

c9667b0415, d2blce0fs, 99c02ce21s, 3eb9adb9is }

M} = 2BD7 D116 25 A0 6A 90 73 9B 4D OA 06 EA 87 24

3A FO EB A1 26 29 BE D6 79 40 56 1B D9 37 4A 89

D6 OF OD 72 2C 9F EB 68 33 EC 53 FO BO FD 76 AA

04 7B 66 C9 OF CE B1 D2 E2 2C CO 99 B9 A4 B9 3E
= { 16(11(’1721’)167 906aa02516, Oa4d9b7316, 22-1876&06167
alebf93a;6, d6be292614, 1056407916, 894a37d9q6,
720(1()f(16167 686b9f2C16, fO53€C3316, aa76fdb016,

c9667b0414, d2b1ce0f 5, 99c02ce2;5, 3eb9adb9is }

IHVy = 505D9746FABO0B328018DBC34A87DF11
= {46975(15016, 320bb0fa16, ng.b:|.880167 11df874316}

IHVy = 505D9746FABO0B328018DBC34A87DF11
= {46975d50;4, 320bb0fa4, c3db1880;¢, 11df874a;4}

§IHVy = {0,0,0,0}
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