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Abstract—Two extensions of the partial order reduction algo-
rithm of Clarke, Jha and Marrero are presented. The proposed
algorithms are suitable for branching security protocols, e.g.
optimistic fair contract signing schemes. The first extension is
proved to generate a reduced state space which is branching
bisimilar to the full state space, while the second extension
generates a state space that is trace equivalent to the full state
space. Experimental results using an implementation of the
algorithms in the toolset of the µCRL process algebra are
reported.

I. I NTRODUCTION

Two major approaches to automatic verification of secu-
rity protocols are model checking and constraint solving.
Both techniques in principle need to enumerate all possible
interleavings of actions performed by protocol participants.
Partial order reduction (POR) techniques identify and avoid
generating identical interleavings, modulo the properties that
are to be verified, to reduce the time and memory used in
verification.

Standard POR algorithms for communication protocols,
e.g. as implemented in SPIN, are in general not effective
for security protocols (see section VIII for details). Clarke,
Jha and Marrero (CJM) [10], [12] were the first to for-
mally present a POR algorithm for security protocols and
determine the class of modal properties that are preserved
by it. They observe that the knowledge of the Dolev-
Yao attacker model in the course of each protocol run is
non-decreasing, and, intuitively, with more knowledge the
attacker can do more (harm). Therefore, when verifying
security protocols which yield finite-depth executions, inthe
presence of the Dolev-Yao attacker, it is safe to prioritize
actions that increase the attacker’s knowledge over other
actions. This is the heart of the POR algorithm of [10],
which is used in BRUTUS [11], a model checker tailored for
security protocols. This algorithm has also been considered
by Millen and Shmatikov [23] as a means to reduce the
number of constraint sets that have to be solved to verify a
security protocol.

The POR algorithm of CJM assumes that the participants
of security protocols arenon-branching, meaning that each
participant at each state of the protocol has at most one
single action to perform. This assumption has been widely
used in the literature for modelling various authentication
and key distribution schemes since the early years of security
protocol analysis, e.g. see the “ping-pong” protocols of [15].

In practice, however, participants of e.g. authenticationpro-
tocols may havechoice points. They can for instance take
alternative actions when a received message does not match
a certain pattern, or when a timeout occurs. Therefore, any
faithful model of these protocols must allow such choice
points in the specification as well. More importantly, a large
number of security protocols explicitly prescribe more than
one possible behavior for the participants. Prominent ex-
amples are optimistic fair exchange protocols, including fair
non-repudiation, fair payment, certified email, and electronic
contract signing protocols, e.g. see [4]. Participants of these
protocols can choose between continuing the normal flow of
the protocol and resorting to a trusted entity, in case of long
delays of the opponent or communication failures. These
protocols can be properly modelled only if choice points
are allowed in the specification of their participants.

Concerning properties, the POR algorithm of Clarke et al.
preserves a variant of past-time linear-time temporal logic
(LTL), augmented with knowledge operators. LTL is in gen-
eral insufficient for branching security protocols: A natural
feature of branching protocols is that they aim at branching-
time security properties. Prominent examples of branching-
time security requirements are various properties of fair ex-
change protocols which can be expressed in alternating-time
temporal logic [22], security requirements of Web services
that are naturally stated in logics based on computation-
tree temporal logic (CTL) [28], [29], anonymity [8], and
information flow control properties [13].

In this paper, we report on extensions of the POR algo-
rithm of CJM to handle security protocols in which par-
ticipants may have choice points. Two POR algorithms are
presented for this purpose. The first one, which is calledre-
ducingalgorithm, is proved to generate a reduced state space
that is branching bisimilar [18] to the full state space. This
reduction algorithm is thus suitable for checking branching-
time security properties [24]. Our proposed bisimulation
relation can be of independent interest, e.g., for establishing
relations among protocol models which inherently allow
branching or admit partial order interpretations, such as the
appliedπ-calculus [1] and the strand space model [31].

The second algorithm, which is calledpruningalgorithm,
is proved to generate a state space that is trace equivalent
to the full state space. This algorithm is thus suitable for
checking linear-time security properties.

The proposed POR algorithms have been implemented in



theµCRL toolset [7], which is based on process algebra and
abstract data types [19]. We report on some experimental
results for an optimistic fair exchange protocol using the
µCRL toolset.

Structure of the paper:Section II introduces the pre-
liminaries. Security protocols and their execution semantics
are described in section III. There we introduce the “full”
execution model along with our proposed “reduced” and
“pruned” execution semantics. (The naming conventionre-
ducedversuspruned is merely a means for distinguishing
the two execution models.) In section IV it is proved that
for security protocols the reduced state space is branching
bisimilar to the full one. Section V shows that for security
protocols the pruned state space is a so-calledamplesub-
state space of the full state space, which implies that they
are trace equivalent. The proposed execution semantics are
implemented as POR algorithms using the notion ofample
sets, in section VI. Section VII evaluates the effectiveness of
the proposed POR algorithms in the context of a case study.
Related work is discussed in section VIII, while section IX
concludes the paper.

II. PRELIMINARIES

A directed acyclic graph(dag) is a tupleT = (S, r, E),
whereS is a set ofstates, r ∈ S is the root, andE is a set
of events(or actions). To each evente ∈ E, we associate a
subset ofS×S. We usee and the subset ofS×S associated
to e interchangeably when confusion is unlikely, and for
all e ∈ E assume that (1)∀s ∈ S. (s, s) 6∈ E+, and (2)
∀s ∈ S. (r, s) ∈ E∗. HereE+ and E∗ are the transitive
and the transitive reflexive closures of the relations inE,
respectively. As a convention, we writes

e
→ s′ if (s, s′) ∈ e,

and define the set of eventsenabledat states in dag T

as enT (s) = {e ∈ E | ∃s′ ∈ S. s
e
→ s′}. We may write

en(s) for enT (s) whenT is clear from the context. DagT
is single-imageif each event inE is a partial function. For
a single-image dag we writee(s) = s′ iff (s, s′) ∈ e.
Dag T ′ = (S′, r′, E′) is a subdagof T = (S, r, E) iff
S′ ⊆ S, r′ = r andE′ ⊆ E.

A finite path, or trace, in T is a finite sequenceσ =
s0, s1, · · · , sk, such that there exist eventse0, · · · , ek−1 with
∀0 ≤ i < k. si

ei→ si+1. We sayσ is rooted at s0 and may
write s0

e0···ek−1

→ sk. Note that if T is single-image, then
the sequence of eventse0, e2, · · · , ek−1 uniquely determines
traceσ, if the root of the trace is given. Thedepthof a state
s ∈ S in T is the length of a shortest traceσ = s0, · · · , s
that is rooted atr, i.e. s0 = r. A dag is of finite depthif
there is a finite upper bound on the depths of the states in
the dag.

Let U be a set of symbols, andW ⊆ U . For u ∈ U∗, the
sequence that is obtained by removing all elements ofW

from u is denotedsW (u). For two sequencesu, v ∈ U∗ we

write u
W
≡ v iff sW (u) = sW (v). Clearly

W
≡ is an equivalence

relation onU∗.

Definition 1 (Ample subdags). Let W ⊆ E be a set of
events inT = (S, r, E). A subdagT ′ = (S′, r′, E′) of T
is an amplesubdag moduloW if for each traceσ rooted
at r in T there exists at least one traceσ′ rooted atr′ in
T ′ such thatσ

W
≡ σ′.

Under suitable transformations on Kripke structures or
labeled transition systems (which are generalizations of our
dags), the linear-time temporal logicLTL−X is preserved
under the ample subdag relation [26].

Definition 2 (Branching bisimulation [18]). Let W ⊆ E

be a set of events inT = (S, r, E), called silent events.
A binary relationR on the set of statesS is a branching
bisimulationrelation moduloW iff

• R is symmetric, and
• (p, q) ∈ R and p

e
→ p′ implies that eithere ∈ W and

(p′, q) ∈ R, or there exist̂q andq′ such thatq
e1···em→ q̂

and q̂
e
→ q′, for somem ≥ 0 and e1, · · · , em ∈ W ,

while (p, q̂) ∈ R and (p′, q′) ∈ R.

Two states are branching bisimilar if there exists a branching
bisimulation that relates them.

Branching bisimilarity is an observational equivalence
which ignores silent events while preserving the branch-
ing structure of systems. Under suitable transformations
on Kripke structures or labeled transition systems, the
branching-time temporal logicCTL∗

−X is preserved under
branching bisimilarity [24].

III. SECURITY PROTOCOLS

In this section we give an abstract model for security
protocols.

A security protocol consists of a finite set of partici-
pantsΠ = {1, · · · , n}, with n ≥ 1. Each participanti ∈ Π
is modelled as a dagTi = (Si, ri, Ei) with the following
properties:

• Ti is single-image.
• Ti is of finite depth.
• The events inEi arecommunicationactions, i.e. each

e ∈ E is of the form snd i(m) or rcv i(m), where
messagem belongs toMsg , as defined below.

The set of messagesMsg is the set of ground terms induced
by a free term algebraΣ; that isM = TΣ. We writeSnd =
{snd i(m) | i ∈ Π,m ∈ Msg} andRcv = {rcv i(m) | i ∈
Π,m ∈ Msg}, whenΠ is clear from the context. Note that

∀i, j ∈ Π. i 6= j =⇒ Ei ∩ Ej = ∅ (1)

The function[·] : (∪j∈ΠEj) → Π is defined as[snd i(m)] =
i and [rcv i(m)] = i.

We remark that participants of security protocols are
typically specified as finitely-branching dags of finite depth
in which messages appearing in the events contain variables;
that is M = TΣ(V), with V being a countable set of



variables. Such “symbolic” representations yield a single-
image infinitely-branching dag of finite depth, by simply
substituting variables with all possible message contents.
The correspondence between our “explicit” model versus
“symbolic” models is thus immediate.

Internal actions, i.e. non-communication actions, are ex-
cluded from our model, in order to avoid unnecessary
clutter in the proofs. The formalization can be extended to
accommodate internal actions in a straightforward manner;
see section VI.

Security protocols are executed in the presence of an
attacker. We do not model the attacker explicitly as a dag;
instead the attacker’s abilities are reflected in our protocol
execution models. The attacker has a set of inference rules
which enable him to compose new messages from the
messages he knows. We writeC(M) for the set of messages
that the attacker can derive fromM ⊆ Msg . The only
property of functionC that is relevant for our results is
monotonicity:

Monotonicity : M ⊆ M ′ =⇒ C(M) ⊆ C(M ′)

A. Protocol executions

A security protocol can beexecutedin the presence of the
attacker with initial knowledgeK0, creating anexecution
dag for the protocol. We attribute an asynchronous message
passing semantics to security protocols in which messages
are passed through the attacker; the attacker can in particular
destroy the transmitted messages. The execution dag of a
protocol consisting of participantsΠ = {1, · · · , n} is TΠ =
(S, r, E) whereS ⊆ S1 × · · · × Sn × 2Msg andE are the
smallest sets satisfying:

• r = (r1, · · · , rn,K0), r ∈ S.
• Let z1 = (s1, · · · , si, · · · , sn,K) ∈ S.

– If si
sndi(m)
→ s′i for some i ∈ Π, then z2 =

(s1, · · · , s′i, · · · , sn,K ∪ {m}) ∈ S. In this case
snd i(m) ∈ E and (z1, z2) ∈ snd i(m).

– If si
rcvi(m)
→ s′i, for somei ∈ Π, andm ∈ C(K),

then z2 = (s1, · · · , s
′
i, · · · , sn,K) ∈ S. In this

casercv i(m) ∈ E and (z1, z2) ∈ rcv i(m).

The following lemma is immediate by the definition of
TΠ and condition 1.

Lemma 1. If Ti is single-image for alli ∈ Π, thenTΠ is
single image. IfTi is of finite depth for alli ∈ Π, thenTΠ

is of finite depth.

Given an execution dagTΠ = (S, r, E), for z =
(s1, · · · , sn,K) ∈ S we define en i(z) = enTi(si) for
i ∈ Π. Note that in generalen i(z) 6= en(z) ∩ Ei. By the
definition ofTΠ it is immediate that for allz ∈ S andi ∈ Π,
eni(z) ∩ Snd ⊆ en(z) ∩ Snd. However, if eni(z) contains
rcv i(m) events, withm 6∈ C(K) andK being the knowledge
of the attacker atz, then eni(z) ∩ Rcv 6⊆ en(z) ∩ Rcv.
Therefore, in general∪i∈ΠEi ∩ Snd 6⊆ E ∩ Snd.

The following lemma intuitively states that events of
different participants are “independent”. This is becausethe
communication events occur only between a participant and
the attacker.

Lemma 2 (Independence property). Let TΠ = (S, r, E)
be the execution dag of a security protocol for the set
of participantsΠ = {1, · · · , n}. For any z1, z2 ∈ S, if
(z1, z2) ∈ e, thenenj(z1) = enj(z2) for all j 6= [e].

Proof: Immediate by the definition ofTΠ.

We remark that generally(z1, z2) ∈ e doesnot imply
en(z1) ∩ Ej = en(z2) ∩ Ej for all j 6= [e]. Namely,
in z2 the knowledge of the attacker may have increased
(compared toz1), hence enabling more receive events for
the participants.

The following lemma informally establishes the “dia-
mond” property in execution dags, i.e. ifea(s) = sa
and eb(s) = sb, where ea and eb are events of different
participants ands is an arbitrary state, theneb(sa) = ea(sb).

Lemma 3 (Confluence property). Let TΠ = (S, r, E) be
the execution dag of a security protocol for the set of
participants Π = {1, · · · , n}. For any z1, z2, z3 ∈ S, if
(z1, z2) ∈ e, with e ∈ Ei for somei ∈ Π, and z1

e1···eℓ→ z3
with ej 6∈ Ei for all j = 1, · · · , ℓ (where ℓ ≥ 0), then
∃z4 ∈ S such thatz2

e1···eℓ→ z4 and (z3, z4) ∈ e.

Proof: The proof is by induction onℓ. If ℓ = 0, then
z1 = z3 andz2 = z4. Clearly (z3, z4) ∈ e. Now assume the
claim holds forℓ = m; below, we prove it forℓ = m+ 1.

Suppose(z1, z2) ∈ e, e ∈ Ei, z1
e1···em→ z′3, z′3

em+1

→
z3, ande1 · · · em+1 6∈ Ei. Due to the induction hypothesis,
there exists az′4 such that(z′3, z

′
4) ∈ e, and z2

e1···em→ z′4.
Since em+1 6∈ Ei, the independence property ofTΠ and
monotonicity ofC imply that there exists az4 ∈ S such that
z3

e
→ z4 andz′4

em+1

→ z4. Now, clearly we havez2
e1···em+1

→
z4. This completes the proof.

B. Reduced protocol executions

In this section, we construct areducedexecution dag for
security protocols which is a subdag ofTΠ. The idea of
the construction is that at each statez = (s1, · · · , sn,K)
we check if any of the processes ofΠ only performs a
singleSnd event. If so, only the single event of that process
is further explored. The key observation here is that the
knowledge set of the attacker is increased bySnd events,
and this can only enable moreRcv events. The independence
and confluence properties of the execution dags allow us
to only explore such “knowledge increasing” events. The
condition on the process being able to perform only a single
Snd event pertains to preserving branching-time properties
in POR algorithms (cf. [17]). The formal definition is given
below.



Consider a protocol consisting of participantsΠ =
{1, · · · , n}, executed in the presence of the attacker with
initial knowledgeK0. The reducedexecution dag for the
protocol isTΠ = (S, r, E) whereS ⊆ S1×· · ·×Sn×2Msg

andE are the smallest sets satisfying:

• r = (r1, · · · , rn,K0), r ∈ S.
• Let z1 = (s1, · · · , si, · · · , sn,K) ∈ S and defineJ =

{j ∈ Π | |enj(z1)| = 1 ∧ enj(z1) ⊆ Snd}. If J 6= ∅,
then letI = {i | i = min J}, else letI = Π. That is,
eitherI is a singleton, orI = Π.

– If si
sndi(m)
→ s′i, for some i ∈ I, then z2 =

(s1, · · · , s′i, · · · , sn,K ∪ {m}) ∈ S. In this case
snd i(m) ∈ E and (z1, z2) ∈ snd i(m).

– If si
rcvi(m)
→ s′i, for somei ∈ I, andm ∈ C(K),

then z2 = (s1, · · · , s
′
i, · · · , sn,K) ∈ S. In this

casercv i(m) ∈ E and (z1, z2) ∈ rcv i(m).

The following lemma is immediate by the definitions of
TΠ andTΠ.

Lemma 4. Let Π be the set of participants of a security
protocol, andTΠ = (S, r, E) and TΠ = (S′, r′, E′) be the
execution dag and the reduced execution dag of the protocol,
respectively.

1) TΠ is a subdag ofTΠ.
2) For all z ∈ S′, enTΠ(z) = ∅ only if enTΠ(z) = ∅.

The following proposition shows that, intuitively, events
enabled inTΠ may be delayed inTΠ, but they are not
indefinitely ignored. Below, we letTΠ = (S, r, E) and
TΠ = (S′, r′, E′); moreoverenT (z) refers toenTΠ(z), and
enT(z′) refers toenTΠ(z′).

Proposition 1. Let z ∈ S′ and e ∈ enT (z). Then there
exist a z′ ∈ S′ and ℓ ≥ 0 such thatz

e1···eℓe→ z′ in TΠ,
where∀1 ≤ j ≤ ℓ. ej ∈ Snd ∧ [ej ] 6= [e].

Proof: We observe thatTΠ is of finite depth, due to
lemmas 1 and 4. Therefore all paths inTΠ rooted atz
are either of the formz0, · · · , zℓ, such thatz0 = z and
enT(zℓ) = ∅, or can be extended to such a path. Take any
such extended path. We claim that for all0 ≤ i < ℓ:

(∃0 ≤ j ≤ i. e ∈ enT(zj)) ∨ e ∈ enT (zi+1) (2)

Assumee 6∈ enT(zj) for all 0 ≤ j ≤ i. Then, due to the
definition of TΠ, z0

e0···ei→ zi+1, and for all 0 ≤ j ≤ i

we have[ej ] 6= [e] and ej ∈ Snd. Now, by the confluence
property we havee ∈ enT (zi+1).

Due to lemma 4,enT(zℓ) = ∅ =⇒ enT (zℓ) = ∅. This,
along with relation (2), implies that there exists a0 ≤ j < ℓ

such thate ∈ enT(zj).

We remark that lemma 1 would fail if participants of
security protocols were defined as dags of infinite depth.

C. Pruned protocol executions

In this section, we construct aprunedexecution dag for
security protocols, which is a subdag ofTΠ. The idea of
the construction is that at each statez = (s1, · · · , sn,K)
we check if any of the processes ofΠ only performsSnd
events; this need not be a singleton, in contrast to the reduced
dags of section III-B. If so, only the events of that process
are further explored. The formal definition is given below.

Consider a protocol consisting of participantsΠ =
{1, · · · , n} executed in the presence of the attacker with
initial knowledgeK0. The pruned execution dag for the
protocol isPΠ = (S, r, E) whereS ⊆ S1×· · ·×Sn×2Msg

andE are the smallest sets satisfying:

• r = (r1, · · · , rn,K0), r ∈ S.
• Let z1 = (s1, · · · , si, · · · , sn,K) ∈ S and defineJ =

{j ∈ Π | |enj(z1)| ≥ 1 ∧ enj(z1) ⊆ Snd}. If J 6= ∅,
then letI = {i | i = min J}, else letI = Π. That is,
eitherI is a singleton, orI = Π.

– If si
sndi(m)
→ s′i, for some i ∈ I, then z2 =

(s1, · · · , s′i, · · · , sn,K ∪ {m}) ∈ S. In this case
snd i(m) ∈ E and (z1, z2) ∈ snd i(m).

– If si
rcvi(m)
→ s′i, for somei ∈ I, andm ∈ C(K),

then z2 = (s1, · · · , s′i, · · · , sn,K) ∈ S. In this
casercv i(m) ∈ E and (z1, z2) ∈ rcv i(m).

Note that the only difference betweenPΠ andTΠ lies in the
definition of the setJ . Namely,J = {j ∈ Π | |enj(z1)| ≥
1∧enj(z1) ⊆ Snd} in PΠ, while J = {j ∈ Π | |enj(z1)| =
1 ∧ enj(z1) ⊆ Snd} in TΠ.

The following lemma is immediate by the definitions of
TΠ andPΠ.

Lemma 5. Let Π be the set of participants of a security
protocol, andTΠ = (S, r, E) and PΠ = (S′, r′, E′) the
execution dag and the pruned execution dag of the protocol,
respectively.

1) PΠ is a subdag ofTΠ.
2) For all z ∈ S′, enPΠ(z) = ∅ only if enTΠ(z) = ∅.

IV. A BRANCHING BISIMULATION RELATION

In this section we show that for any security protocolΠ,
TΠ andTΠ are branching bisimilar moduloSnd.

Let Π = {1, · · · , n} be the set of participants of a security
protocol and considerTΠ = (S, r, E) andTΠ = (S′, r′, E′).
We recall thatS′ ⊆ S, E′ ⊆ E andr′ = r, due to lemma 4.
Define the binary relation≤⊆ S×S asz ≤ z′ iff there is a
pathz0, · · · , zℓ in TΠ with ℓ ≥ 0 such thatz0 = z, zℓ = z′,
and

• for all 0 ≤ i < ℓ, there exists aj ∈ Π wherezi
e
→ zi+1

with e ∈ Ej , |enj(zi)| = 1 andenj(zi) ⊆ Snd.

We note that≤ is a reflexive relation. The following
lemma explains why the notation≤ is chosen for this
relation: If z ≤ z′, then the set ofrcv eventsavailable



at z is a subset ofrcv events available atz′. Here, we say
e is available atz if e ∈ en i(z) for somei ∈ Π.

Lemma 6. ConsiderTΠ = (S, r, E) and z, z′ ∈ S. Then
z ≤ z′ =⇒ ∀i ∈ Π. eni(z) ∩ Rcv ⊆ eni(z

′) ∩ Rcv.

Proof: The assumptionz ≤ z′ implies that there is a
path z0, z1, · · · , zℓ in TΠ with z0 = z, zℓ = z′, andzj

ej
→

zj+1 for 0 ≤ j < ℓ. We defineκ = {k ∈ Π | ∃j. 0 ≤ j <

ℓ ∧ k = [ej ]}. Now consider an arbitraryi ∈ Π. If i 6∈ κ

then due to the independence propertyeni(z) = eni(z
′).

If i ∈ κ, then choose the minimal0 ≤ j < ℓ such that
[ej ] = i. As j is minimal, we haveen i(z) = eni(zj) due to
the independence property. By the definition of≤, eni(zj)∩
Rcv = ∅. Therefore,eni(z) ∩ Rcv = ∅. This completes the
proof.

Theorem 1. Let Π be the set of participants of a security
protocol. ThenTΠ andTΠ are branching bisimilar modulo
Snd.

Proof: Let TΠ = (S, r, E) and TΠ = (S′, r′, E′).
We define the relationR ⊆ S × S′ as (z, z′) ∈ R iff
z ≤ z′. We show thatR is a branching bisimulation relation
moduloSnd. Below, as a convention, primed symbols refer
to states inTΠ.

We first note that(r, r′) ∈ R. Now assume(z1, z′1) ∈ R

and z1
e
→ z2 in TΠ. The assumption(z1, z′1) ∈ R implies

that there exists a pathy0, · · · , yℓ such thaty0 = z1, yℓ = z′1,
l ≥ 0 andyi

ei→ yi+1 for 0 ≤ i < ℓ where|en [ei](yi)| = 1
anden [ei](yi) ⊆ Snd. We distinguish two cases:

1) [e] 6= [ei] for all 0 ≤ i < ℓ. Then due to the confluence
property there exists az′2 such thatz′1

e
→ z′2 and

z2
e0···eℓ→ z′2.

We claim z2 ≤ z′2. Clearly there exists a path
x0, · · · , xℓ such thatx0 = z2, xℓ = z′2, l ≥ 0 and
xi

ei→ xi+1 for 0 ≤ i < ℓ. It remains to show
that |en [ei](xi)| = 1 and en [ei](xi) ⊆ Snd. Using
the confluence property on the intermediate states we
observe that for all0 ≤ i ≤ ℓ, yi

e
→ xi. Now, due

to the independence property,enj(yi) = enj(xi) for
all j 6= [e]. That is, fromz1 ≤ z′1 we can conclude
z2 ≤ z′2.

2) [e] = [ej ] for some0 ≤ j < ℓ. Let j be the smallest
number for which[e] = [ej ]. From z1 ≤ z′1 we have
en [e](yj) ⊆ Snd. Thereforeej ∈ Snd. We claimej =
e. This is becauseen [e](yk) = en [e](z1) for k ≤ j, due
to the independence property. Moreovere ∈ en [e](z1)
and |en [e](yj)| = 1 due toz1 ≤ z′1. Thereforee = ej.

This results inz2
e1···ej−1

→ yj+1 due to the confluence
property. Then, obviously,z2

e1···ej−1ej+1···eℓ−1

→ z′1.
Now, z1 ≤ z′1 implies that z2 ≤ z′1 and indeed
(z1, z2) ∈ Snd.

Now we consider the other direction: Assume(z1, z′1) ∈

R andz′1
e′

→ z′2 in TΠ. The assumption(z1, z′1) ∈ R implies

that z1
e1···eℓ→ z′1 wherel ≥ 0 and ei ∈ Snd. Takez2 = z′2,

and note thatz1
e1···eℓe→ z2 and indeedz′1 ≤ z′1 andz2 ≤ z′2.

This completes the proof.
We give a simple example of a branching bisimulation

relation betweenTΠ andTΠ.

Example 1. Let Π = {1, 2} and considerTΠ and TΠ of
figure 1, wheresi denotessnd i(m) for some messagem and
i ∈ Π, and ri and r′i denotercv i(m) for some messagem
and i ∈ Π.

The following relationR ⊆ S × S′ is a branching
bisimulation relation moduloSnd.

R = {(A,A′), (D,D′), (E,E′), (F, F ′),
(G,G′), (A,E′), (B,D′), (C,F ′)}

To verify this we observe that:

A
s1→ B =⇒ A′ s2s1→ D′, (B,D′) ∈ R

A
s1→ B =⇒ E′ s2→ D′, (B,D′) ∈ R

A
r1→ C =⇒ A′ s2r1→ F ′, (C,F ′) ∈ R

A
r1→ C =⇒ E′ r1→ F ′, (C,F ′) ∈ R

A
s2→ E =⇒ A′ s2→ E′, (E,E′) ∈ R

A
s2→ E =⇒ E′ ǫ

→ E′, (E,E′) ∈ R

B
s2→ D =⇒ D′ ǫ

→ D′, (D,D′) ∈ R

C
s2→ F =⇒ F ′ ǫ

→ F ′, (F, F ′) ∈ R

E
s1→ D =⇒ E′ s1→ D′, (D,D′) ∈ R

E
r1→ F =⇒ E′ r1→ F ′, (F, F ′) ∈ R

E
r′1→ G =⇒ E′ r′1→ G′, (G,G′) ∈ R

Here ǫ is the empty sequence. Verifying the other direction
of the relation is analogous. Note that(z, z′) ∈ R iff z ≤ z′.

C

r1s1
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G

s2 s2

A

D F

s2

r1s1
r′
1

A′

D′ F ′
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r1s1
r′
1

G′

E′E

Figure 1. TΠ (left) andTΠ (right) of example 1.

V. A N AMPLE SUBDAG RELATION

In this section we show that for any security protocolΠ,
PΠ is an ample subdag ofTΠ modulo Snd. This implies
that these subdags are trace equivalent, moduloSnd.

The following lemma is adapted from well-known results
in the partial order reduction literature, e.g. see [26, Theorem
4.2].

Lemma 7. Let T ′ = (S′, r′, E′) be a subdag ofT =
(S, r, E) with W ⊆ E, where the following three properties
hold:



• [C0] For any states ∈ S′, enT ′

(s) = ∅ only if
enT (s) = ∅.

• [C1] Let s
e1···em→ s′ in T and assumeenT ′

(s) =
{e1, · · · , eℓ}. Then, for all1 ≤ i ≤ m where[ei] = [ej ]
for some j ∈ {1, · · · , ℓ}, we have∃k ≤ i. ek ∈
enT ′

(s).
• [C3] For any states ∈ S′, enT ′

(s) ⊂ enT (s) implies
that enT ′

(s) ⊆ W .

ThenT ′ is an ample subdag ofT moduloW . 1

Theorem 2. Let Π be the set of participants of a security
protocol. Then,PΠ is an ample subdag ofTΠ moduloSnd.

Proof: The proof goes by showing thatPΠ is a subdag
of TΠ and conditions C0,C1 and C3 of lemma 7 are satisfied.
According to lemma 5, dagPΠ is indeed a subdag ofTΠ

and also condition C0 is satisfied. Condition C3 also clearly
holds by the definition ofPΠ. Below, it is shown that
condition C1 is satisfied as well.

Let s
e1···em→ s′ in T , enT ′

(s) = {e1, · · · , eℓ}, and [ei] =
[ej ] for some1 ≤ i ≤ m and 1 ≤ j ≤ ℓ. We claim∃k ≤
i. ek ∈ enT ′

(s). By definition ofPΠ, either[e1] = · · · = [eℓ]
andenT ′

(s) ⊆ Snd, or enT ′

(s) = enT (s). The claim clearly
is true in the latter case. Therefore, below we focus on the
former case and writeλ = [e1].

We have[ei] = λ for some1 ≤ i ≤ m by the assumption.
Two cases are possible:

• If i = 1: By definition of PΠ, [e1] = λ iff e1 ∈
enT ′

(s). We letk = 1 in this case.
• If i > 1: We assume for all1 ≤ k < i. ek 6∈ enT ′

(s)

and proveei ∈ enT ′

(s). Let us writes
e1···ei→ ŝ. By

definition ofPΠ, we get[ek] 6= λ, for all 1 ≤ k < i. By
the confluence property, therefore,enT

λ (ŝ) = enT
λ (s).

Since ei ∈ enT
λ (ŝ), we concludeei ∈ enT

λ (s). Now,
from [ei] = λ and the definition ofPΠ we get ei ∈
{e1, · · · , eℓ}; that isei ∈ enT ′

(s).

This completes the proof.
We give a simple example of an ample subdag relation

betweenTΠ andPΠ.

Example 2. Consider figure 1. Note that the dag on the
right follows the construction of pruned execution dags
(section III-C). One can easily check that the dag on the
right is an ample subdag ofTΠ (left) moduloSnd. Below,
we verify the conditions C0, C1 and C3 (of lemma 7) for
this dag.

It is obvious that the dag on the right satisfies conditions
C0 and C3. Now, observe that the only sequences of events
in TΠ (left) which are not in the dag on the right ares1s2
and r1s2, both rooted atA. Since the only enabled event at
A′ is s2, and [s2] 6= [s1] and [s2] 6= [r1], we conclude that
condition C1 is also met by the dag on the right.

1ConditionC2 that is omitted here refers to cycles in state spaces, which
is immaterial for dags of finite depth.

VI. POR ALGORITHMS

Here, we follow theample setapproach [26]. For a
general introduction to POR, see [27]. A POR algorithm
prescribes a method to selectample(s) at each states,
with ample(s) ⊆ en(s), such that exploring only elements
of ample(s), instead of the entireen(s), is sufficient for
generating a smaller execution dag which is “equivalent”
to the execution dag (of a protocol). Only the equivalence
relations given in definitions 1 and 2 (see section II) are
considered here: ample subdag and branching bisimulation
relations.

Algorithm 1 Gen(A): Generates execution dags for branch-
ing security protocols

1: Open := ∅;Closed := ∅
2: Open.insert(r)
3: while Open 6= ∅ do
4: s := Open.extract

5: Closed .insert(s)
6: if A = F then
7: J := ∅
8: if A = R then
9: J := {j ∈ Π | |enj(s)| = 1 ∧ enj(s) ⊆ Snd}

10: if A = P then
11: J := {j ∈ Π | |enj(s)| ≥ 1 ∧ enj(s) ⊆ Snd}
12: if J 6= ∅ then
13: I := {i | i = min J}
14: else
15: I := Π
16: ample(s) := {e ∈ en(s) | [e] ∈ I}
17: for all e ∈ ample(s) do
18: if e(s) 6∈ Closed ∧ e(s) 6∈ Open then
19: Open.insert(e(s))

Gen(A) specified in algorithm 1 implements three dif-
ferent methods for generating execution dags. The value of
parameterA determines the execution model: (1)F indicates
the full execution dag of section III-A, (2)R indicates the
reduced execution dag of section III-B, and (3)P indicates
the pruned execution dag of section III-C. The input to
algorithm 1 is a (symbolic) specification ofTi for all i ∈ Π
and the attacker’s initial knowledgeK0. These in particular
determine the initial state of the execution dag, which is as
usual denoted byr in the algorithm. The algorithm explores
the indicated execution dag of the protocol; here, we confine
to the traversal strategy and abstract away from generating
the output (file).

The setOpen contains visited, but not yet expanded states,
andClosed is the set of visited and expanded states. When
Open is implemented as a queue, the resulting traversal
strategy is breadth-first, while implementingOpen as a stack
results in a depth-first strategy. We remark that the purpose
of using theClosed set in algorithm 1 is to avoid state



revisits. This set is not needed to guarantee the termination
of the algorithm, because dags are acyclic. Therefore, this
set can gradually be removed from memory and be stored
on high latency media (e.g. disks), in case memory limits
are reached, without endangering the termination of the
algorithm. For similar approaches to memory management
see [20]. We remark that the algorithm can be extended in
the obvious way to allow on-the-fly checks for reachability
security properties.

The following theorem is immediate by theorems 1 and 2.

Theorem 3. Let Π be the set of participants of a security
protocol. Then:

• Gen(R) is branching bisimilar toGen(F ) modulo
Snd.

• Gen(P ) is an ample subdag ofGen(F ) moduloSnd.

A. Remarks

The algorithm of CJM simply peaks asnd event if any
is enabled at states, and considers the selected action as
the setample(s). If no such event is enabled, then it lets
ample(s) = en(s). It is easy to observe that in protocols
with branching participants this algorithm does not create
an ample subdag of the (full) execution dag.

Example 3. Consider the following two processes:p =
sndp(m1) + sndp(m2) and q = rcvq(m1) + rcvq(m2),
with ‘+′ being thechoiceoperator (thus corresponds to a
fork in the dag describing these processes), andm1 andm2

being two messages such thatm2 6∈ C{m1}. Consider an
execution of these processes in presence of an attacker with
empty initial knowledge. Obviously if only one of the two
alternative sndp events are explored in a POR algorithm,
the resulting state space would not include the othersndp

event. That is, the state space resulting from such a POR
algorithm would not be an ample subdag of the full state
space which contains bothrcvq(m1) and rcv q(m2) events.

Note that internal actions are allowed inGen(A), and
these will be treated asrcv events by the algorithm (see
also section III). Note that in theorem 3 onlysnd events are
silent. That is,rcv events and internal actions can be referred
to in properties that are preserved by branching bisimulation
(or, ample subdag equivalence).

If the attacker needs to perform an internal action, e.g.
to signal out an event which is interesting for verification,
then adummyprocess can be used that receives a designated
message from the attacker and performs the corresponding
internal action. Therefore, it is not necessary to provide the
attacker with explicit internal actions.

VII. A CASE STUDY

Below, in the context of a case study, we evaluate the
effectiveness of the proposed POR algorithms in terms of
the number of states and transitions they explore, and their

execution time. Our experiments are performed on a finite-
state approximation of an optimistic fair exchange protocol
for trusted computing modules, described in [32]. The finite-
state nature of the case study enables us to compare the
concrete number of explored states and transitions. Naturally
the proposed algorithms are not bound to finite-state settings.
For instance,Gen(R) can be used with the constraint
solving algorithm of [21] for verifying fairness of contract
signing protocols.

The protocol of [32] assumes a finite set of trusted
computing modulesC, with eachc ∈ C having access to a
set of noncesNc, and a finite set of trusted entitiesT . In case
of unexpected interruptions, wronged modules can resort to
one of the trusted entities. The goal of the protocol is to
secure fair exchange of digital items among the members
of C, in the presence of malicious players.

We have specified the protocol in theµCRL process
algebraic language [19]. TheµCRL toolset [7] version
2.18.5 is extended with algorithmsGen(R) andGen(P ),
and used to generate state spaces corresponding to various
instantiations of the protocol. The state space generation
algorithms of the toolset already includedGen(F ). The
extendedµCRL toolset, along with the specifications of the
case studies reported here, can be found at http://www.win.
tue.nl/∼awijs/spor/securitymcrl.html.

We remark that theµCRL toolset provides a general-
purpose state space generation framework, and is not tailored
for security applications. The generation times reported here
can therefore be improved using special purpose model
checkers, such as those developed in AVISPA [3]. This
observation is however immaterial in assessing the effec-
tiveness of POR algorithms, as the amount ofreduction
in time and memory usage is generally independent to the
underlying technology.

In our experiments the variables are: (1) the size of set
T , which intuitively amounts to the number of parallel
processes in the system, and (2) the size of setNc, which
roughly corresponds to the number of sequential transactions
each element ofC can perform. The size of setC is fixed
to two in all the experiments: It takes at least two modules
to execute the fair exchange protocol.

A security requirement for the protocol of [32] isfairness.
Suppose modulesc1 and c2 possess digital itemsd1 and
d2, respectively, and wish to exchange these items. Fairness
asserts that ifc1 receivesd2, then c2 has always a way to
received1. In CTL∗

−X this can be formalized as

AG(recv(c1, d2) =⇒ EFrecv(c2, d1))

where A,E,G and F have their standard meaning [9].
Note that oncerecv(c1, d2) becomes true in a state, it will
persistently remain true in all the subsequent states. The
property is indeed preserved under branching bisimilarity
moduloSnd events.



Experiment setting:All experiments were performed
on a machine with two dual-coreAMD OPTERON (tm)
processors 885 2.6 GHz, 126 GB RAM, running RED HAT

4.3.2-7. TheµCRL toolset supports distributed state space
generation [6], allowing multiple CPUs, either on different
machines or on a single machine, to generate a state space
in collaboration. We implemented the algorithms in this
paper for a distributed setting, as this can be done in a
straightforward fashion (the cycle proviso C2 of POR is
immaterial in the setting of security protocols). Therefore,
the results presented here are obtained by running two
exploration processes simultaneously on a machine.2 Table I
reports our results. Measured time refers to wall clock time,
and is expressed as ‘(hours):(minutes):(seconds)’.

Compared toGen(R), in generalGen(P ) allows more
reduction, because of its more relaxed constraints on the
ample sets. However, in this case study,Gen(P ) and
Gen(R) have little differences. This is due to the structure
of the protocol, where processes can do at most one send
event at branching points. This is a common feature of the
class of optimistic fair exchange protocols, cf. [4].

By increasing T the effectiveness ofGen(P ) and
Gen(R) is increased more and more compared toGen(F ),
while an increase in the number of nonces|Nc| has a
smaller effect on the amount of reduction. This is because
T directly relates to the number of parallel processes, and
the effectiveness of POR in general favors larger number of
parallel processes.

In table I, we observe that the number of explored states
is reduced up to30% using POR; the number of explored
transitions is on average59% reduced, while the amount of
reduction in exploration time is up to37%. Although POR
loads the generation algorithm with some book-keeping and
extra computations, the overall reduction gained definitely
compensates for these costs, as is evident in the experimental
results. It is worth mentioning that next-state generationis
in general relatively slow in security protocols, as it involves
matching the messages that protocol participants can receive
with the messages that the attacker process can construct.

VIII. R ELATED WORK

Algorithms for POR are an established branch of model
checking and state space generation research, see, e.g., [27].
As finding an optimalample set is NP-hard [25], many POR
algorithms in the literature focus on a particular setting and
propose heuristics for computing a (near-)optimalample set
in that setting, e.g. see [26]. Our work can be seen as one
of these heuristics for a large class of security protocols.

POR techniques for analyzing security protocols can be
traced back to the work of Shmatikov and Stern [30], where
some methods to reduce the number of states when verifying

2A comparison between algorithmsGen(F ) and Gen(P ) using the
distributedµCRL toolset running on a cluster of machines can be found
in [33].

security protocols are proposed, but no formalization of the
techniques is provided. Clarke Jha and Marrero [10] were the
first to present a POR algorithm for security protocols and
formally prove its properties. Below, we give a chronological
overview on major existing POR(-like) reduction techniques
for the verification of security protocols. These techniques
all aim at linear-time properties, whereas we have consid-
ered branching-time security requirements besides linear-
time properties. This feature distinguishes our work from
previously known results. The existing techniques mostly
consider protocols with non-branching participants, while
the focus of our work is on accommodating branching
participants.

The algorithm of CJM is tailored for non-branching
security protocols [10]. The logic that is used in [10] is
a variant of past-time LTL extended with an operatorE
for explicit reference to the knowledge of participants and
the attacker. For instance, they can specify properties like
EDY(m) =⇒ ¬∃p ∈ Π. 3

−1Ep(m), wherem ∈ Msg

andEx(m) states that the processx (in the aforementioned
formula the Dolev-Yao attackerDY) knows m, that is
m ∈ C(Kx) with Kx being the knowledge set of processx.
Here, given a traceα = α1 · · ·αi · · · , let αi∞ |= 3

−1φ iff
∃j. 1 ≤ j ≤ i∧αj∞ |= φ. The aforementioned property thus
intuitively stipulates that the knowledge of honest processes
is never shared with the attacker. In order for their POR
algorithm to preserve this logic, it is required that terms
which refer to the attacker’s knowledge appear only nega-
tively in the properties. To see why this constraint is needed,
consider the propertyφ = (Ep(t0) =⇒ 3

−1EDY(t1)),
stating that if the honest processp knows t0, then in some
past time the attacker knewt1. Now, consider processes
p = rcvp(t0).stop, and q = sndq(t1).stop such that
t0 ∈ C(K0) with K0 being attacker’s initial knowledge, but
t1 6∈ C(K0). If sndq is prioritized overrcvp, then property
φ would hold in the reduced state space, whileφ is violated
in the full state space.

Avoiding positive reference to the attacker’s knowledge
is tightly related to the novelty of the POR algorithm of
CJM for security protocols: Roughly speaking, standard
POR algorithms for Kripke structures rely on the notion of
invisible actions. An action is called invisible ifs

α
→ s′

implies that the same set of propositions hold ats and s′.
Propositions which are relevant for security protocols are
the knowledge of the attacker and the knowledge of the
participants. Observe thatsnd events (potentially) change
the knowledge of the attacker, andrcv events (potentially)
change the knowledge of the participants. Therefore, strictly
speaking, there is no invisible action in a security protocol;
hence standard POR algorithms for communication proto-
cols (e.g. as implemented in SPIN [9]) are not effective
for security protocols. The novelty of CJM’s algorithm is
in exploiting the fact thatsnd events change the knowl-
edge of the attacker only in the positive way, namely the



Table I
EXPERIMENTAL COMPARISON OFGen(F ), Gen(P ) AND Gen(R)

Instance Gen(F ) Gen(P ) & Gen(R)

State space size Gen(P ) Gen(R)

|Nc| T #States #Trans. Mem. use Time #States #Trans. Mem. use Time Mem. use Time

1 2 280,962 1,212,928 0.09 GB 00:04:26 207,028 498,560 0.09 GB 00:03:42 0.09 GB 00:03:37
3 2 1,760,306 6,434,728 0.45 GB 00:44:26 1,375,384 3,040,670 0.36 GB 00:36:42 0.40 GB 00:36:27
5 2 33,179,272 110,605,296 8.05 GB 32:11:57 27,151,416 58,672,398 7.13 GB 26:05:54 7.23 GB 25:50:47
1 3 13,246,976 71,570,596 2.59 GB 04:36:48 8,844,384 24,087,744 2.40 GB 03:35:35 2.48 GB 03:17:45
2 3 46,965,265 238,641,068 9.80 GB 22:10:09 31,159,497 80,560,109 8.42 GB 15:54:48 8.77 GB 15:20:39
3 3 176,477,749 814,529,294 28.95 GB 127:48:31 123,540,939 308,440,601 26.81 GB 93:29:09 24.59 GB 81:11:56

knowledge of the attacker is not decreased. Therefore, if
the attacker’s knowledge is only referred negatively, then
snd events becomesemi-invisible [10]. In our formalization,
this observation is translated into:snd events are inert silent
actions, i.e. internal transitions between branching bisimilar
states.

Basin, Mödersheim and Viganò [5] introduceconstraint
differentiation as a means to effectively integrate POR-
like techniques into the lazy attacker setting (i.e. symbolics
representation of message exchanges, plus a suitable set of
constraints to encode the attacker’s abilities). They state that
merely prioritizing some actions over others in order to avoid
independent interleavings does not gain sufficient reduction
in the lazy attacker framework. Therefore, their focus is to
detect, and to avoid re-analyzing, overlapping constraints
appearing in different interleavings. The constraint differen-
tiation method also subsumes the POR algorithm of Cremers
and Mauw [14].

Escobar, Meadows and Meseguer give a collection of
state-space reduction techniques for analyzing security pro-
tocols in Maude-NRL [16]. The POR algorithm proposed
in [16] is the counterpart of CJM’s algorithm in backward
search.

IX. CONCLUDING REMARKS

Two extensions of the POR algorithm of Clarke, Jha and
Marrero have been presented. The proposed algorithms are
suitable for branching security protocols, e.g. optimistic fair
contract signing schemes. The first extension is proved to
generate a reduced state space which is branching bisim-
ilar to the full state space, while the second extension
generates a state space that is trace equivalent to the full
state space. Branching bisimilarity, while ignoring silent
actions, preserves the branching structure of the state space.
Therefore, branching-time security properties, e.g. expressed
in CTL∗

−X, are preserved under the first POR algorithm.
The second algorithm is suitable when the security require-
ments of the system pertain to linear-time properties, e.g.
expressed inLTL−X. The second POR algorithm can in
general achieve more reductions compared to the first POR
algorithm, due to its relaxed conditions for constructing
amplesets.

Experimental results using an implementation of the al-
gorithms in the toolset of theµCRL process algebra are re-
ported. These preliminary experiments indicate considerable
reduction in the number of explored states and transitions,
and overall time required for exploration when using the
proposed POR algorithms. Further experiments with various
classes of security protocols, and implementing the POR
algorithms into a constraint solver for verifying security
protocols (such as [21]), is left for future work.

We believe the branching bisimulation relation established
in this paper can be of independent interest, as it formally
connects infinitely branching state spaces (of finite depth)
for two execution models of security protocol. We intend to
investigate extending this bisimulation relation to protocol
instantiations with an unbounded number of sessions. The
extension is nontrivial because, contrary to our current
settings, state spaces of such instantiations would not be
of finite depth.

POR algorithms which preserve the alternating-time tem-
poral logic [2] are another interesting topic for future re-
search. Indeed many security properties for contract signing
protocols are expressible as game-based strategies, which
can be formalized in the alternating-time temporal logic [22].
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